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Abstract 

Wireless Sensor Networks have been used in various applications like home security, Military 

system, hospitals, tracking application, sales support etc. Sensor nodes used in such networks 

are exposed to several attacks such as wormhole, replication and sinkhole attack. Therefore, 

developing secure and energy efficient algorithm to protect network against these attacks has 

become important. This paper discuss about a secure routing and aggregation protocol 

(STAPLE) with minimum energy cost for sensor networks.  

INTRODUCTION 

Wireless sensor networks are emerging network technologies for low cost, solitary monitoring of 

wide range of environments. Wireless sensor networks received a great importance in the current 

decade due to the recent development of the IEEE 802.15.4 standard for the Physical and MAC 

layers and the imminent ZigBee standard for the network and application layers. Due to limited 

resources of the sensor nodes in wireless sensor networks, traditional security mechanisms are not 

applicable for wireless sensor networks. Such networks are exposed to several type of attacks like 

replication attack, attack on information in transit, sinkhole etc. To protect sensor networks against 

these attacks several secure routing protocols have been proposed, STAPLE is one of them. STAPLE 

is a secure routing and aggregation protocol with minimum energy cost for wireless sensor networks. 

It applies one-way hash chain and multipath routing to gain the security and use hash based message 

to achieve authentication and data integrity. It also uses symmetric cryptography to provide data 

secrecy. STAPLE works in three stages: initialization, transmission, and source authentication. 

a) Initialization- responsible for both arranging the nodes in different levels according to 

minimum hop from the sink node and distributing keys. 

b) Transmission- concerned with forwarding packets from child node to parent and so on until 

they reach the sink. During this stage, STAPLE achieves child authentication and data 

integrity, authentication as well as detection of false packets. 

c) Source Authentication- authenticates the source and verifies integrity. 

 

RELATED WORK 

a) One-way Hash Chain  
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A hash chain is the  application of a cryptographic hash function to a piece of data. In computer 

security and cryptography, a hash chain is a procedure to produce many one-time keys from a 

single key or password. Sensor network security protocols use one-way chains to design that for 

esource-constrained sensors 

(b) Routing Protocols 

Dynamic source routing protocol (DSR) is an on-demand protocol designed where  bandwidth is 

restricted and   consumed by control packets in ad hoc wireless networks by  periodic updation in 

table and  messages required in the proactive approach. The big contrast  between DSR and the other 

on-demand routing protocols is that it is beacon-less and does not require to send periodic hello 

packet  , which should be used by the source  node to inform its neighbors of  its presence. 

Each sensor node of network contains several things of information shown in below table  

 PARAMETERS OF SENSOR NODES 

Information of 

Node  

Description 

Id The unique integer in network allocated to a sensor node  

Level The minimum number of hops away from the sink node 

Key A node has one or more keys, generated by its parent keys with HMAC function. 

They are utilized to encrypt data and authenticate children’s identity  

MAC A node has only one MAC, generated by its own ID with HMAC function. It is 

utilized to authenticate source node’s identity. 

Parents A node’s neighboring node in the previous level   

Brothers A node’s neighboring node in the same level   

Children A node’s neighboring node in the next level   

m sink nodes and n sensor nodes deployed in sensor network. These nodes are further divided into m 

clusters, each of which contains exactly one sink node and n/m sensor nodes.  

DESCRIPTION OF STAPLE 

a) Network Initialization- after Classification of sensor network, STAPLE is initiating by sink 

node. It organize sensor nodes in different level according to the minimum number of hops 

away from sink node, then generate Keys and MACs and make hash chains for sensor nodes. 

STAPLE achieve three goal in this phase : 

- Find all the sensor nodes hop by hop 

-Organize senor node into different levels and build parent-brother-child relationship 

-Generate Keys and a MAC for each sensor node. 

 

b) Data Transmission and Filtering- Source node introduces  data sending to its parent. Then 

parents send  data packet to grandparents further . one by one , the packet is authenticated by 

the all intermediate nodes. During this phase STAPLE achieve:- 

-Authenticate child node’s identity 

http://en.wikipedia.org/wiki/Cryptographic_hash_function
http://en.wikipedia.org/wiki/Computer_security
http://en.wikipedia.org/wiki/Computer_security
http://en.wikipedia.org/wiki/One-time_password
http://en.wikipedia.org/wiki/Key_(cryptography)
http://en.wikipedia.org/wiki/Password
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-Authenticate Data Integrity 

-Filter out False data and packet 

 

c) Source Authentication in Sink- when sink node receive data packets, it will authenticate 

their source nodes. In this Phase two things are achieved:- 

-Authenticate the identity of source node 

-Authenticate the integrity of data. 

 

CONCLUSION 

Routing in sensor networks has attracted a lot of attention in the recent years and introduced unique 

challenges compared to traditional data routing in wired networks. In this paper a secure routing 

protocol named STAPLE is discussed. The security is achieved by one way hash chain and multi 

path routing mechanism. The routing protocols that use multi sink, routing protocols are deployed 

only a single sink. Implementing these protocol and technologies into routing protocols introduces 

security holes that should not be compromised.   
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