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Abstract- An overlay network is a virtual 

network formed by nodes on top of an existing 

TCP/IP-network. It supports a lookup protocol 

such as chord protocol to perform a lookup 

operation which identifies the location of a file 

when its filename is given. Location of a file 

denotes the IP-address of the node that 

currently hosts the file. The existing file 

systems store files on a large collection of 

untrusted nodes that form an overlay network. 

They use cryptographic techniques to maintain 

file confidentiality and integrity from malicious 

nodes. However, cryptographic techniques 

cannot protect a file holder from a denial-of-

service (DoS) attack or a host compromise 

attack. Hence, most of these distributed file 

systems are vulnerable to targeted file attacks. 

In a targeted attack, an adversary is interested 

in compromising a small set of target files 

through a DoS attack or a host compromise 

attack. A DoS attack would make the target file 

unavailable while a host compromise attack 

could corrupt all the replicas of a file and hence 

removing the target file from the file system. 

To overcome these we propose a location 

hiding technique called LocationGuard which 

protects the overlay file storage systems from 

targeted file attacks. LocationGuard has three 

essential components: 1) Location key is a 

random bit string (128 bits) used as a key to the 

location of a file in the overlay network. 2) 

Routing guard is a secure algorithm used to 

locate a file in the overlay network. 3) Set of 

location inference guards which protect the 

system from traffic analysis-based inference 

attacks. The performance evaluation of this 

technique shows that the file storage systems 

are less vulnerable to the DoS attack. 
Keywords- DoS attack, host compromise 

attack, chord, overlay network, location guard. 

I. INTRODUCTION 

Several serverless file storage services, like 

CFS [3], Farsite [2], OceanStore [5], and 

SiRiUS [4], have recently emerged. In contrast 

to traditional file systems, they harness the 

resources available at desktop workstations that 

are distributed over a wide-area network. The 

collective resources available at these desktop 

workstations amount to several petaflops of 

computing power and several hundred 

petabytes of storage space. These emerging 

trends have motivated serverless file storage as 

one of the most popular applications over 

decentralized overlay networks. An overlay 

network is a virtual network formed by nodes 

(desktop workstations) on top of an existing 

TCP/IP-network. Overlay networks typically 

support a lookup protocol. A lookup operation 

identifies the location of a file given its 

filename. Location of a file denotes the IP-

address of the node that currently hosts the file. 

Adversary refers to a logical entity that controls 

and coordinates all actions by malicious nodes 
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in the system. A node is said to be malicious if 

the node either intentionally or unintentionally 

fails to follow the system’s protocols correctly. 

For example, a malicious node may corrupt the 

files assigned to them and incorrectly 

(maliciously) implement file read/write 

operations. This definition of adversary permits 

collusions among malicious nodes. We also 

assume that the underlying IP-network layer 

may be insecure. However, we assume that the 

underlying IP-network infrastructure, such as 

domain name service (DNS), and 

the network routers cannot be subverted by the 

adversary.  

An adversary is capable of performing 

two types of attacks on the file system, namely, 

DoS attacks and hostcompromise attacks. 

When a node is under DoS attack, the files 

stored at that node are unavailable. When a 

node is compromised, the files stored at that 

node could be either unavailable or corrupted. 

We model the malicious nodes as having a 

large but bounded amount of physical 

resources at their disposal. More specifically, 

we assume that a malicious node may be able 

to perform a DoS attack only on a finite and 

bounded number of good nodes, denoted by 

α.We limits the rate at which malicious nodes 

may compromise good nodes and use λ to 

denote the mean rate per malicious node at 

which a good node can be compromised. For 

instance, when there are B malicious nodes in 

the system, the net rate at which good nodes 

are compromised is λ * B (node compromises 

per unit time). Every compromised node 

behaves maliciously. For instance, a 

compromised node may attempt to compromise 

other good nodes. Every good node that is 

compromised would independently recover at 

rate μ. The recovery of a compromised node is 

analogous to cleaning up a virus or a worm 

from an infected node. When the recovery 

process ends, the node stops behaving 

maliciously. 

II. EXISTING SYSTEM 

There are four important issues that need to be 

addressed to enable wide deployment of server 

less file systems for mission critical 

applications. 

 

A. Efficiency of the Lookup Protocol.  

There are two kinds of lookup protocol 

that have been commonly deployed: the 

Gnutella-like broadcast-based lookup protocols 

[6] and the distributed hash table (DHT)-based 

lookup protocols [9], [7], [8]. File systems like 

CFS, Farsite, and OceanStore use DHT-based 

lookup protocols because of their ability to 

locate any file in a small and bounded number 

of hops.  

B. Malicious and Unreliable Nodes.  

Serverless file storage services are 

faced with the challenge of having to harness 

the collective resources of loosely coupled, 

insecure, and unreliable machines to provide a 

secure and reliable filestorage service. To 

complicate matters further, some of the nodes 

in the overlay network could be malicious. CFS 

employs cryptographic techniques to maintain 

file data confidentiality and integrity. Farsite 

permits file write and update operations by 

using a Byzantine fault-tolerant (BFT) group of 

metadata servers (directory service). Both CFS 

and Farsite use replication as a technique to 

provide higher fault tolerance and availability. 

C. Targeted File Attacks.  

A major drawback with serverless file 

systems is that they are vulnerable to targeted 

attacks on files. In a targeted attack, an 

adversary is interested in compromising a small 

set of target files through a denial-ofservice 

(DoS) attack or a host compromise attack. A 

DoS attack would render the target file 
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unavailable; a host compromise attack could 

corrupt all the replicas of a file thereby 

effectively wiping out the target file from the 

file system. The fundamental problem with 

these systems is that: 1) the number of replicas 

(R) maintained by the system is usually much 

smaller than the number of malicious nodes (B) 

and 2) the replicas of a file are stored at 

publicly known locations, that is, given the file 

name f, an adversary (including users who may 

not have access to file f) can determine the IP-

addresses of nodes that host f’s replicas. Hence, 

malicious nodes can easily launch DoS or host 

compromise attacks on the set of R replica 

holders of a target file (R<<B).  

 

D. Efficient Access Control.  

A read-only file system like CFS can 

exercise access control by simply encrypting 

the contents of each file, and distributing the 

keys only to the legal users of that file. Farsite, 

a read/write file system, exercises access 

control using access control lists (ACL) that 

are maintained using a BFT protocol. However, 

access control is not truly distributed in Farsite 

because all users are authenticated by a small 

collection of directory group servers. Further, 

public-key infrastructure (PKI)-based 

authentication and Byzantine fault tolerance-

based authorization are known to be more 

expensive than a simple and fast capability-

based access control mechanism. 

 

III. PROPOSED SYSTEM 

  LocationGuard scheme guards the 

location of each file and its access with two 

objectives: 1) to hide the actual location of a 

file and its replicas such that only legal users 

who hold the file’s location key can easily 

locate the file on the overlay network and 2) to 

guard lookups on the overlay network from 

being eavesdropped by an adversary. 

LocationGuard consists of three core 

components. The first component is location 

key, which controls the transformation of a 

filename into its location on the overlay 

network, analogous to a traditional 

cryptographic key that controls the 

transformation of plaintext into ciphertext. The 

second component is the routing guard, which 

makes the location of a file unintelligible. The 

routing guard is, to some extent, analogous to a 

traditional cryptographic algorithm which 

makes a file’s contents unintelligible. The third 

component of LocationGuard includes an 

extensible package of location inference guards 

that protect the file system from indirect 

attacks. Indirect attacks are those attacks that 

exploit a file’s metadata information such as 

file access frequency, user IP-address, 

equivalence of file replica contents, and file 

size to infer the location of a target file on the 

overlay network. Fig. 1 provides a sketch of the 

conceptual design of LocationGuard. 

 

 

 
 

Fig 1. Location Guard Conceptual Design 

 

A. Location Key 

The first and most simplistic 

component of LocationGuard is the concept of 

location keys. The design of location key needs 

to address the following two questions: 1) how 

to choose a location key and 2) how to use a 
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location key to generate a replica location 

tokens —the capability to access a file replica. 

 

  B. Routing Guard 

The second component of 

LocationGuard is the routing guard. The design 

of routing guard aims at securing the lookup of 

file f such that it will be very hard for an 

adversary to obtain the replica location tokens 

by eavesdropping on the overlay network. 

Concretely, let  Rirlt i 1  denote a replica 

location token derived from the file name f, the 

replica number i, and f’s location key lk. We 

need to secure the lookup algorithm  i

lk rlt  

such that the lookup on pseudo filename irlt   

does not reveal the capability irlt  to other 

nodes on the overlay network. Note that a file’s 

capability irlt  does not reveal the file’s name 

but it allows an adversary to write on the file 

and thus corrupt it. There are two possible 

approaches to implement a secure lookup 

algorithm: 1) centralized approach and 2) 

decentralized approach. In the centralized 

approach, one could use a trusted location 

server [13] to return the location of any file on 

the overlay network. However, such a location 

server would become a viable target for DoS 

and host compromise attacks. 

C.  Location Inference Guards 

 Location inference attacks refer to those 

attacks wherein an adversary attempts to infer 

the location of a file using indirect techniques 

that exploit file metadata information such as 

file access frequency, file size, and so forth. 

LocationGuard includes a suite of four 

fundamental and inexpensive inference guards: 

lookup frequency inference guard, user IP-

address inference guard, file replica inference 

guard, and file size inference guard. 

LocationGuard also includes a capability 

revocation-based location rekeying mechanism 

as a general guard against any inference attack. 

 

IV. Conclusion 

  In this project, a technique called 

Location Guard is used for securing wide-area 

serverless file sharing systems from targeted 

file attacks. Analogous to traditional 

cryptographic keys that hide the contents of a 

file, Location Guard hides the location of a file 

on an overlay network. Location Guard 

protects a target file from DoS attacks and host 

compromise attacks by providing a simple and 

efficient access control mechanism with 

minimal performance and storage overhead. 

The unique characteristics of Location Guard 

approach is the careful combination of location 

key and routing guard which makes it very 

hard for an adversary to find the location of a 

target file by either actively or passively 

observing the overlay network. Our 

experimental results demonstrate the 

effectiveness of the LocationGuard scheme 

against DoS attacks and host compromise 

attacks. The future work includes reducing the 

overhead in generating location key and also to 

quantify the overhead of employing location 

guards. 
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