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Abstract—Cloud computing has a great 

capability to boost productivity and minimize 

costs, hence many companies are embracing it, 

but at the same time it constitutes many security 

risks and challenges. Due to possibilities of 

multiple risks such as service outage, theft of 

data, data leakage and the chances of malicious 

insider attack, using single cloud is becoming 

obnoxious by many companies and new notion 

of Multi-Clouds usage is becoming perceptible 

to cope with these security issues. This paper 

demonstrates powerful security strategy of using 

DNA based cryptography which ensures secure 

data storage on Multi-Clouds. 

Keywords—DNA Cryptography, Admin, Cloud 

Service Provider, user, Cloud Computing   

 

I. INTRODUCTION 

A cloud broker is a third-party individual or 

business that acts as an intermediary between 

the purchaser of a cloud computing service and 

the sellers of that service. In general, a broker is 

someone who acts as an intermediary between 

two or more parties during where negotiations. 

It is an Internet-based computing technology, 

where shared resources such as software, 

platform, storage and information are provided 

to customers on demand. .Cloud Computing is a 

computing platform for sharing resources that 

include infrastructures, software, applications, 

and business processes. A cloud broker is a 

software application that facilitates the 

distribution of work between different cloud 

service providers. This type of cloud broker may 

also be called a cloud agent. In addition to 

acting as an intermediary for contract 

negotiations, a cloud broker might also provide 

the customer with additional services, 

facilitating the reduplication, encryption and 

transfer of the customer's data to the cloud and 

assisting with data lifecycle management 

(DLM). The broker's role may simply be to save 

the purchaser time by researching services from 

different vendors and providing the customer 

with information about how to use cloud 

computing to support business goals. In such a 

scenario, the broker works with the customer to 

understand work processes, provisioning needs, 

budgeting and data management requirements. 

After the research has been completed, the 

broker presents the customer with a short list of 

recommended cloud providers and the customer 

contacts the vendor(s) of choice to arrange 

service. 

The business model for cloud 

brokerage is still evolving. At its simplest, the 

customer may hire a broker at the beginning of a 

project and pay the broker an hourly fee for their 

time. A broker providing more robust services, 

however, may charge the customer on a sliding 

scale, depending on what services the customer 

contracts for. A broker may also partner with 

one or more cloud service providers and take a 

small percentage of the cloud provider's profit as 

remuneration once the customer has arranged 

service. All major cloud providers will be 

getting into the business of cloud federation, and 

enterprises will even begin acting as their own 

cloud broker. 

Cloud brokerage models will start to 

emerge within large cloud provider portfolios. 

Microsoft already has a broad portfolio of SaaS 

and IaaS products and could be a candidate for 

unified cloud brokerage.  

Unified cloud brokers won't suddenly be 

on the market. Existing cloud providers can add 

a brokerage service to their business to make 

their cloud services more attractive.  
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II. EXISTING SYSTEM 

 
Figure 2.1 Cloud Architecture 

The term ―cloud‖ in cloud computing is the 

communications network or a network 

combined with computing infrastructure. It is an 

Internet-based computing technology, where 

shared resources such as software, platform, 

storage and information are provided to 

customers on demand. Cloud Computing is a 

computing platform for sharing resources that 

include infrastructures, software, applications, 

and business processes. Cloud Computing is a 

virtual pool of computing resources. It provides 

computing resources in the pool for users 

through internet. 

The architecture of Cloud involves 

multiple cloud components communicating with 

each other over the application programming 

interfaces (APIs), usually web services. The two 

most significant components of cloud 

computing architecture are known as the front 

end and the back end. The front end is the part 

seen by the client, i.e. the customer. This 

includes the client‘s network or computer, and 

the applications used to access the cloud via a 

user interface such as a web browser. The back 

end of the cloud computing architecture is the 

‗cloud‘ itself, which comprises of various 

computers, servers and data storage devices. 

II.a. Components of cloud computing   

->Front end -The front end is the client‘s 

network or computer, and the applications used 

to access the cloud.  

 ->Back end- The back   end is the ‗cloud‘ 

itself, which comprises   of various    computers, 

servers and data storage devices. 

 

III. ISSUES IN EXISTING SYSTEM 

III.a. Storage Space Issue  
In some rare case for a Cloud Service Provider 

may have a problem with storing huge data 

suddenly at some instance in such a scenario 

CSP fails to provide service to its client and 

moreover failure in service providing is 

considered as serious professional error in 

corporate which leads to deterioration of CSPs 

name. 

As the expectations of Cloud Service Users 

(CSU) are also increasing Cloud Service 

Providers should be able to give space for 

unexpectedly huge data. 

III.b. Distributed Availability Issue 

A distributed system is a software system in 

which components located on networked 

computers communicate and coordinate their 

actions by passing messages. Distributed file 

system for cloud is a file system that allows 

many clients to have access to the same data/file 

providing important operations (create, delete, 

modify, read, and write). 

Consider a problem when two 

CSUs(Cloud Service Users) taking service 

through two different CSPs(Cloud Service 

Providers) need to share a file or a database for 

some reason between but their APIs do not 

support each other‘s interfaces provided by their 

clouds. 

III.c. Migration and Stability Issue 

Cloud migration is the process of moving data, 

applications or other business elements from an 

organization's onsite computers to the cloud, or 

moving them from one cloud environment to 

another. 

 

IV. CLOUD NETWORKING 

The term cloud networking is introduced in a 

multi administrative domain scenario, where 

network and data centre domains must interact 

through defined interfaces to provide a service 

to CSU. There are three kinds of networks in 

cloud environment. 

Intra-cloud network: this network 

connects local cloud infrastructures and 

comprises three kinds of networks: 

 (a) Between VMs at the same server. 

 (b) Between servers and storage systems 

 (c) Between VMs at different servers. 
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The data centers require different traffic models 

to guarantee latency, packet loss and bandwidth 

requirements. 

Core transport network (WAN/MAN): 

this network can be used by customers to access 

and consume cloud services deployed within the 

cloud provider's data centre. 

Inter-cloud network: it can be used to 

interconnect cloud infrastructures together. 

These cloud infrastructures may be owned by 

the same cloud provider or by different ones. 

In addition, cloud networking services 

that provide network connectivity in the three 

networks above are named Network as a Service 

(NaaS). NaaS allows tenants to customize the 

services they receive from the network and the 

provider to decide how resources are allocated 

and shared between tenants. Naas requirements 

include QoS, security and availability. 

 

IV.a. Inter-Cloud Service Broker 

Inter-cloud computing allows on-demand 

assignment of cloud resources, including 

computing, storage and network, and the 

transfer of workload through interworking of 

cloud systems. CSPs can interwork thanks to 

Inter-Cloud Service Broker (ISB) that provides 

indirect interconnection between two or more 

CSPs and brokering services to CSUs or CSPs. 

The ISB provides and executes services of three 

categories: 

 

IV.a.a. Service intermediation: the ISB 

enhances a given service by improving some 

specific capability and providing value-added 

services to CSUs.  

 

IV.a.b. Service aggregation: ISB combines and 

integrates multiple services into one or more 

new services. 

 

IV.a.c. Service arbitrage: it is similar to 

service aggregation except that the services 

being aggregated are not fixed. In this case, the 

ISB has the flexibility to choose services from 

multiple sources 

 

V. CLOUD NETWORKING ARCHITECTURE: A 

PROPOSED MODEL 

 
    Figure 5.1 Cloud Network Architecture 

The cloud broker is emerged as an intermediate 

entity between a CSU and CSPs to help the 

establishing of a service level that meets the 

CSU requirements and to simplify secure 

integration and lower prices for CSU. It can help 

to move data between different CSPs. Thus, we 

propose the NSP as part of our architecture, 

providing BoD network service (e.g. network 

operator) and playing the role of a NaaS CSP. 

 

VI. SLA DESCRIPTION 

A contract between CSU and CSP . It contains 

details of shared information and service level 

guarantees that are offered by CSP and required 

by CSU. 

VI.a. Three types of SLA: 

VI.a.a. Inter-cloud Service Level Agreement 

(iSLA): It is a contract between a CSU and a 

cloud broker with QoS parameters for NaaS and 

IaaS services. 

VI.a.b. BoD inter-cloud Service Level 

Agreement (B_iSLA): It is a contract between 

a cloud broker and NSPs connecting CSU to 

CSP. It is for NaaS (BoD) services. 

VI.a.c. Datacenter inter-cloud Service Level 

Agreement (D_iSLA): It is a contract between 
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a cloud broker and a CSP for NaaS and IaaS 

services. 

The SLA can be structured by: SLA 

Identifier, Validity Period, Obliged Parties, 

Service Identification, Guarantees offered on the 

Services, and Business Attributes (price, 

violation and penalties). 

 
Figure 6.1 Inter-cloud Service Level Agreement 

(iSLA) Structure 

 

VII. INTERACTION BETWEEN ENTITIES 

The interaction between CSU, Cloud Broker, 

CSPs and NSPs to achieve an end-to-end SLA is 

described in Fig below. 

At first, CSPs and NSPs describe IaaS and NaaS 

services for their available resources with 

different service levels and send this information 

to the cloud broker. In addition, if any changes 

occur within CSPs and NSPs, they send these 

changes to the cloud broker which updates its 

repository. Next, the CSU sends service 

requirements to the cloud broker to construct an 

iSLA specifying a service level that contains 

QoS parameters for NaaS and IaaS services. The 

cloud broker consults its repository and 

compares the CSU requirements with the 

different services and the corresponding service 

levels offered by CSPs and NSPs to select the 

appropriate CSPs and NSPsthat meet the CSU 

QoS requirement. Afterward, the cloud broker 

sends a request to establish a D_iSLA (IaaS, 

NaaS) and a B_iSLA (NaaS BoD) with 

respectively selected CSPs and NSPs. After this, 

the concerned CSPs reserve and configure VM 

and network resources to deliver IaaS and NaaS 

services, and the concerned NSPs reserve and 

configure network resources to deliver NaaS 

(BoD) service. Then, they update their 

repository with these changes and send 

confirmation to cloud broker. Finally, the cloud 

broker updates its repository with these changes 

and establishes the iSLA with the CSU. 

 
Figure 7.1.  MSC for Inter-Cloud scenario 
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VIII.  ROLES AND CLASSIFICATIONS OF CSB 

A CSB not only assists in cloud adoption and 

management, but also helps in cost saving and 

in providing faster agility along with more 

flexible IT capability. Figure below shows it as 

an intermediary between consumers (C1, C2, 

Cn) and providers illustrating interaction 

between the consumer and the CSB, the CSB 

and the cloud provider, the consumer and the 

cloud provider. 

 
Figure 8.1. CSB as an intermediate between 

CSUs and CSPs 

 

There are four distinct roles of Cloud Services 

Brokers 

Aggregator- is a broker that takes multiple cloud 

services encompassing different providers and 

funnels them to clients through a channel. The 

client uses the services proportionate to one‘s 

needs and pays one‘s bill to the broker. The 

broker ―owns‖ the relationship on behalf of the 

client. The broker might manage service-level 

agreements (SLAs) for the customer. 

Integrator- Technically skilled, this type of 

provider merges services from an assortment of 

cloud providers to create a net new business 

process. 

Governance Services- This is especially 

important in highly regulated industries such as 

healthcare and financial services, where 

protection of consumer data is essential. Here, 

the broker ensures that the cloud service 

provider treats the data in accordance with the 

regulations and policies, and that security 

practices are adhered to It will handle the basic 

administrative tasks of the system. 

Customizer- As the name suggests, customizers 

will create extensions to existing cloud services 

for a specific functionality and then ensure that 

the extensions work properly. It will alter its 

functionality to the needs of the consumer.  

 

Conclusion 
In many cases, if a business is using just one 

provider, it‘s cutting itself off from future 

possibilities. Cloud service brokers use of 

standards will help users benefit from best-in-

class offerings from different providers, while 

keeping the back end simplified and opaque. 

As the most cost-effective cloud 

implementations increasingly tap into a variety 

of hybrid infrastructures, cloud service brokers 

are increasingly a viable option to consider for 

users looking to fully capitalizing on the 

advantages of the cloud. 
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