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Abstract--Cloud computing is a model for enabling ubiquitous, convenient, on -demand network access to a shared pool 

of configurable computing resources (e.g., networks, servers, storage, applications, and services)  that can be rapidly 

provisioned and released with minimal management effort  or service provider interaction. Cloud computing provides the 

new way of storing data in cloud servers. Customers store the data in the cloud data centers and they are not informe d 

about loss and damage. Third party auditing is important in creating an on line service - oriented economy, because it 

allows customers to evaluate data integrity risks in cloud servers. In  this paper we going to  analyze various methods and 

protocols used in the auditing of data stored in the cloud. We are comparing earlier methods used for cloud data auditing 

until now. 
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I. INTRODUCTION 
A.  Service Models: 
Cloud computing is a new model for enabling ubiquitous, convenient, on-demand network access to a pool of 
resources. This cloud model is composed of five essential characteristics, three service models, and four 
deployment models. 
1) Software as a Service (SaaS): 
 In essence, SaaS is simply the cloud vendor providing the given piece of software you want to use, on their 
servers. That is, unlike PaaS in which you developed your own application, SaaS provides the application for 
you.  
2) Platform as a Service (PaaS): 
Platform as a Service (PaaS) is a way to build applications and have them hosted by the cloud provider. It a l-
lows you to deploy applications without having to spend the money to buy the servers on which to house 
them. 
3) Infrastructure as a Service (IaaS): 
In Infrastructure as a Service, we are using the cloud provider‟s machines. Another term for this type of com-
puting is everything as a Service. That is, you are using a virtualized server and running software on it. One of 
the most prevalent is Amazon Elastic Compute Cloud (EC2). 
B. Deployment Models: 
1) Private cloud 
The cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple 
consumers (e.g., business units). It may be owned, managed, and operated by the organization, a third party, or 
some combination of them, and it may exist  
on or off premises. 
2) Community cloud 
 The cloud infrastructure is provisioned for exclusive use by a specific community of consumers from 
organizations that have shared concerns. It may be owned, managed, and operated by one or more of the 
organizations in the community, a third party, or some combination of them, and it may exist on or off 
premises. 
3) Public cloud 
The cloud infrastructure is provisioned for open use by the general public. It may be owned, managed, and 
operated by a business, academic, or government organization, or some combination of them. It exists on the 
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premises of the cloud provider.  
4) Hybrid cloud 
  The cloud infrastructure is a composition of two or more distinct cloud infrastructures (private, 
community, or public) that remain unique entities, but are bound together by standardized or proprietary 
technology that enables data and application portability (e.g., cloud bursting for load balancing between 
clouds). 

 
II. RISKS TO CLOUD COMPUTING 

 

In cloud computing the user data resides in the cloud. The risk with cloud computing is that the data may be 
misused, theft, distributed, compromised. There may be a chance that data may be sold to its competitor. 
Other risks include privacy, data protection, ownership and lack of reliable audit standard to data security 
procedure cloud service providers.  
1) Privacy Issues  
It is very difficult to achieve privacy by using traditional security systems so it is one of the challenging areas 
of Cloud Computing. Cloud computing has most significant implications for the privacy of information as 
well as maintaining the confidentiality. In public cloud generally various sensitive information are given to the 
hands of a third party cloud service provider whose cloud infrastructure may to have proper regulations. Cloud 
users must be aware of service provider's privacy and security guidelines and practices. 
 2) Content Disclosure Issues  
Another important issue is the data ownership of the information residing on the cloud. Once the data is put to 
the cloud service provides hand , the privacy, the data ownership and the right of data content disclosure may 
be lost. Cloud users must categorize their information and explicitly specify the ownership of information in 
the service contract.  
3) Data Confidentiality 
If we prevents unauthorized gathering of information then the confidentiality of a system is guaranteed. 
Cryptographic techniques based on strong authentication are normally used for protecting confidentiality. The 
data in a cloud computing system is moved to and from in the network. A cloud provider must be able to store 
this data on a server of its own choice in order to optimize infrastructure as well as improve the necessary 
performance. These processes are usually influence and can lead to confidentiality problems. 
4) Data Location 
Data location is another concern about cloud computing. Cloud computing offers high degree of data mobility. 
In cloud computing, the data owners have no control over the location of data in the cloud. The countries legal 
protection will not be applicable to the data once it is moved outside the country. The persons from the outside 
of the country may able to access the data. If that country has laws that you are comfortable with, data may be 
physically stored in database with other company's data. To achieve regulatory compliance in the cloud, it 
requires effort from both users and cloud provider, the users know about the information requirements and can 
communicate that clearly to the cloud service provider and the cloud provider is transparent to provide 
regulatory rules required to protect the assets. 
5) Data Breaches 
A malicious hacker can extract private cryptographic keys if the multi-tenant service provider database is not 
designed properly, In virtualized server environment  more than one user using same infrastructure so there 
may be a chance to access others data if system is not implemented correctly. You can encrypt the data to 
reduce the impact but if the encryption key is lost, your data will be lost.  
6) Cloud Control Issues 
Generally public cloud is highly uncontrollable. By using legal and regulatory practices it can controlled. The 
location-independency makes it more difficult to achieve regulatory security compliance in cloud computing.   
7) Service Traffic Hijacking 
Generally attackers try to get user credentials and monitor user activities, manipulate user data and return false 
information. To prevent and protect the credentials we should avoid sharing of credentials between users and 
services. 
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8) Insecure Interfaces and APIs 
In cloud computing administrators use insecure API‟s and interfaces for management and monitoring , these 
generally leads to the security issues. This increase risk as organization may be required to exchange the 
credentials to the third party. An organization should understand implications associated with cloud 
provisioning, management, monitoring.  
9) Denial of Service 
In the cloud computing availability is the one of the advantages. The hackers may perform the DOS attack and 
DDOS attacks to make in availability of services to the customers. 
 

III.  DATA INTEGRITY 
Data integrity refers to maintaining and assuring the accuracy and consistency of data over its entire life-cycle, 
and is a critical aspect to the design, implementation and usage of any system which stores, processes, or 
retrieves data. The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-
created or acquired applications created using programming. In the cloud computing data owners store their 
data in cloud servers. But they don't know their data is stored correctly in the server‟s .This new way may 
leads to the new security challenges, data may be modified, sometimes cloud service providers may be 
dishonest. So owner must check their data by using data integrity checking methods. During a data audit, the 
origin, creation or format of data may be reviewed to assess its value and utility. Various agencies and 
associations, such as the Joint Information Systems Committee (JISC), promote data audit protocols in 
different fields because owners or providers can't produce accurate result. Languages, libraries, services, and 
tools supported by the provider. The data integrity checking is done previously by using different methods and 
protocols which uses following terminology.  

 
IV.  PRELIMINARIES AND DEFINITIONS 

A. Definitions: 
1) Private and public keys: 
Public-key cryptography, also known as asymmetric cryptography, is a class of cryptographic algorithms 
which requires two separate keys, one of which is secret (or private) and one of which is public. Although 
different, the two parts of this key pair are mathematically linked. 
2) Hash key: 
A hash key is a small value that is used to represent a large piece of data in a hash system. A hash function is a 
mathematical equation that simplifies large amounts of data into small values. 
3) Hash algorithm: 
A hash algorithm, also known as a hash function, is a mathematical procedure used in computer programming 
to turn a large section of data into a smaller representational symbol, known as a hash key. 
B. System model 
Data storage in cloud servers is shown in the Figure 1, which consists of three entities: Cloud User (U), who 
has lots of data files to be stored in the cloud; Cloud Service Provider (CSP), who provides cloud services for 
users, and has a strong computing power and storage space; Third Party Auditor (TPA), who is expert in au-
diting, and performs audit process on behalf of users. The Third Party Auditor can greatly reduce the auditing 
burden of users. 

 
Figure 1:  Data storage model in cloud computing 

http://www.wisegeek.com/what-is-a-hash-function.htm
http://www.wisegeek.com/what-is-a-hash-function.htm
http://www.wisegeek.com/what-is-computer-programming.htm
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V. RELATED WORK 
In this regard many people proposed different methods and protocols for remote data integrity[8-14] , but each 
and every method has its advantages and disadvantages. We analyze each and every method. Ateniese et al. 
[6] proposed audit method in their   defined “provable data possession” (PDP) model for ensuring possession 
of data files on untrusted storages. They used RSA based homomorphic linear authentication in their scheme 
for auditing cloud storage data. This scheme has limitation of only handling the static storage files. Ateniese at 
el.[7] proposed a dynamic version of the prior PDP scheme in the subsequent work which is not fully dynamic 
in data operations and block insertions cannot be supported. To overcome this and support full dynamic opera-
tions, Erway et al.[8] introduced new dynamic PDP schemes with a skip list to realize O(log n) communica-
tion and computational costs for a file consisting of n blocks. Juels et al.[9] and Ateniese et al.[10], Schacham 
and water et al.[11] proposed an improved POR scheme which was built from BLS signatures[14] with full 
proofs of security in security model defined in [4]. Similar to the construction in [5], this scheme also uses 
homomorphic linear authenticators that aggregate n signatures into one signature, and reduce the cost of 
communication. Again, this protocol also cannot support dynamic operations. 
A.  Design goals 
In order to design an efficient public checking scheme for cloud data storage under the aforementioned model, 
our protocol should achieve the following security and performance guarantees. 
1) Public auditability 
The scheme should allow the third partner auditor (TPA) to verify the integrity of the cloud data on behalf of 
the users. 
 2) Storage correctness 
The cloud server should honest to pass the TPA‟s verification without storing the whole data of users.  
 3) Dynamics operation 
The scheme should allow the users to perform block-level operations on the outsourced data, and ensures the 
accuracy of the dynamically updated file. 
4) Batch auditing: The scheme should allow the TPA to handle multiple auditing tasks from different users 
simultaneously. 
5) Device Flexibility 
The scheme should reduce the computational complexity, because users may use different devices with differ-
ent capabilities.. 
B. Constructions 
A. Definition and framework 
A public checking scheme is a collection of four polynomial-time algorithms (KeyGen, SigGen, GenProof, 
CheckProof), the details are shown as follows: 
KeyGen(1

λ
)(pk,sk).  

This is a probabilistic key generation algorithm that is run by the client. It takes a security parameter λ as in-
put, and returns public key pk and secret key sk . 
SigGen(sk,F)-> Φ.  
This algorithm is also run by the client to generate the verification metadata of data file F. It takes as input 
private key sk , a file F which is an ordered collection of blocks {mi}1≤i≤n, and outputs the signature set Φ, 
which is an ordered collection of signatures  {σi}1≤i≤n on {mi}1≤i≤n . 
GenProof(F, Φ,chal)P. 
 The c loud server runs this algorithm. It takes as input a file F, its signatures , and a challenge chal.  Accord-
ing to the specified block index in chal, it outputs a data integrity proof P. 
CheckProof(pk,chal,P){0,1}.  
T h e client or the TPA runs this algorithm in order to verify a proof of data storage correctness. It takes as 
input the public key pk , the challenge chal and the proof P. It outputs 1, if the integrity of the data file is in-
tact, or 0 otherwise. Running a public checking protocol consists of two phases, Setup and Check : 
Setup:  
The client first invokes KeyGen to initialize his secret key and public key. Then, he generates the verification 
metadata Φ by executing SigGen. If we want our protocol to support fault-tolerance, the raw data file  hould 
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be pre-processed with error correcting code before invoking the procedure SigGen. Finally, the client stores 
his data file F and the verification metadata Φ at the cloud server, and removes them from his local memory.  
Check:  
The TPA sends a challenge message chal to the cloud server, and verifies the integrity of the data file F at 
time of this check. According to the challenge chal, the cloud server can compute a integrity proof from a 
function of the stored data file F and its verification metadata by invoking GenProof. Upon receiving the 
proof, the TPA can verify it by invoking CheckProof.  
 

VI. CONCLUSION 
In this paper we analyzed all previous methods and protocols ,each and every method has its merits and 
demerits. In last ESDAP communication cost is more when compared to the PDP scheme. In our future work 
we are going develop a scheme which has minimum communication cost, privacy and used for batch 
operations.  
 

TABLE I 
COMPARISON OF REMOTE DATA INTEGRITY CHECKING SCHEMES 

Scheme 
Computation 

Communication Privacy Dynamic 
Batch Operations 

Prob.of 
Detection Server Verifier 

Multi 
Owner 

Multi 
Cloud 

PDP O(t) O(t) O(1) Yes No No No (1-(1-ρ)
t 

CPDP O(t+s) O(t+s) O(t+s) No No No No (1-(1-ρ)
ts 

DPDP O(tlogn) O(tlogn) O(tlogn) No No No No (1-(1-ρ)
t 

Audit O(tlogn) O(tlogn) O(tlogn) Yes Yes Yes No (1-(1-ρ)
t 

IPDP O(ts) O(t+s) O(t+s) Yes No No Yes (1-(1-ρ)
ts 

ESDAP O(ts) O(t) O(t) Yes Yes Yes Yes (1-(1-ρ)
ts 

Where 
 n is the total number of blocks of a file. 
 t is the number of challenged data blocks in an auditing query. 
 s is the number of data sectors in each data block. 
 ρ is probability of a block/sector corruption.  
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