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Abstract 
Wireless Sensor Networks (WSN) is vulnerable to different kinds of attacks like Sybil attack.  There are many attacks that 

have been recognized in WSN till now by the researchers. Sybil attack is one of the harmful attacks against sensor 

network where a number of legitimate identities and forged identities are used to get an illegitimate entry into the 

network. This kind of attack results into major information loss and hence misinterpretation in the network, it also 

minimize the trustworthiness, routing disturbance and dropping sensitive packet in the network.  In this scenario a node 

can trust the pretend node and it start sharing its information. Due to this activity a node’s security is affected and 

information is lost. In this paper, a survey is done on Sybil attack and proposed a Compare and Match (CAM) Approach 

to verify the Position to prevent Sybil attacks. The come out of these kinds of attacks in uni-casting as well as 

multicasting we specifically given a complete assured Security for Wireless Sensor Network . The practical analysis of 

this work is done using network simulator by measuring throughput, end to end delay and packet delivery ration under 

various conditions. 
Keywords: Wireless sensor network, Sybil attack, CAM, Position Verification.  
 

1. INTRODUCTION 
 A wireless sensor network (WSN) have attracted a lot of attentions due to their interesting and 
promising function functionalities including mobile safety congestion avoidance and location based services 
[1].The implementation and topology creation of WSN become very fast and growing area in today’s 
research. The applications will spread over all fields from military, health, education, monitoring [2]. Because 
of the usage of WSN in variety of applications the important giving on the security is also becoming higher. 
Still preventing, detecting low level to high level attacks that is vulnerable to malicious attacks is going on, in 
WSN, since powerful IDS, sophisticated firewall systems are available [3]. Today variety of attacks is  
available like Black hole, DDOS, Sybil, and selective forward attack are present in the network. 

There are many researchers said their own infrastructures which have portable devices, those are used in 
various trade services in decentralized and scalable methods [6] [7].  Some of the synchronizing devices are 
capable for synchronization without using the internet for multiuser applications, they used exact location 
finding algorithms that increase the accuracy of street map software and location based services (LBS) 
method, cache web content and it should be cost effective.  

One of the harmful attacks in the WSN is Sybil Attack and it is named because of the book “SYBIL”, which is 
a case study about women one who is personality disorder person in US. This name is given by Brain Zill one 
who is working in Microsoft Research Lab America. The Sybil attack is basically spoiling the system 
environment of P2P system by creating Pseudonymous. The Sybil attacker is always cheating nodes by 
showing wrong ID or duplicate ID of the knowing people of the nodes in the nodes in the WSN. A faulty node 
which enter into the network with different IDs are shown in Figure-1 

 

 

 

 

 

 

                    Figure-1. SYBIL ATTACK with Multiple ID 
In the latest network environment alien nodes can disguise in various identities and act as original nodes. 
Basically in social networks and defense networks there is no common master node for monitoring the node to 
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node communication between network nodes [8]. The analysis of peer to peer network shows that these 
networks logical functionality or the virtual network over already existing networks, i.e., networks all the 
networks built on the top of other networks like the Internet. The network node addresses are based on the 
logical ID for structuring and forming the networks [15]. There are a lot of advanced concepts are 
implemented in the WSN like radio technologies like IEEE 802.11,IEEE 802.15  and some of new concepts of 
networking has emerged also it is called as ad-hoc networking. In this scenario the potential of the mobile 
users entered within the range of the node sensing area the radio link and it participate in setting up the 
network topology for communication. So all the nodes within the radio range and network area, the nodes 
communicate with each other and make direct link or through the multi-hop based routing [16]. 
In Wireless Sensor Networks the nodes are not in a fixed infrastructure, whether single-hop, multi-hop 
communication, base station, gateways and access points [8] [9]. Basically wireless sensor networks are 
infrastructure less or non-infrastructure networks, the term ad-hoc implies that it can be established for a 
special purpose and special applications such as environmental monitoring, battlefield surveillance, and 
homeland security domains. Since the application of WSN is military, secure monitoring there is no restriction 
on the infrastructure as well as in the intermediate hop nodes [17]. 
 

2. RELATED WORKS 
  Sybil attack is a critical concern in network security, which forges a number of fake identities to 
disrupt the network [10].Mostly Sybil attack is occurred during broadcasting only and it engages without 
individual verification and identity comparison of each communication entity [4].  The attacker node can 
acquire more identities by simply disturbing the other nodes by keep on sending messages using different 
identities. That entity in the system can endeavor to influence if some set of entities are distinct by testing 
their resource limits, but this is tough because each entity is only aware of others through messages over a 
communication channel [10][15].  In WSN to enhance security in sensor node a fully organized no central 
authority, nodes establish security, nodes establish security associations purely by mutual agreement. The 
author attempts to solve of impersonation and Sybil attacks by binding a user’s face and identity us ing these 
SSCs. But SSCs are based on the assumption that nodes are connected through wired or infrared connections 
[18].  Nodes are keep track of identities which are often see together as opposed to the honest  distinct nodes 
that move freely in the different directions. But these scheme will produce high false positive where node 
density is high, such as a conference hall or nodes moves in the same direction, such as a group of soldier 
moving toward a target [19]. 

 2.1 Security attacks on WSN 
 Fundamentally in the physical, data link, network and application layers, the malicious and attack 
nodes are made-up [11].  In the present scenario the architecture of the attacks are completely given in detail 
in Figure-2.  
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(a) Active attacks: 

By inserting illegal information into the network, the complete operation of the network or by some nodes 
may be harmed. The main aims of these attack nodes are damaging the other nodes operations. The active 
attack is simply disturbing the network and it particularly considered as malicious node. 

(b) Passive attacks: 

Selfish nodes sometimes reduce the network performance and leads to splitting the network eventually. The 
main purpose of this attack spoils the energy levels of the energy saving nodes. 

2.2 Sybil Attack 

A node or a device which takes unlawfully takes more identities.  It don’t impersonate of one node it assume 
the identity of other several nodes and making redundancy of the routing protocol [web-2].  Sybil attack 
always degrades the data integrity, security and resource utilization [12]. It can also perform for storage, 
routing mechanism, air resource allocation and misbehavior detection.  The multiple id carrying of Sybil node 
is given in detail in Figure-3. 

 

 

 

 

 

 

     

 

 

 

 

 

Figure-3. SYBIL ATTACK 

In sensor network hundreds of sensor nodes form the communication network. The wireless communication 
between these sensor nodes passes through a central station and these nodes communicate with fixed number 
of nodes [5]. There are many encryption techniques available to prevent external attack of the nodes but nodes 
inside the communication network can also mount an attack. One of these insider attacks is called Sybil attack 
can be detected in the route and it is also a kind of spoofing concluded by the ID of the nodes in the network, 
and spoils the geographical routing protocol and the topology maintenance, fault tolerance in the distributed 
storage[13][14]. Sybil attack is explained with the help of figure1.In Sybil attack the node that spoofs the 
other node is called Sybil node S and the other one is normal node N. In proper communication only N nodes 
should communicate to each other. But here S node disguise itself as an internal known node and launches 
attack on the network. Sybil node tries to communicate with their neighboring node by using the identity of 
the normal node so a single node illegally presents multiple identities to other node in the network. Sybil node 
can be formed as a new identity or stealing legal identity So Sybil node is a misbehaving node’s additional 
entity. This confuses the network and the network collapses.  Sybil attacks are classified into three forms on 
the basis of how the network is attacked. They are   

(a) Direct attack and Indirect attack: In direct attack, the original nodes communicate directly with Sybil 
nodes whereas in indirect attack the communication is done through malicious node.  

(b) Fabricated attack and stolen identity attack: Legal identities of nodes are used to create new illegal 
node. i.e., if a sensor node has an ID of 16 bit integer then it creates the same ID of 16 bit, they are called 
fabricated nodes.  The id which stolen by the Sybil node is destroyed by checking the identity replication. In 
stolen identities attacker finds legal nodes and then uses it for hazardous or malicious attack. The attack will 
become unidentified if the node whose identity has been stolen is destroyed.  
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Figure-3. System Model of SYBIL 

(c) Simultaneous and non-simultaneous attack  

  When a network starts functioning the normal nodes as well as the Sybil node participate at the same 
time. The numbers of identities are checked in cyclic manner and it should be equal to the number of devices 
in the physical medium. There is no way of different devices with different identities in different time in the 
network. It is not simultaneous. In Sybil attack, a malicious node can generate, maintain and control a large 
number of identities on a single physical device. This gives virtual illusion to the network. 

 

3. PROPOSED APPROACH  

 A WSN consists of N nodes, considered as a set G= {no, n1, n2 …ni} where ni are individual sensor 
nodes in the network G. Every node has a sensing Region R, can sense the data within the region in the 
network. The system model has 4 levels, where the first level is the initialization phase where every node 
should register to the base station with their ID and location, and it is record in an rtable in the BS by sending 
a Hello packet to BS. The second level is , the nodes are classified and placed in different sub-regions in the 
network, it is necessary due to the network size is getting increased. The nodes can communicate to any other 
nodes in the inter-region as well as in intra-region [12]. The third level is when a node from one region can 
request data to another node in other region. While request happens, the Sybil node which senses the 
communication and it is placed very close to the node which requests. Now the closest node will use the 
request node information’s like node-ID, location, and try to gather information, data from other nodes, and 
started acts as SYBIL node and it is so called Sybil attack. It can be detected by applying the CAM method in 
the network. To avoid this Sybil attack in a WSN, in this paper we proposed a remedy. The pseudo code for 
CAM is given below. 

(a) Compare and Matching (CAM): 

1. Create a group of n nodes.  

2. These n nodes should be connected by a link and each node is movable.  

3. One of the nodes is taken as the head node.  

4. K ={k1,k2,k3,……,ki,kj,…,kn}  // assigned by Head node in the regions 

5. While [Ki communicates with Kj] 

6. If [key (node i)   == key (node j)] 

7. Data (node i) → node j 

8. Pi ← source nodes position Є X, Y  

9. Pj ← destination nodes position Є X,Y  

10. If ((vi (xi, yi) == Pi) and (vj (xj, yj) == Pj)) then  
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11. Vi sends data to vj  

12. Else   display (“Sybil node”) 

13. End if  

14. End procedure  

(b) RSS Table Check 

If: RSS-TIMEOUT 

THEN: RSS_TABLE_CHECK() 

RSS_TABLE_CHECK() 

BEGIN SUB: 

FOR: For each address in the Table 

DO: 

Pop_Element() 

IF: (Current_Time_getTime())->Time_Threshold 

Time_Threshold 

Then: 

IF:getRSS()->UB_Threshold 

THEN: Add_to_Malicious List 

Else 

Pring”Normal out of Range” 

End FOR: 

End SUB: 

 

 The CAM approach will be called during the data traffic in the network, where the every node’s  key 
information is checked from the BS key info table. After verifying the node key information it collects the 
current location information about the nodes and compare it with original location where they registered while 
creation. When an attacker node tries to change its identity node, its previous identity check stored in RSS 
table. Nodes may join and leave the network at any point time. Hence nodes that exit from the network, 
eventually leaves a record of the RSS histories. To control the size, a global timer, named RSS_TIMEOUT is 
plot in algorithm and it deletes unwanted records. When this timer expires, the RSS_TABLE _CHECK 
function gets called, which returns checks the time of last received RSS against the TIME_THRESHOLD for 
each and every address of the RSS table. If the time obtained is too much than threshold, indicates that more 
time has elapsed since last node heard, Now checking is performed to find the reason of the RSS obtained is 
checked against the UB_THRESHOLD, if it is large, it indicates that it is the previous identity of a attacker, 
otherwise it is stated as a out of range scenario. 

 

4. PERFORMANCE EVALAUTION 

 The complete system model is simulated using NS2 software with 25 nodes and the network size is 
1200 x 1200. Each sensor nodes are behaving under AODV – [Adhoc on Demand Vector] protocol and all 
nodes are constructed under one BS. In this network model the node 17 is about to receive the data from the 
node 0. When the node 0 is sending REQ message to node 17, node 17 is sending a RES message to node 0 
back. This can be sensed by the node 11 and node 11 is sending RES message with the label of node 17. This 
can be traced while node 11 can’t submit its authenticated key value belongs to node 17. So it is detected as 
Sybil node and rejecting the node 11 from the network. In this paper it is calculated the efficiency of the 
network by comparing the throughput before and after CAM algorithm included in the network functionality 
is described in detail in Figure-4.  
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Figure-4. Sybil Node  

The Packet delivery ratio comparison before and after CAM algorithm is given in Graph-1 and Graph 2.  

 
Graph-1. Packet Delivery Ratio before CAM 

The Graph-1 shows that the data packet is transmitted within the time interval to the target node. If the Sybil 
node received the data packet by changing its ID, and this same data packet is transmitted by the Sybil node 
with the same distance same data repeatedly. The Graph-2 shows that the CAM is more efficient data 
transmission is happen for different nodes in different time interval.  

 

Graph-2. Packet Delivery Ratio after CAM 
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Also the same simulation is repeated for n number of nodes with n number of time in network simulation 
software. The optimized and compared output of the CAM algorithm is given in the graphical representation 
as shown in graph-3. 

Method Round1 Round 2 Round 3 Round 4 Round 5 

 Normal 
Node 

Sybil 
Node 

Normal 
Node 

Sybil 
Node 

Normal 
Node 

Sybil 
Node 

Normal 
Node 

Sybil 
Node 

Normal 
Node 

Sybil 
Node 

Existing 
System 

20 3 40 4 60 7 80 11 100 13 

CAM 20 1 40 3 60 3 80 4 100 4 

  Table-1: Comparison of CAM-PVM with MAP in Multiple Rounds 

 

The above table-1 shows that the highest Sybil nodes among 100 nodes are only 4 in CAM, where 13 in 
Existing System. 

 
Figure-7. Number of Sybil node detection before and After CAM 

The simulation also carried out in multiple rounds where in each round the numbers of nodes deployed are 
different and the number Sybil nodes according to the normal nodes also differ. In the first round the numbers 
of deployed nodes are 20 and the second round 40 vise-versa. There are five rounds made and concluded that 
the CAM algorithm prevents the number of Sybil node in each round than the Existing System. Also the 
number of Sybil node is constant after some round in CAM and comparatively the performance is good. In 
round 1 out of 20 normal nodes before using CAM 3 Sybil nodes are there but after using CAM only 1 Sybil 
node and the  round 2 out of 40 normal nodes before using CAM 4 Sybil nodes and after using CAM 3 Sybil 
nodes are there and round 3 out of 60 nodes before using CAM 7 Sybil nodes are there and after using CAM 
only 3 Sybil nodes are there and round 4 out of 80 nodes before using CAM 11 Sybil nodes are there and after 
using CAM 4 Sybil nodes are there and finally out of 100 nodes before using CAM 13 Sybil nodes  are there  
and after using MAP  only 4 Sybil nodes are there it shows the efficiency of an algorithm.  

 

Rounds R1 R2 R3 R4 R5 

Detection 

Time 1 2.5 3 3.5 4 

 

Table-2. The Sybil Node Detection time in each round 
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Figure-8. The Sybil Node Detection time in each round 

The Figure-8 depicts that, the Sybil nodes are detected in each round with particular time. The SYBIL NODE 
are the node which acts like another node, also it loses more energy than other node due to making more 
communication with the source node to inform its duplicate id. The SYBIL NODES are detected by the node 
location, node id, and response time. In round 1 Sybil node is detected between the time period of 0 to 1 sec. 
whereas the Sybil node in round 2 is detected at the period of 1.5 to 2.5 sec. in round 3 the node is detected at 
the time period of 2.5 to 3 sec. likewise at round 5 the Sybil node is detected at the time period of 4 sec. And 
further the time period is getting increased, means it is controlling the Sybil act in the network.  

 

5. CONCLUSION 

 In this paper we outlined CAM algorithm for Sybil attack preventing in wireless sensor network.. If 
and only if a node knows the complete information about the other node only it can act as a Sybil node with 
duplicate ID and duplicate information, by applying CAM for verifying the node. If a node doesn’t have any 
authorization by the network or by the BS, it can’t communicate to any other node in the network. The CAM 
is so effective and time consuming than the other method.  

5.1 Future Scope 

 In future the CAM should modified and reduce more time and it should be cost effective and the size 
of the network is not a constraint.  The throughput of the network should be higher than the other security 
algorithm which is applied earlier in the Network Security. 
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