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Abstract— Unlike the traditional networked data 

storage which stores data in dedicated server, in cloud 

storage data is stored on multiple third party server. The 

data on cloud storage is not cared by the user as well as 

no one knows where exactly data saved. The cloud 

storage provider claims that they protect the data but no 

one believes them. Data stored over cloud and flow 

through network in the plain text format is security threat. 

Cloud computing is a distributed computing which allows 

the users to access, store and shared resources hosted by 

the service providers. It is very important technology for 

mobile as well as a steady computing environment. Thus 

lots of complex data will be warehoused into the cloud. 

User always has concern about the security of their data 

which are publicly shared on cloud. There are many 

schemes and techniques are available to secure the access 

and storage of user data. The proposed work analyzes 

different methods which are used to protect the access of 

data from cloud as well as storage of the data. This paper 

introduced the encryption methods and different models 

for security. Available literatures have been reviewed 

thoroughly including strengths and limitations of 

presented methodology. 

Keywords—Cloud Computing , Cloud Security, Security, 

Security Techniques. 

 

I.  INTRODUCTION 

      Cloud computing  is a technology for massive 
storage and a technique to access data without 
having high end devices. To perform all the required 
computation in cloud computing ,the data should be 
searched efficiently, so it will utilize computing 
services more effectively. The services will also use 
for file or resources sharing between group of users. 

      Today’s life cloud computing becomes an 
important part. Many important information are 
stored into cloud storage as a centralized database 
such as e-mails, personal files etc The company data 
is always shred among the selected company 
employees and it is stored on cloud server which 
makes  to feel insecure because anyone may hack 
data and it is dangerous for that company[1], 
[2].Cloud server and the owner of data may not to be 

in the same domain, so the data at risk as it will be 
outsourced without encrypted. Thus the possibility 
of  leaked data information or even be hacked is 
increased. To overcome this issue before sending the 
data to cloud storage, it needs to be encrypted. But 
we have to search data in encrypted form due to 
database on cloud is in encrypted form.  

      There is bulk of files stored into cloud database 
because the world is focusing towards cloud as 
effective storage and computational model thus the 
numbers of users using cloud services are increasing 
day by day. In such environment searching the 
required file is like to find the needle in send.  This 
makes the task difficult to meet acceptable system 
usability and the requirements of practical 
performance. Also search and access files without 
any relevant information makes wastage of 
computational cost and unreliable way to access 
files. Thus the search techniques for cloud 
computing has a very high importance nowadays. 
Thus very outsourcing techniques have been 
proposed for effective data utilization and which are 
used to maintain data privacy and effective search of 
the data in cloud storage. 

      However cloud provides various techniques and 
facilities to access and store the data in cloud storage 
data base. Several issues are there related to cloud 
security as: vendor lock-in, multi-tenancy loss of 
control, service disruption, data loss etc.  

are some of the research problems in cloud 
computing [3]. The main goal of this paper  is to 
study the different types of techniques to secure the 
storage of data in cloud database as well as to secure 
the access of data from the cloud database. 

 

II. BACKGROUND 

      To study the cloud computing it is very 
important to understand  cloud models to get basic 
idea about service providers in cloud computing. As 
shown in fig.1 the cloud computing is divide into 
three main subtypes[4]: 
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Cloud Software as a Service (SaaS):  Software as 
service is a model, where the service provider hosts 
software applications and available to users on 
request, over the internet. It will focus on end user 
requirements. It is used to solve specific business 
needs. 

Cloud Platform as a Service (PaaS): PaaS is the layer 
above the IaaS. It deals with middleware, operating 
system, etc. A developer can complete a 
development process from testing to maintenance 
through set of service which provides by PaaS. It is 
complete platform where user can complete 
development task without any hesitation.  

Cloud Infrastructure as a Service (IaaS): IaaS 
provides the traditional concept of development, 
spending a huge amount on data centers or managing 
hosting forum and hiring a staff for operation. Now 
the IaaS gives a platform to use the infrastructure of 
any one provider, get services and pay only for 
resources they use. 
 
 
 
 
 
 
 
                                                                                                             

                                                                                                

 

                              Fig.1 Cloud Models 

      Cloud gives a new platform which is mostly used 
for massive data storage and gives the high 
throughput computation when required. It helps to 
use remote location resources to run various 
software and to carry computations rather than of 
user own hardware and software configuration. It 
also creates a data center which is help to provide 
quick backup of data, synchronizing files and 
sharing of resources, which can be accessed by 
various users. User has to think about security and 
confidentiality of their data because it is stored on 
the third party’s cloud database storage[5]. The 
security of data plays an important role as a storage 
model can be accessed over intranet or internet 
services. To secure the data access and storage on 
cloud database the encryption algorithms are 
applied.  

      As in any data storage system the efficient 
retrieval of file within the specific time also plays an 

important role in efficient working of any file system 
while considering the huge number of files stored on 
cloud database which should be done without any 
leakage of information [6]. To get better search 
results the key part of security is known as indexing. 
The efficient and secured retrieval of files becomes 
an challenging task as there is large number of cloud 
users which resulting into increasing number of 
storage and retrieval of data files in cloud database. 
To solve this problem it requires to maintain 
practical implementation criteria to improve the 
performance. It can also support for retrieve some 
files which may help user to find same or exact one. 
The system usability is highly important because lots 
of company data and their work is stored on cloud 
storage database and it provides central database to 
improve efficiency. 

 

III. RECENT RESEARCH TRENDS 

Cloud computing has an important role in 
everybody’s and mainly in every organization day to 
day work. Thus lot of techniques have carried out. 
Nowadays researchers mainly focused on efficiency 
of storing and retrieval of data. Some of existing 
techniques are going to be reviewed here as follows.  

A. Secure storage and access based on ECC 
encryption[7] 

To protect data files in order to achieve secure 
storage and access on outsource data in the cloud the 
technique of elliptic curve cryptography encryption 
is used. The model divided in two parts in the cloud 
storage server, Private data section and Shared data 
section. There two parts provide easy data access 
and storage. User use the private data section to store 
his private data that is accessible to particular user 
only, whereas shared data section is used to store the 
data that needs to be shared among trusted users[9]. 
Elliptic curve cryptography approach is used to 
encrypt the data stored in both section (Private data 
section, Shared data section). The data stored on the 
private data section is encrypted by ECC private key 
and the data stored on the shared data section is 
encrypted by ECC public key[9]. shared data section 
is used to store the data that needs to be shared 
among trusted users  

B. A Semantic Based Access Control[8] 

A Semantic Based Access Control Model enables 
cloud service providers to provide access control to 
the data and this model gives clear relationship 
between subject, object and action entities. The 
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SBAC model is independent of the Cloud systems 
and able to process any kind of access request since 
it draws the semantic relationships among the 
entities in all domains of access control.  

C. Location Based Encryption[9] 

The given method uses location based encryption, so 
new security level is added to existing security there 
for  particular geographical regions are approved. 
We can limit the data access to the room located on a 
particular floor of a building and specified time 
frame through this method.  

D. Secure Data Storage and Retrieval Using 
HADOOP, HIVE, XACML and ZQL[10] 

Proposed work ensured that organization has a large 
common storage area by using Hadoop which is 
combine to Hive. XACML policy-based security 
mechanism is used to secure shared data. ZQL parser 
used to parse SQL query that is input by user. Given 
techniques are combine and gives batter security for 
storage and access of data. 

E. Cloud Computing Model based on Data 
Classification[11] 

The author presents a frame work which allows users 
to encrypt their own data using a key which is not 
available for the provider. Based on the degree of 
confidentiality the databases are encrypted. The 
propose secure cloud storage model encrypts data 
based on its confidentiality degree through three 
levels : basic, confidential and highly confidential.  
The solution is based on manual classification and 
user has to specify the confidentiality level of data. 
Data with high confidentiality will be stored on 
faster media whereas data with low confidentiality 
are stored on slower media. Different techniques of 
encryption are used such as Secure Hashing 
Algorithm (SHA), Advanced Encryption Standard 
(AES) and Transport Layer Security (TLS) are used 
based on the security level of the data. 

F. Secure and Search data using Ranked 
Manner[12] 

Author suggest a technique where the trust from 
service provider is not required but security of data 
will be control by data owner. It contains a tool that 
allows the owner of the data to decide about the 
access rights of his/her data, notification if any, and 
revocation if any security breaches are in place. A 
conventional searching techniques will improve by 
allowing user to search their files in an encrypted 
database with the help of ranked keyword search. 

G. Scalable User Authentication Scheme for Secure 
Accessing[13] 

In  proposed method three concepts are considered : 
cryptography, key exchanging, and agent. In fact, the 
suggested model uses different stand-alone agents 
[18] according to various tools and  techniques such 
cryptography and key exchanging techniques 
responsibilities to manage user authentication 
process is defined.The given model uses three agents 
: first user authentication agent (UAA1), second user 
authentication agent (UAA2), and key manager 
agent (KMA). These agents have divided the process 
of user authentication and managing keys to improve 
the rate of efficiency.  

H. Geo Detection and Digital Signature 
Authorization for Secure Accessing[14] 

The proposed model Geo Detection and Digital 
Signature Authorization (GD2SA) is a tool for user 
authentication for access permission in cloud 
computing environment. This tool works on location 
of user and his digital signature to identify the user 
identity after using first password. GD2SA compares 
the location of an un-registered device with the 
location of the user by devices to which he belongs. 
To verify the identity of applicant the algorithm uses 
digital signature of account owner. In proposed 
process the location of the applicant is encrypted 
through the private key of owner of account and sent 
to his registered belonging device. The account 
owner decrypt the request by public key and will 
compared with location of his belonging device. The 
output of this comparison will confirm or reject the 
identity of applicant.   

I. Trust Management Approach for Secure and 
Privacy Data Access[15] 

Given method uses BASE64 algorithm which 
encode the JAR file in order to secure data from 
attackers. The proposed work gives benefits of log 
files and these log files send to data owner 
periodically, so he can invalidate the user and block 
them for further access to data. The CIA framework 
approach provides accountability in a highly 
distributed fashion, usage monitoring and va lidation, 
combines aspects of entry restriction for users.  

J. A Multi-Token Authorization Strategy for Secure 
Mobile Cloud Computing[16] 

A given method creates a distributed authorization 
token composed of two parts for a single resource 
access First IdM generates token—upon producing 
credentials by the user—sent to the user and the 
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cloud, as currently in practice and  the second token 
is generated by the cloud—upon producing 
credentials by the user—and sent to the user. This 
token is saved by cloud for future use.  

K. Hidden Policy Attribute based Access 
Control[17] 

Given paper proposed the multiple KDD structure 
for key distribution management. There are some 
hidden techniques for security like digital signature 
algorithm to hidden the attribute of user from cloud 
and Query based approach to hidden the access 
policies associated with individual files from other 
users. For encrypting the outsourced data, 
Homomorphic encryption technique is used. 

 

IV. CONCLUSION 

Security of data is major component in cloud 
computing. This paper presents the survey of various 
existing security measures in cloud computing and 
compare various parameters of  security. One of the 
major issue in cloud is to provide security of data, 
which hold back the clients to store their data in 

cloud environment. In cloud computing there are 
various security challenges but in present paper, we 
have discussed some of them and the techniques to 
prevent them which can be used to maintain the 
secure communication and remove the security 
problems. This survey is basically done to study all 
the problems like attacks, data loss and 
unauthenticated access to data and also the methods 
to remove those problems. Furthermore, there are 
many techniques and mechanisms are applied to 
secure the critical information from unauthorized 
parties. We survey several existing techniques and 
classify them based on three categories : encryption 
and key management approaches, searching over 
encrypted data and access control schemes. We give 
conclusion that to provide the security, and enjoy the 
benefit of cloud, there is a need to provide as-strong-
as-possible mechanisms, without heavy computation 
overhead on the data owner. Finally, we presented in 
this survey the limitations and challenges that 
requiring future researches to handle them. 

   

TABLE I:RECENT RESEARCH TRENDS OF DATA ACCESS AND STORAGE SECUIRITY IN 

           CLOUD COMPUTING 

  

Title Publication/
Year 

Strengths Limitations 

Secure Storage and 

Access of Data in Cloud 
Computing[7] 

IEEE 2012 + Proposed method secure both access and storage of 

data so more security is provided. 

 

+Since all data is encrypted the user’s data will 
continue to be secure. 

 

+ More efficient than the RSA based schemes 
because ECC requires maller key sizes for equivalent 
security.  

 

- Cannot do one to many, many to many 

communication. 

A Semantic-Based 
Access Control for 
Ensuring Data Security 
in Cloud Computing[8] 

IEEE 2012 + Proposed model reduces the complexity of access 
control. 

- Requires separate semantic based access 
control model so every time needs to check 
the operations for user request. 

Using Location Based 

Encryption to Improve 
the Security of Data 
Access in Cloud 
Computing[9] 

IEEE 2013 + Given method gives desired performance and used 

in several places like institutions, companies, banks 
etc. 

- The proposed method only gives access to 

particular region, so it  will give limited 
access to user.  

Secure Data Storage and 

Retrieval in the 
Cloud[10] 

IEEE 2010 + Presented system allows to securely share large 

amount of data. 

- Current system is implemented in a 

private cloud, so does not work in public 
cloud. 

A Secure Cloud 
Computing Model based 
on Data 

Classification[11] 

ELSEVIER 
2015 

+  Reduces processing time and assures 
confidentiality and integrity. 

- Proposed method does not provide 
automatic data classification. 

 

A Secure and 
Searchable Data Storage 

IEEE 2012 + Given paper uses ranked manner for search, so it 
will be done in a secure and confidential manner. 

- Introduces many processes to increase the 
security but these processes increases the 
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in Cloud Computing[12] processing overhead.  

SUAS: Scalable User 

Authentication Scheme 
for Secure Accessing to 
Cloud-Based 
Environments[13] 

IEEE 2014 + SUAS model gives the scalability. 

 

+ Increase the reliability and  efficiency in cloud 
computing environments. 

 

+ During the process of user authentication the use of 
separate agents have decreased the dependency on the 
performance of main cloud server.  

 

+ Cloud based agent also improved the performance 
of the user authentication. 

- Requires keys from key manager agent 

and if server will fail then keys are not 
available for authentication.  

GD2SA: Geo Detection 
and Digital Signature 
Authorization for 

Secure Accessing to 
Cloud Computing 
Environments[14] 

IEEE 2014 + Given authentication algorithm increases the rate of 
efficiency and reliability. 

- The compatibility of GEO Detection via 
old belonging devices are not supported 
which will be decreases the rate of 

efficiency and needs second verification 
process for old devices. 

Trust Management 
Approach for Secure 
and Privacy Data 

Access in Cloud 
Computing[15] 

IEEE 2013 

 

+ The data are saved in JAR file which is protected 
through given algorithm, so more security is 
provided. 

-  The log information is replicated and 
copy of data is taken, so processing 
overhead is increasing. 

 

A Multi-Token 
Authorization Strategy 
for Secure Mobile 

Cloud Computing[16] 

IEEE 2014 + Drops the possibility of hacking a token And as 
result it  increases the security for the protected 
resources over the cloud. 

- Communication link l1 carries complete 
distributed token which will be hacked and 
hacker is able to acquire the protected 

resources.  

Secure Cloud Storage 
Model with Hidden 
Policy Attribute based 
Access Control[17] 

IEEE 2014 + Automatic retrieval mechanism is used which 
decrease the possibility of loss or damages of data.  

- The existing system uploads file size up to 
100MB at a time. 
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