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ABSTRACT 

Technology is boosting with a growing ideology of 

digital world and making planet Eco-friendly. The 

following content makes this ideology a stronger aspect 

towards digitization. S.M.A.R.T Card is device that is 

embedded with integrated circuit with internal memory 

or memory chip alone. As there are many kinds of 

identity cards or documents, it becomes difficult to 

carry as well as protect them. So in this paper propose 

an S.M.A.R.T Card that will eventually replace all other 

identity cards and documents. This S.M.A.R.T Card is 

useful for storing user documents using secure 

authentication. Security for the data is provided using 

encryption techniques like AES and ECC. To store this 

encrypted data we will use an amazon’s EC2 cloud. The 

main aim is to develop S.M.A.R.T Card as a 

replacement for other identity cards and design an 

optimized encryption system for the application. 

Keywords 

Keywords: S.M.A.R.T Card, AES, ECC, Encryption, 

Decryption, EC2. 

 

PROBLEM STATEMENT 

 User has to always carry many number of 

documents for various purposes at different places 

for different reasons, user also has to carry 

multiple identity proofs.  

 S.M.A.R.T CARD will replace multiple 

cards or documents and act as universal resource. 

When user has to carry multiple cards, or 

documents, it arises portability and security issue. 

Carrying cards also deals with having secure 

transaction so S.M.A.R.T CARD will be provided 

by security using various encryption and 

decryption techniques. To overcome all various 

issues in carrying multiple cards as identity proof 

and for various other transactions, it becomes a 

necessity to replace it with a new ideology. 

S.M.A.R.T CARD is card having features that will 

support the new ideology of not having to carry 

multiple cards and also providing security for a 

safe transaction with them. 

 

1. INTRODUCTION 

S.M.A.R.T Card , chip card or integrated card is 

any pocket sized card with embedded integrated 

circuits .These cards can be either contact or 

contactless cards .It can provide personal 

identification , authentication , data storage and 

application processing .Smart Cards do not contain 

components like display area or power resource 

[2]. As there are many kinds of cards, losing any 

one of them means losing important personal 

information [3]. Another limitation of a Smart card 

is limited storage area .Transferring of data should 

take minimum time and it should be faster, 

therefore having an efficient encryption system is 

important [4] [5].Combination of multiple 

documents and identification proofs is S.M.A.R.T 

Card.  

 Components of S.M.A.R.T Card are:  

1.1S.M.A.R.T Card: Contact S.M.A.R.T cards 

have a contact area, comprising several contact 

pads. These pads provide electrical connectivity 

when inserted into a reader, which is used as a 

communications medium between the S.M.A.R.T 

card and a host (e.g. a computer, a point of sale 

terminal) or a mobile telephone. Cards do not 

contain batteries; power is supplied by the card 

reader. 

1.2 Card Reader: Card reader is an electronic 

device that is responsible for retrieval of data from 

the S.M.A.R.T card using electrical connectivity. 

Card reader consists of 4 pin contacts that are read 

data, write data, ground and power supply. These 
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pins interact with S.M.A.R.T card to establish 

connection for card data access. In this project 

card reader will interact with S.M.A.R.T card and 

display information on the system. 

1.3 Server System: This is the main system 

responsible to display the data that is stored on 

S.M.A.R.T card.–It also deals with the interface of 

the S.M.A.R.T card information with the authentic 

person who is responsible to add user documents 

to the S.M.A.R.T card by verification of the 

documents. 

 So in this paper, First Section is 

Introduction that is general explanation of Smart 

Cards. 

Second Section is brief overview of existing Smart 

card systems. Third Section will describe some of 

the Encryption and Decryption algorithms required 

for securing data. Fourth Section will describe 

about the proposed S.M.A.R.T Card System with 

its architecture and encryption systems. Last 

Section concludes the idea of this paper and 

highlights the future work. 

 

2. LITERATURE SURVEY 

Multipurpose Smart card is the card that is used 

for accessing multiple applications. The related 

work for such Smart cards is briefed as follows: 

SMART card is also called a cheap card or 

integrated circuit card. SMART cards are used for 

data storage, transaction and processing with 

strong security authentication. SMART cards do 

not have component such as power resource, 

display area or keyboard. The algorithm used in 

SMART cards is block-oriented which means 

cipher text and plaintext can only be processed in 

packets with fixed lengths (such as 8 bytes with 

DES) In a real transaction between a SMART card 

and terminal, since in the terminals there is not any 

security module so it is impossible to use 

symmetric cryptographic algorithms because key 

cannot keep secret without security modules. 

Using security modules in terminals have some 

disadvantages like: Using Security modules in the 

terminals increase the cost of terminals so it is not 

cost effective to use them in the terminals. 

Also, in international transaction it will be very 

complicated and expensive to manage the key 

when it operates offline [2]. SMART cards are 

very useful these days, but there are problems with 

them. Since, there are many kinds of SMART 

cards, it is difficult to carry many cards and protect 

them. You may lose, leave or forget one of them 

and it means that you lose important personal 

information. Decided to design a cryptosystem for 

multipurpose SMART cards. Multipurpose 

SMART card is a SMART card with many 

different applications in one SMART card [3]. 

Problem with SMART cards is limitation of 

storage in SMART cards. SMART cards need to 

transfer data in a short time and encrypt them very 

fast. So, having an efficient encryption system is 

very important [4]. Used EPC RFID Tags method 

to solve this problem and in a few systems TDES 

is used to solve this problem. Advanced 

Encryption Standard (AES) is used to prevent 

attack in transaction between card reader and 

server also Chip Authentication and Terminal 

Authentication are implemented to avoid threats 

between reader and e-passport. There is no 

encryption algorithm between passport card and 

card reader [6]. Some security aspect is considered 

to storage and processing capability in smart card. 

Generally, smart card has supported hardware 

security mechanism like tamper resistant [10]. 

Some smart card architecture use public key 

algorithm such as RSA, ECC, DSA and implement 

Public Key Infrastructure [12]. 

 

3. PROPOSED SYSTEM 

 In the earlier papers[1] the idea of Smart 

card is used for different purposes but this paper 

serves it for only identification purpose. It is not 

related to any transactional purposes and shall be 

only used for user's identification only. 

 This Section explains the overall context 

of the paper and all the concept of this idea. The 

detail explanation is dictated as follows: 

  The main idea is to achieve single user 

identity consisting of all the user documents. The 

user can store its scanned documents and other 

user information on the card using an authenticate 

person verification. 

 The process of this S.M.A.R.T card starts 

from the point where user has to store the 
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necessary data on its S.M.A.R.T card and has to 

approach an authenticate person e.g.: Regional 

Officer, who is responsible to verify user 

documents and store the information on the 

S.M.A.R.T card of the user. The S.M.A.R.T card 

is read via a card reader that makes it accessible to 

the authenticate person via a system interface. 

Once the user data is feed into the S.M.A.R.T card 

it can be accessed from other systems where it is 

synced with the host server. User also can add 

more data to it using authentication only. The user 

will also have a user identity with a system 

generate pin in order to keep the S.M.A.R.T card 

from illegal authorizations.  

Data storage capacity is flexible on the S.M.A.R.T 

Card .Storage of data of servers will be done on 

Cloud to make it easier to access, with necessary 

restrictions to keep it safe. The system also deals 

in protecting data using various algorithms that are 

proven to be robust. 

 This overall system is cost efficient as a 

card will be globally recognized. It can be used for 

various user identity processes .This system is also 

cost efficient as the card reader will cost approx. 

60/-RS and a S.M.A.R.T card cost will actually 

vary with its capacity of memory storage with 

minimum costing of 100-200/-RS.  

 Security is achieved as adding documents 

is only possible by an authenticate person using its 

only provided identity verification .Security 

algorithms are utilized to keep the user data totally 

protected. 

Algorithms used in Proposed System:Two level 

security is provided using AES and ECC 

algorithms. 

AES Algorithm:In first phase, the plaintext or 

image is encrypted using AES algorithm. AES is 

based on a design principle known as a 

Substitution permutation network. It is fast in both 

software and hardware. Unlike its predecessor 

DES, AES does not use a Feistel network [13]. 

The key size used for an AES cipher specifies the 

number of repetitions of transformation rounds 

that convert the input plain text into the final 

output, called the cipher text. The number of 

cycles of repetition are as follows: 10 cycles of 

repetition for 128-bit keys, 12 cycles of repetition 

for 192-bit keys, 14 cycles of repetition for 256-bit 

keys [14]. 

 

Fig 1: Encryption technique using AES 

algorithm. 

 

 

Fig 2: Decryption technique using AES 

algorithm. 

 

ECC Algorithm:In second phase, the encrypted 

data will be again encrypted using ECC 

algorithm.Elliptic curve cryptography (ECC) is an 

approach to public-key cryptography based on the 

algebraic structure of elliptic curves over finite 

fields 

ECC is based on the formula for ellipse 

y
2
=x

3
+ax+b. 

 

Fig 3: Elliptic curve 

Source: https://goo.gl/OFxWWn 

The decryption process will be applied in reverse. 

We are making use of two algorithms for making 

data more secured. 
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 The main objective will be achieved that is 

portability of user documents and accessing user 

documents on the go.   The overall system will 

prove efficient for users who have to always carry 

bulky loads of documents as their identity proof. 

Also it is a smart way to make use of growing 

technologies. 

 

Fig 4: Encryption technique using hybrid 

algorithm. 

 

Fig 5: Throughput of encryption & decryption. 

Source:http://goo.gl/dLqZlc 

 

 

Fig 6: Decryption technique using hybrid 

algorithm. 

 

4. EXPECTED RESULT &CONCLUSION 

According to the problem statement defined the 

expected result shall be a system with all the 

features to have globally accepted identification 

for the user as well as there will not be any use of 

multiple documents in their physical perspective 

and digitization shall be achieved. Ideally as per 

the system the outcome shall be only one card 

containing all the user identification data as well as 

other documents such as certifications, resumes 

etc. The system shall be highly secured as well as 

productive. 
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 The main purpose of the system to replace 

the use of all other identification cards and 

documents is achieved. Using single multipurpose 

card is much better than carrying number of other 

cards. The overall system is secure and as well as 

cost efficient. It successfully serves the ideology to 

make user identification available everywhere and 

flexible to update. The overall system is robust in 

means of caring digitized data on the go and only 

accessible by authorized persons. It also stays 

secure at various levels by means of encryption 

and decryption techniques. Combination of AES 

and ECC algorithm is secure enough for 

S.M.A.R.T Card system. Hence the overall system 

is a stable system with all necessity aims being 

fulfilled. 
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