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Abstract- This paper begins by introducing a solution for 

moving data safely outside the company using a novel 

universal serial bus (USB) memory device. Next it 

presents and E-mail filter for preventing the erroneous 

sending of E-mail containing sensitive information, 

printer, copy & write the data on DVD, CD, Pen drive or 

upload on cloud or maybe share on cloud Internet. 

Most Enterprises employ safeguards to control sensitive 

information. Often, however, these controls are 

inconsistent and are managed at different points in the 

enterprise with different levels of diligence and 

effectiveness. The result is that despite their efforts, 

enterprises around the globe leak significant amounts of 

sensitive information. These leaks create significant risk 

to enterprises, their customers and business partners with 

the potential to negatively impact an enterprise’s 

reputation, compliance, competitive advantage, finances, 

customer trust and business partnerships and clients. 

Concerns over this need to better control and protect 

sensitive information I have briefly explain on my paper 

in new set of solutions aimed at increasing an enterprise’s 

ability to protect its information assets. These solutions 

vary in their capabilities and methodologies, but 

collectively they have been placed in a category known as 

data leak prevention (DLP). 

Although data loss has become an important problem that 

needs to be solved in many types of organizations, 

possible route of data loss have become complicated a 

numerous, making countermeasures difficult to develop. 

This paper introduces these new technologies that will 

enable information to be used in an expanded workplace 

with guaranteed safety, without placing a burden on user. 

The expanded workplace will extend beyond the borders 

of a company to include offline work at a customer’s 

office and at other organizations including collaborating 

companies.  

Organizations must control where private information 

spreads, this problem is referred to in the industry as data 

leak prevention. Commercial solutions for DLP are based 

on scanning content, these impose high overhead and are 

easily evaded. Research solutions for this problem, 

information flow control, require rewriting applications 

or running a custom operating system, which makes these 

approaches difficult to deploy. They also typically enforce 

information flow control on a single host, not across a 

network, making it difficult to implement an information 

flow control policy for a network of machines. 

 

I.    INTRODUCTION 

   Organizations must control where private 

information spreads, this problem is referred to in 

the industry as data leak prevention. Commercial 

solutions for DLP are based on scanning content, 

these impose high overhead and are easily evaded. 

Research solutions for this problem, information 

flow control, require rewriting applications or 

running a custom operating system, which makes 

these approaches difficult to deploy. They also 

typically enforce information flow control on a 

single host, not across a network, making it difficult 

to implement an information flow control policy for 

a network of machines.  

This paper provides an overview of DLP and 

explores the why required in Enterprise level in 21th 

century.  Enterprises have become increasingly 

reliant on digital information to meet business 

objectives. On any given business day, significant 

amounts of information fuel business processes that 

involve parties both inside and outside of enterprise 

network boundaries. There are many paths for these 

data to travel and they can travel in many forms e-

mail messages, word processing documents, 

spreadsheets, database flat files and instant 

messaging are a few examples. Much of this 

information is innocuous, but in many cases a 

significant subset is categorized as “sensitive” or 

“proprietary,” indicating that this information needs 

to be protected from unauthorized access or 

exposure. This need can be externally driven by 

privacy and other types of regulation, or internally 

driven by business objectives to protect financial, 

strategic or other types of competitive information. 

Organizations must control where private 

information spreads, this problem is referred to in 

the industry as data leak prevention. Commercial 

solutions for DLP are based on scanning content, 

these impose high overhead and are easily evaded. 

Research solutions for this problem, information 

flow control, require rewriting applications or 

running a custom operating system, which makes 

these approaches difficult to deploy. They also 

typically enforce information flow control on a 
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single host, not across a network, making it difficult 

to implement an information flow control policy for 

a network of machines.  

This paper presents Pedigree, which enforces 

information flow control across a network for legacy 

applications. Pedigree allows enterprise 

administrators and users to associate a label with 

each file and process a small, trusted module on the 

host uses these labels to determine whether two 

processes on the same host can communicate. When 

a process attempts to communicate across the 

network, Pedigree tracks these information flows 

and enforces information flow control either at end-

hosts or at a network switch. Pedigree allows users 

and operators to specify network-wide information 

flow policies rather than having to specify and 

implement policies for each host. Enforcing 

information flow policies in the network allows 

Pedigree to operate in networks with heterogeneous 

devices and operating systems. We present the 

design and implementation of Pedigree, show that it 

can prevent data leaks, and investigate its feasibility 

and usability in common environments. 

 

II. Data Loss Prevention - Historical and Current 

Perspectives:- 

It's come to be one of the terms that we have become 

unusually familiar with. Data loss prevention isn't 

about the outright cessation of the loss of personal 

records, it's about reducing the risk to an acceptable 

level. There isn't a quadrant in health, finance, 

construction or any other sector that doesn't have 

some measure of risk. When the frequency and cost 

of data breaches outweigh other security concerns, it 

is time to reassess the risks. 

DLP it's not specific country, it’s the entire world. If 

we take a look at 2008 we can clearly see that it was 

a year of unprecedented events. From a security 

perspective let's look at data breaches. The amount 

of records containing sensitive personal information 

that were involved in data breaches (in the U.S.) in 

the last three years also falls under the 

"unprecedented" category -- approximately 250 

million records. Last year alone 38 million records 

accounted for part of that number. In 2007 there 

were over 127 million records involved in data 

breaches. 

A point to keep in mind is that the number of records 

involved in data breaches are either under-reported 

or, in some cases, not reported at all. A trend that 

I've seen is that corporations are facing greater 

financial risk from insufficient controls and unclear 

policies. Problems also arise when controls are put in 

place before the policies are written or completed the 

controls are designed to be put in place to enforce 

policies. 

With respect to data loss, increasing penalties as well 

as increased transparency, or at least opaqueness 

(limited transparency), are two paths that have been 

cited time and again in regard to increasing corporate 

responsibility. 

I'd like to take some time to dissect a data breach 

that occurred in 2008 which involved the 

exposure/release of 4.2 million records. As in the 

aviation world, when there is an accident it is 

referred to as a "chain of events" or the "error chain." 

These terms simply mean that multiple factors, 

rather than a single one, lead to an accident. The 

same can be said for security incidents or such as 

data leakage. Take, for instance, the case of the 

Maine-based Hannaford Brothers grocery stores. 

Let's look at this chain of events. 

The supermarket chain reported to Massachusetts 

Regulators that the scope of the malware infections 

appears to be larger than anything that is remotely 

possible. It is Hannaford's belief that a "trusted" 

source had physical access to the servers. 

A trusted source with administrative remote or 

physical access to one or more servers installed 

malicious software (malware) onto those servers. 

The malware intercepts customer card data and 

transmits that data outside of the network to remote 

servers. 

WebSphere MQ, which is a popular network 

messaging carrier for ATM and credit card 

transactions, does not encrypt this data by default. 

Since the traffic is sent in clear text, it is easy to 

"sniff" and capture or transmit this information. 

These are just a few points, but if you add them up 

you will see the chain of events that added up to a 

data breach that revealed up to 4.2 million customer 

records. Keep in mind, that at the time of the breach, 

Hannaford Brothers was, in fact, PCI compliant. 

This reinforces the fact that companies must stay 

vigilant and look for anomalous behavior as well as 

correlate disparate pieces of information to draw 

larger pictures and determine the probability of 

attacks from various vectors. 
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According to the ITRC (Identity Theft Resource 

Center) data loss associated with insider-theft 

doubled from 2007 to 2008. The economic climate, 

and resultant desperation, doesn't help things either 

the latest figures show a 7.2 percent domestic 

unemployment rate in December. According to the 

Bureau of Labor Statistics we haven't seen 

unemployment rates this high since 1993. What's 

alarming is the rate at which this number grew from 

4.9 percent in January to 7.2 percent in December. 

With these numbers, there's a good chance that we'll 

be seeing more people engaging in insider-theft 

tactics as the jobless rates continue to climb. 

While most would directly attribute penalties and 

fines per record involved in data breaches, there are 

additional consequences, some of which are [27]. 

Data breach has been one of the biggest fears that 

organizations face today. Quite a few organizations 

have been in the news for information disclosure and 

a popular recent case is that of T.J.Maxx. While DLP 

is not a panacea to such attacks, it should certainly 

be in the arsenal of tools to defend against such 

risks.  

The term DLP, which stands for Data Loss 

Prevention, first hit the market in 2006 and gained 

some popularity in early part of 2007. Just as we 

have witnessed the growth of firewalls, intrusion 

detection systems (IDS) and numerous security 

products, DLP has already improved considerably 

and is beginning to influence the security industry. 

While DLP has been known by several acronyms, in 

simple terms, it is truly a technology that provides 

visibility at content level into one’s network. While I 

was researching this product, I came across a white 

paper by Rich Mogull, where the author had 

indicated the other acronyms this technology had 

been known to bear. 

 

II Data Leakage Continues to Be a Problem For 

Enterprises:- 

A. Data loss prevention (DLP) technology: 

But policies and staff training alone will not solve 

the data leakage problem, you need technology to 

help you manage and protect intellectual property 

throughout its lifecycle, and figure out where it is 

and where it's going. This is where data loss 

prevention (DLP) technology comes in. 

Unfortunately, there's a lot of confusion in the 

market place about what constitutes a data loss 

prevention (DLP) product. The term has been 

applied to everything from full suites to basic 

encryption and USB port blocking technologies. 

Before you start looking at what's on offer, you need 

to classify your organization’s data to understand 

what data needs protecting and what the level of risk 

is. (Read my previous article: How to create a data 

classification policy.) This will help you decide on 

the appropriate level of data loss prevention you 

need. 

Data classification undertakings have led some 

organizations to opt for content discovery tools 

instead of network monitoring tools. Content 

discovery products scan stored data looking for 

sensitive and classified information that is not 

protected or is located on inappropriate machines. 

It's vital to know where your data is before trying to 

protect it! 

Network data loss prevention devices such as 

Symantec Corp.'s Data Loss Prevention and McAfee 

Inc.'s Network DLP Prevent monitor when and 

where data is moving. Using a profile of an 

organisation's intellectual property, based on its data 

classification scheme, the tools analyses each 

outgoing packet, preferably on all ports and 

protocols, responding in various ways depending on 

the profile matched. Rules can be implemented to 

ensure certain classifications of information are 

encrypted to prevent them from exiting the perimeter 

in an unauthorized state – great for meeting 

compliance requirements. 

Web security gateways could be a possible 

alternative to DLP devices here. Not only do they 

protect your users from malicious sites and malware, 

they also monitor the types of files going through the 

network perimeter and scan documents for phrases 

and terms that could potentially cause data leakage. 

Coordination of content policy across all 

communication channels can be a lot more efficient 

when they are all passing through one box. This also 

means that they can produce an evidence chain of 

consolidated data to help challenge risky user 

behaviour. 

Network monitoring can certainly catch many types 

of leaks, but it won't stop a determined thief or an 

authorized user from copying files from a 

workstation to a USB drive. This is why disk 

encryption and thumb drive controls are currently 

the most common data protection devices, as there's 
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always the possibility of a dishonest employee. 

Products such as McAfee's Host Data Loss 

Prevention and Utimaco Inc.'s SafeGuard Port 

Protector monitor endpoints and devices and block 

or log files that are written to or read from devices 

connected to the network. 

Effective sharing of business data is critical to any 

successful enterprise. However, greater data 

accessibility also increases the risks associated with 

data loss or misuse. Loss of confidential business 

information can result in significant financial and 

competitive losses and may lead to loss of customer 

trust. While most organizations invest in 

technologies that protect systems from key threats 

like viruses and other malware, you also need to 

protect your data against insider threats, loss of 

mobile devices and potential transfer through email, 

blogs or social networking sites. 

Numerous examples of accidental and deliberate 

data leakage continue to make headlines, and data 

leak prevention (DLP) technologies are being touted 

as a panacea. Unfortunately, given the scope, size, 

and distributed nature of most enterprise datasets, 

just discovering where the data is and who owns it is 

a challenge, and many DLP projects are proving 

slow to progress. Furthermore, given the absence of 

control over applications in most enterprises, it isn’t 

clear that DLP technologies would have helped in 

several of the recent cases (US Army, Pfizer, etc.). 

Some organizations, for business model or cultural 

reasons, will have to go through the effort of large-

scale DLP implementations. For most organizations, 

however, controlling the applications most often 

used to leak sensitive data and stopping unauthorized 

transmission of credit card and social security 

numbers and their ilk would be acceptable. Exerting 

that control at trust boundaries is ideal – whether the 

demarcation point is between inside and outside or 

internal users and internal resources in the datacenter 

the firewall sits on the perfect spot, seeing all traffic. 

Unfortunately, legacy port and protocol based 

firewalls can’t do anything about any of this being 

ignorant of applications, users and content. To do 

this correctly, enterprises should first achieve a 

degree of control over applications thus limiting the 

avenues of data leakage. Second, organizations need 

to scan the applications they do want on their 

networks, for confidential data. Third, organizations 

should be able to understand which users are 

initiating these application transactions. 

Over time, many enterprises have deployed various 

point products from multiple security vendors 

resulting in management complexity, compatibility 

problems, and gaps in security that could result in 

data breaches. To decrease risk, costs, and 

management complexity, enterprises need integrated 

security solutions with central management for 

network-wide visibility and control of threats and 

data. 

Large scale, public exposures of personal 

information remain far too common. Practically 

weekly, headlines declare tens of thousands of credit 

card numbers leaking out of retailers, or social 

security numbers leaking out of government 

agencies, health care organizations, or employers. A 

recent example (December, 2008) showed a 

misconfigured and prohibited peer-to-peer file 

sharing application putting a database of 24,000 US 

Army soldiers’ personal information in the public 

domain. This is similar to the Walter Reed Medical 

Center breach in 

June 2008, or the Pfizer incident from 2007 – all 

three involved data leaking through the perimeter via 

an application expressly prohibited by policy. 

Data leak prevention plan, employees need to be 

informed of the risks of using various 

communication channels and how to guard against 

the psychological triggers used in social engineering-

based attacks. This should be part of their 

information handling training. Every employee 

should know how to identify confidential 

information and appreciate his or her own role in 

keeping it secure. 

Before you launch a round of security awareness 

training, though, check that your security policies are 

indeed up-to-date, particularly sections covering the 

acceptable use of blogs, Skype and Smartphone, do 

you really want to allow phones with cameras in 

restricted or sensitive areas? Maybe you need to 

disable USB and FireWire ports or set strict access 

times for certain data. You certainly need to state the 

only methods by which sensitive information can be 

transmitted. 

B. MORE RESOURCES ON DATA LEAK 

PREVENTION AND PROTECTION 

ISO 27001 SoA: Creating an information security 

policy document For any employees in sensitive 

positions, HR should carry out thorough background 

checks, and job descriptions should include 
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nondisclosure and confidentiality agreements. Also 

there should be a defined chain of command for 

escalation procedures should someone become 

suspicious of a colleague's behaviour. One way to 

help people stay honest is to make sure that everyone 

knows what security controls are in use, someone's 

far less likely to try to copy 1,000 customer records 

if they know it will set alarm bells ringing. Access to 

sensitive data should, of course, be controlled with 

strong authentication and minimum privileges [23]. 

Also be aware of possible side effects when making 

changes to IT policies. For example, if you limit the 

size of email attachments to reduce bandwidth usage, 

everyone's likely to look for alternative ways of 

sending large files. These will typically be non-

compliant and insecure workarounds. 

Neither should your security policies prevent 

employees from doing their jobs. If certain staffs 

regularly need to work weekends at home, give them 

a secure VPN connection to access files at work so 

they're not tempted to email them to their home 

email address. Make it easy for them to follow data 

leak prevention best security practices. 

C. DLP Technology is Cumbersome, 

Incomplete, and For Many, Overkill…And Don’t 

Forget Expensive 

Data leak prevention (DLP) technology has captured 

the attention of many IT organizations, with a 

promise to help organizations manage their 

confidential data. Project scope, for these technology 

providers, however, is a problem. Questions of 

access control, reporting, data classification, data at-

rest vs. data in-transit, data ownership, desktop 

agents, server agents, and encryption have slowed 

DLP projects to a crawl in many organizations. 

Venture capitalists funded many data leakage 

prevention vendors, many of which have been 

acquired by larger security companies, who have 

further expanded the scope of an already unwieldy 

offering. Some of these vendors are now marketing 

data loss prevention, which incorporates practically 

the entire information security function (and even 

includes elements of storage management!). 

Needless to say, this broadened scope is beneficial, 

but adds complexity, time, and expense – both in 

hard costs and in staff time. Oddly enough, many of 

the recent breaches caused by unauthorized and 

misconfigured peer-to-peer file sharing applications 

wouldn’t have been prevented by the typical 

implementation of DLP technologies on the market 

today – because control of applications isn’t 

addressed. 

D. For 90% of Enterprises, Keeping Social 

Security and Credit Card Numbers From Leaking 

Would Be Enough:- 

For a few highly intellectual property-dependent 

organizations, implementing a long-term, 

comprehensive DLP project – which should 

ultimately include data discovery, classification, and 

cataloging – is appropriate. But for the remaining 

90% of enterprises out there, stopping a couple 

classes of confidential data (e.g., social security 

numbers and credit card numbers) at the trust 

boundary would be a great start. This would avoid 

the expensive and embarrassing public exposure of 

employee and/or customer personal data. 

E. The Perimeter Is Key, But Legacy Security 

Technology Can’t Help:- 

If enterprises could control the flow of confidential 

data at the trust boundary, it would stop a large 

percentage of incidents that regularly make the news. 

Unfortunately, the legacy security infrastructure at 

most enterprise perimeters is poorly equipped to 

offer this functionality. Most firewalls sit in a great 

position to help – they demarcate the trust boundary, 

they see all traffic, and they exert policy control (i.e., 

they can block traffic). But legacy firewalls don’t 

understand content, don’t understand applications, 

can’t see inside SSL-encrypted traffic, and have no 

understanding of users. In fact, if it isn’t source or 

destination IP address, source or destination port, or 

network protocol, firewalls don’t understand it. 

Other firewall “helpers” (e.g., intrusion prevention 

systems, web proxies, URL filtering devices) only 

see a portion of the traffic, don’t sit in-line, and/or 

have limited application and content understanding. 

F. First- Block “Bad” Applications:- 

Examining most of the recent incidents, the first 

thing enterprises need to do is get control over which 

applications are running on the network. Every 

organization has a different view of desirable and 

undesirable applications. Each enterprise needs to 

look at applications from both benefit and risk 

perspectives. On the benefit side, an application 

might help an employee do their job better, faster, or 

cheaper, or improve customer relations, or make the 

workplace more pleasant. On the risk side, 

applications may harbor vulnerabilities, carry 
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malware, be prone to misuse, or – particularly 

relevant to this discussion – transfer files. In 

some cases, organizations want to enable social 

networking applications for cultural reasons, or for 

business reasons – or block them for security 

reasons. Either way, the first thing to do with regard 

to stopping confidential data leakage is to identify 

which applications are moving across the network – 

regardless of whatever evasive tactic the application 

employs, and block undesirable applications (thus 

limiting the avenues through which confidential data 

can flow). In order to do perform this control 

effectively, the device needs to “see” all traffic. 

G. Second - Scan “Good” Applications. 

Including SSL:- 

The second thing to do is scan desirable applications 

for confidential data leakage. Once an organization 

has settled on the applications it wants on its 

network, the next step is to scan applications for 

confidential data leakage – including SSL-encrypted 

application traffic and compressed content. As an 

aside, any applications that use proprietary 

encryption (e.g., Skype) should be very closely 

evaluated, because if allowed, they cannot be 

scanned. 

Generally, this content scanning should be high 

performance (high throughput, low latency), 

unobtrusive, and easily implemented. More 

specifically, the scanning capability should be 

simple to enact in policy, and adjustable in 

sensitivity, to allow normal appropriate transactions 

without triggering response – yet still detect 

abnormalities. 

H. Lastly - Know Users, not just IP addresses:- 

The third thing to do is to bring users into the 

picture. Understanding which users are using 

applications, and which are engaged in moving 

particular classes of content has two benefits – 

actionable visibility, and refined policy. The most 

efficient way to do this is to tie into the enterprise 

directory (identities and groups are already there). 

Often, when an organization hears that they’ve had a 

leak, the first thing they ask is, “who leaked it?” 

Having the ability to understand users – not just IP 

addresses – gives the granularity enterprises need to 

guide specific users about policy, and take more 

serious action if warranted. The second benefit 

understanding users offers is the ability to 

incorporate that understanding into policy – so 

certain users might be enabled to use certain classes 

of applications, and other users might not. This 

empowers enterprises to further compartmentalize 

and contain risk. 

I. A Word on Performance:- 

Today’s applications are real time in nature. With 

the exception of email, for which delays go largely 

unnoticed, users expect instant response from their 

applications. Which means that the network that 

those applications run on cannot delay applications 

and content. The reason for highlighting this is 

simple – any solution that meets the above three 

requirements must be high performance in nature – 

high throughput, low latency – both in scanning, as 

mentioned above, but also in traffic processing. In 

summary – if IT staffs know the application, the 

user, and the content (i.e., whether or not the traffic 

contains confidential information), they can act – 

block or alert – quickly, and appropriately, without 

sifting through dozens of log files. 

 

III.  Consider our definition of DLP):- 

”Products that, based on central policies, identify, 

monitor, and protect data at rest, in motion, and in 

use through deep content analysis”. 

Endpoint DLP helps manage all three aspects of this 

problem. The first is protecting data at rest when it’s 

on the endpoint or what we call content discovery. 

Our primary goal is keeping track of sensitive data 

as it proliferates out to laptops, desktops, and even 

portable media. The second part, and the most 

difficult problem in DLP, is protecting data in use. 

This is a catch-all term we use to describe DLP 

monitoring and protection of content as it’s used on 

a desktop cut and paste, moving data into and out of 

applications, and even tying in with 

encryption and enterprise Document Rights 

Management (DRM). Finally, endpoint DLP 

provides data in motion protection for systems 

outside the purview of network DLP such as laptops 

out in the field. 

Endpoint DLP is a little difficult to discuss since it’s 

one of the fastest changing areas in a rapidly 

evolving space. No single product has every little 

piece of functionality we’re going to talk about, so 

(at least where functionality is concerned) this report 

will lay out all the recommended options which you 

can then prioritize to meet your own needs 
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IV. Endpoint DLP Drivers:- 

At the beginning of the DLP market we nearly 

always recommended organizations start with 

network DLP. A network tool allows you to protect 

both managed and unmanaged systems (like 

contractor laptops), and is typically easier to deploy 

in an enterprise (since you don’t have to touch every 

desktop and server). It also has advantages in terms 

of the number and types of content protection 

policies you can deploy, how it integrates with email 

for workflow, and the scope of channels covered. 

During the DLP market’s first few years, it was hard 

to even find a content-aware endpoint agent. 

But customer demand for endpoint DLP quickly 

grew thanks to two major needs content discovery on 

the endpoint, and the ability to prevent loss through 

USB storage devices. We continue to see basic USB 

blocking tools with absolutely no content awareness 

brand themselves as DLP. The first batches of 

endpoint DLP tools focused on exactly these 

problems discovery and content aware portable 

media/USB device control. 

The next major driver for endpoint DLP is 

supporting network policies when a system is 

outside the corporate gateway.  

We all live in an increasingly mobile workforce 

where we need to support consistent policies no 

matter where someone is physically located, nor how 

they connect to the Internet. 

Finally, we see some demand for deeper integration 

of DLP with how a user interacts with their system. 

In part, this is to support more intensive policies to 

reduce malicious loss of data. You might, for 

example, disallow certain content from moving into 

certain applications, such as encryption tools. Some 

of these same hooks are used to limit cut/paste, print 

screen, and fax, or to enable more advanced security 

such as automatic encryption and application of 

DRM rights. 

A. The Full Suite Advantage:- 

As we’ve already hinted, there are some limitations 

to endpoint only DLP solutions. The first is that they 

only protect managed systems where you can deploy 

agents. If you’re worried about contractors on your 

network or you want protection in case someone 

tries to use a server to send data outside the walls, 

you’re out of luck. Also, because some content 

analysis policies are processor and memory 

intensive, it is problematic to get them running on 

resource constrained endpoints. Finally, there are 

many discovery situations where you don’t want to 

deploy a local endpoint agent for your content 

analysis e.g., when performing discovery on a large 

SAN. 

Thus our bias towards full-suite solutions. Network 

DLP reduces losses on the enterprise network from 

both managed and unmanaged systems, and servers 

and workstations. Content discovery finds and 

protects stored data throughout the enterprise, while 

endpoint DLP protects systems that leave the 

network, and reduces risks across vectors that 

circumvent he network. It’s the combination of all 

these layers that provides the best overall risk 

reduction. All of this is managed through a single 

policy, workflow, and administration server; rather 

than forcing you to create different policies, for  

different channels and products, with different 

capabilities, workflow, and management. 

B. Technology Overview:- 

1) Broad Scanning with Deep Content 

Analysis:- 

The key distinguishing feature of DLP, endpoint or 

otherwise, is deep content analysis based on central 

policies. This contrasts with non-DLP endpoint 

tools, such as encryption or portable device control 

(USB blocking). While covering all 

content analysis techniques is beyond the scope of 

this report, some of the more common ones include 

partial document matching, database fingerprinting 

(or exact data matching), rules-based, conceptual, 

statistical, predefined categories (like PCI 

compliance), and combinations of the above. They 

offer far deeper analysis than just simple keyword 

and regular expression matching. Ideally, your 

endpoint DLP tool should also offer preventative 
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controls, not just policy alerts after violations occur. 

How does all this work? 

While traditionally separate networks are used to 

provide voice, data and video applications, each 

requiring separate access devices, with NGNCT 

different kinds of applications can be transformed 

into packets, labeled accordingly and delivered 

simultaneously over a number of different transport 

technologies, allowing a shift from single-purpose 

networks (One network, one service), to multi-

purpose networks (one network, many services). 

Interworking between the NGNCT and existing 

networks such as PSTN, ISDN, cable, and mobile 

networks can be provided by means of media 

gateways. 

C. Separation of transport and service layer:- 

This constitutes the key common factor between 

NGNCT and convergence, bringing about the radical 

change in relationship between network “layers” 

(transport infrastructure, transport services and 

control, content services and applications). In next 

generation networks service-related functions are 

independent from underlying transport-related 

technologies. The uncoupling of applications and 

networks allow applications to be defined directly at 

the service level and provided seamlessly over 

different platforms, allowing for market entry by 

multiple service providers on a non-discriminatory 

basis. 

The rapid growth of both wired and wireless 

broadband access to the Internet has put the 

telecommunication industry, and especially the 

telcos, in front of a major challenge. Popular 

communication services, such as voice calls and 

messaging, can be offered trivially by new service 

providers on the Internet. 

As a consequence, the telecommunication industry 

has sought for viable solutions to the growing 

competition, which have led to increased activity in 

industry forums and standards organizations. 

 
V. Issues related to Interconnection in NGNCT:- 

i)  Interoperability issues due to a wide variety of 

protocol variants, network topologies, and media 

codec.                 

ii) End to End QoS across networks 

iii.) Security, both at UNI and NNI 

iv) Monitoring (SLAs, Lawful Intercept, etc.) 

v) Privacy of network topology and user information 

vi) Point of Interconnection. 

 

VI. Benefits of NGNCT:- 

A. Fewer network elements:- 

i)  Lower operating cost: space requirement, power 

consumption, maintenance staff and service 

issue period are reduced. Training of staff 

becomes simplified. 

ii) Increase network reliability. 

iii) Improve economic of scale (supplier 

independent),  

B. Operational efficiency, flexibility and scalability. 

i) Customer service (subscribers and billing). 

ii) Operations (routing & translations, engineering & 

capacity planning. 

iii) Fewer devices. 

iv) Market entry and new service deployment are 

fast and cost effective 

v) Allow bundling of services and applications 

which will create customer “stickiness”. 

vi) Partnerships which will enable win-win. 

vii) Lower churn through high customer satisfaction 

levels. 

viii) Expand consumer share of wallet beyond 

communications i.e. integrating communications 

and entertainment. 

B. Benefits to the Nation:- 

i) Simplified life style with single bill and account - 

Flexibility to use services without having to 

choose fixed line, mobile, BB or ISP suppliers 

ii) Single device in the future – consistent 

personalization. 

iii) Consistent services across all types of access – 

seamless. 

iv) Malaysia to be among the fast-developed 

countries to implement NGNCT – good for the 

country typically for foreign investors, which 

has, interconnects with local service providers. 

Roaming – seamless. 

v) Liberalization of the industry attracts foreign 

investment. 
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VII. NGNCT Security, Fraud & Risk 

Management:- 

Fraud prevention cooperation between key players 

becomes inevitable. Licensee, credit card issuers, 

banks and merchants must cooperate with law 

enforcement to reduce fraud. Strategies to minimize 

fraud through law & regulations and tools must be 

developed. The industry must have a joined 

approach with other agencies from other countries 

such as AFTRA (Australasian Telecommunications 

Fraud and Risk Association), TUFF and FINA. 

    Within NGNCT, security issues interrelate with 

architecture, QoS, network management, mobility, 

billing and payment. One of the most significant 

challenges facing the design of NGNCT security 

standards is the fact that the networks are no longer 

conceived as monolithic systems with clear 

interfaces. Much of the standardization work in 

NGNCT security has to be based on guides and 

principles along with APIs so that a secure network  

can be built from a given selection of specific 

NGNCT components. 

A.  NGNCT work on security should 

concentrate on:- 

• Development of compound security architecture 

for NGNCTs. In a further step, this NGNCT security 

group should devise NGNCT operational security 

guidelines. 

• Development of NGNCT specific security 

protocols and APIs 

 

VII. Security:- 

Currently, IPv4 has no security features. It was the 

decision that in order to have the highest level or 

service over the Internet, any security 

implementation would hinder traffic to some degree 

and thus slow service over the network. Without 

security the Internet, as well as any of its users, is a 

potential target of attacks. 

 

VIII. Network Computing to Host Virtual Event on 

Next-Generation Networking Computing 

Technologies:- 

Network Computing understands that whether it's 

deploying virtualized servers in the data center, 

replicating data to and from remote sites, or 

supporting geographically dispersed organizations, 

networking standards and technologies provide the 

foundation for IT. The changes in networking are 

significant - from adding enhancements to Ethernet 

to make it reliable and lossless to competing 

demands for time sensitive applications like VoIP - 

this timely virtual event aims to address all these 

issues by providing informative, real-world research 

data and perspective.  

This virtual event will bring attendees up to speed on 

state of the art networking by discussing the 

technologies that drive network design and 

implementations today and in the future. Attendees 

will learn from peers, analysts, and vendors about 

where the technologies are today, and how they can 

prepare for a network overhaul.  

The Network Computing Next-Generation Networks 

Virtual Event will cover as below,  

i) Next Generation Networking 

ii) Leveraging Tactical Investments of Today for 

Strategic Application Delivery of Tomorrow 

iii) Converged Networking 2009 In The Data Center 

And Beyond 

iv) Preparing your WAN for Strategic Data Center 

Initiatives  

•v) AN Optimization: Remote Office Acceleration, 

Storage Replication, Disaster Recovery 

vi) Data Center to Cloud Initiatives 

vii) Integrating Virtual Servers And The Data Center 

Network 

viii) Beyond Load Balancing: Getting More with a 

Virtual Appliance 

"Next generation networking is a great topic for our 

first virtual event because the network is the 

foundation that everything in IT rests on. Our 

panelists and moderators have years of experience in 

IT and are going to share their practical expertise 

candidly," said Mike Fratto, Editor, Network 

Computing. "Attendees will take away something 

new from this event that will impact their job and 

their company." 

 

IX. Conclusion:- 

Shown below are the functions and performance of 

the next generation network that are described in this 

paper. 

The network takes pros and discards cons of the 

existing networks in terms of services: 
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1) Telephone network and mobile communication 

network: guaranteed service quality, high-precision 

charging system, network manageability, and 

mobility. 

2) The Internet: openness and seamlessness 

As NGNCT interconnects heterogeneous networks, 

special numbering/addressing requirements arise to 

ensure seamless ubiquitous experience. Detailed 

study needs to be done to highlight these issues and 

whether special numbering blocks are required. This 

will also ensure numbering, naming and addressing 

are evolved to enable efficient interconnects with 

other operators. Furthermore, this will allow new 

termination rates to cater for all new charging 

scenarios “on-net” and “off-net”. 

The focus on end-to-end QoS should continue to 

ensure near TDM quality speech with IP pricing. 

With the introduction of MPLS and Session Border 

Controllers (SBC), QoS can and must be extended 

across heterogeneous networks. Both voice and data 

services in NGN must provide similar expectations 

as the current legacy networks. In addition, all VoIP 

offerings must have emergency services, security 

and privacy policies as mandatory. 

Based on published documents of ITU-T, depth is 

lacking. Consolidation efforts appear to be too slow, 

however the “IP”nization of networks are fast 

pproaching. MTSFB shall closely monitor the 

progress and happenings in NGNCT standards 

worldwide to ensure the best is adopted for 

Malaysia. However, the potential threats posed by 

free VoIP operators i.e. Skype etc. will erode further 

the voice revenues of local circuit voice and VoIP 

operators, hence the economy. The regulatory 

policies devised for NGNCT need to address these 

threats for reactionary purposes. 
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