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Abstract: Internet connectivity, Things, data collection and analytics combined together forms basis of Internet of 

Things. The Internet of Things provides beneficial services in many important areas. In the era of machines replacing 

human decision making security and privacy are significant challenges. Unless we address security and privacy issues 

we cannot realize great potential of Internet of Things. The present paper introduces the concept of Internet of Things 

and discusses some security and privacy considerations.  
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1. Introduction 

It difficult to find universally accepted definition for Internet of Things. There exits several definitions of 

Internet of Things based on different factors. The term Internet of Things first coined by Kevin Ashton, he 

described it as a system in which objects in the physical world could be connected to the Internet by sensors to 

greatly reduce waste, loss, and cost.  The obvious and simple definition is the Internet of Things is, extending 

Internet connectivity and computing capabilities to a variety of objects, devices, sensors, and everyday things. 

[1,7]  

The Internet Architecture Board use terms like embedded devices and Internet protocol to define the term 

Internet of Things. Internet of Things denotes a trend where a large number of embedded devices employ 

communication services offered by the Internet protocols. Many of these devices, often called smart objects, 

are not directly operated by humans, but exist as components in buildings or vehicles, or are spread out in the 

environment. IEEE communications magazine use terms like things, Internet and cloud to define the Internet 

of Things. Internet of Things is a framework in which all things have a representation and a presence in the 

Internet that enables the interactions between Things and applications in the cloud. [11,15,21] 

The Internet of Things can be seen as the future of technology to make our lives comfortable, convenient and 

efficient. The Internet of Things can be seen as complete interconnected smart ecosystem for progress with 

efficiency and lot of opportunities. The Internet of Things becomes potentially beneficial and revolutionary as 

it extends connectivity and computing capabilities to objects. The Internet of Things objects can 

communicate, collect and analyze data. The Internet of Things combines computers, sensors to control and 

monitor devices. Internet of Things is proving potentially beneficial in cost efficiency, asset utilization, 

computing capability and productivity. Fast realization of Internet of Things is taking place due to ubiquity of 

connectivity, computing, data analytics and storage. Adoption of universal standard Internet Protocol has 

helped connectivity. Low cost high performance miniature sensor and device has helped computing and data 

analytics. Cloud and web interface has helped storage. Internet of Things objects possess quality of capturing 

data using sensors and transmit it over Internet. Security and Privacy are challenges of Internet of Things. The 

notable feature of Internet of Things is its operation in real time responsible for replacing human decision 

making. Collection and misuse of important personal, financial or commercial data using interconnected 

devices without proper consent is a security challenge. Unlawful and unauthorized surveillance is a privacy 

challenge. [2, 6,12]  

Cybercriminals look for and exploit vulnerability to compromise important information. Vulnerabilities in the 

Internet of Things infrastructure lead to the Security and Privacy challenges. Devices with malfunction, 
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abandoned, inability to upgrade or reconfigure, deployment on massive scale with no physical security, 

homogeneity can create vulnerability. The Internet of Things security and privacy challenge can harm 

physically creating public safety issue. Global dependence on Internet of Things for essential services has 

enhanced security and privacy challenges. Multi layered measures are needed to fight evolving security and 

privacy challenges of Internet of Things. A multi layered approach essentially contain, secure booting, access 

control, device authentication, firewall, intrusion prevention systems and updates-patches. [16, 20] 

 

2. Security and Privacy 

Proliferation of Internet of Things worldwide is awesome. The change in the Internet of Things technology 

has changed our interaction with the world. The Internet of Things finds its significant application for 

information analysis and automation control in agriculture, healthcare, manufacturing, environment, finance 

and insurance. Internet of Things applications benefits in ensuring safety, security, efficiency, decision 

making, and critical infrastructure protection. Ever increasing connectivity is one of the reasons for security 

and privacy challenges. Authentication, authorization, transport encryption, cloud service, web interface, 

software, firmware are some security challenges of Internet of Things. [3,5,13] 

To fully realize the great potential of Internet of Things, it is essential to address these security concerns. 

Security and Privacy challenges arise from intrusion and interference by embedded intelligent interconnected 

devices. Every Internet connected object is another door for the cybercriminals. Intruder can access and 

misuse information. Vulnerability is a growing problem. Poor design and security can facilitate attacks.  We 

cannot separate security from safety of human life. Unauthorized access and misuse of personal and critical 

information, facilitating attacks on other systems can create risks to personal safety. Collection of sensitive 

personal information without the awareness and consent creates serious privacy Challenge.[17,19,22] 

The Implementation of Internet of Things promises smart world and threaten privacy and security. In the 

implementations of Internet of Things it encounters many security and privacy challenges along with the 

ability to infer incredibly detailed information. Sensors are constantly collecting data on their surroundings 

increases privacy concerns. The massive volume of data Internet of Things devices can collect and analyze is 

astonishing. These devices also can collect behavioral information. This behavioral information can be 

misused illegally by unauthorized individuals. Use of this data to make money, and some decisions without 

users consent can create privacy challenge. [4,8]  

Privacy and security challenge can lower the user confidence. Internet of Things device collect data of 

individual analyze or share it with third parties and the target individual is unaware about the device is a 

privacy challenge. Security measures are evolving simultaneously evolution of Internet of Things. Firewalls, 

intrusion detection and prevention systems, security incident and event management solutions, access control 

systems, antivirus, antimalware are different mechanisms to ensure the security of data. There are some 

constraints to Internet of Things devices, for applying these security measures like insufficient memory, less 

power consuming devices, devices with inadequate processing ability and speed, small size of device. Internet 

of Things security challenges are in equal proportion of its applications. Global dependence for essential 

services is increasing Internet of Things devices.  Increasing number of connected Internet of Things devices 

are increasing security vulnerabilities and opportunities for attackers. [14,18] 

 

3. Conclusion 

Internet of Things promises the great future by offering applications with significant benefits to users. The rate 

at which it is being adopted worldwide shows the potential value of Internet of Things. Every new technology 

accompanies some challenges so as Internet of Things having several challenges. The present has discussed 

two prominent challenges of Internet of    Things Security and Privacy.    
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