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ABSTRACT  
 

Watermarking is a major image processing 

application used to authenticate user documents by 

embedding and hiding some authenticated piece of 

information behind an image, audio or the video 

file. This paper incorporate the detail study 

watermarking definition, concept and the main 

contributions in this field such as categories of 

watermarking process that tell which watermarking 

method should be used. It starts with overview, 

classification, process, techniques, application, 

Attacks of watermarking and a comparative 

analysis on the bases of advantage or disadvantage 

of some major watermarking techniques. Our prime 

concern of this paper is based on image .  

 

INTRODUCTION 

In recent years, as digital media are gaining wider 

popularity, their security related issues are 

becoming greater concern.  The term digital 

watermarking was first appeared in 1993, when 

Tirkel presented two watermarking techniques to 

hide the watermark data in the images.  Digital 

watermarking is a technique which allows an 

individual to add patent notices or other verification 

messages to digital media. Image endorsement is 

one of the applications of digital watermarking, 

which is used for authenticating the digital images. 

The objective is not to protect the contents from 

being copied or stolen, but is to provide a method to 

validate the image and assure the integrity of the 

image.  Watermarking is used for following 

reasons, Proof of rights (copyrights and IP 

protection), Copying Prevention, Broadcast 

Monitoring, confirmation, Data Hiding. 

Watermarking consists of two modules watermark 

embedding module and watermark detection and 

extraction module. Digital watermarking 

technology has many applications in protection, 

certification, distribution, anti-counterfeit of the 

digital media and label of the user information. It 

has become a very important study area in 

information hiding. This work analyzes the key 

technologies of digital watermarking and explores 

the application in the digital image copyright 

protection.  

Watermarking techniques are judged on the basis of 

their presentation on a small set of properties. These 

properties include robustness, transparency, 

watermarking capacity, blind detection and security. 

Watermarking schemes are developed according to 

the necessities of the application.  Digital signature 

is also an authentication scheme that is used for 

verifying the reliability and dependability of the 

image content. A digital autograph can be either an 

encrypted or a signed hash value of image contents 

and image characteristics.  

The major drawback of digital signature is that it 

can detect if an image has been modified, but it 

cannot locate the regions where the image has been 

modified. To solve this problem, many researchers 

have proposed watermarking based schemes for 

image verification. 

  

 PROCESS OF WATERMARKING 

Digital watermarking hides the patent information 

into the digital data through certain algorithm. The 

secret information to be embedded can be some 

text, author‘s serial number, company logo, images 

with some special significance. This secret 

information is embedded to the digital data (images, 

audio, and video) to ensure the security, data 

authentication, identification of owner and patent 

protection. The watermark can be hidden in the 

digital data either visibly or invisibly. For a strong 

watermark embedding, a good watermarking 

technique is needed to be applied. Watermark can 

be embedded either in spatial or frequency domain. 

Both the domains are different and have their own 

pros and cons and are used in unlike scenario. If the 

signal was not modified during transmission, then 

the watermark is still present and it can be 

extracted. If the signal is copied, then the 

information is also carried in the copy.  The 

embedding takes place by manipulating the content 

of the digital data, which means the information is 
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not embedded in the frame around the data, it is 

carried with the signal itself. The original image and 

the desired watermark are embedded using one of 

the various schemes that are currently available. 

The obtained watermarked image is passed through 

a decoder in which usually a reverse process to that 

employed during the embedding stage is applied to 

retrieve the watermark. The different techniques 

differ in the way in which it embeds the watermark 

on to the cover object. A secret key is used during 

the embedding and the extraction process in order to 

prevent illegal access to the watermark. Figure 1 

shows the basic block diagram of watermarking 

process. 

 

 

 

 

 

              

 

 

 

 

         Fig1.PROCESS OF WATERMARKING 

 

The original image and the desired watermark are 

embedded using one of the various schemes that are 

currently available. The obtained watermarked 

image is passed through a decoder in which usually 

a reverse process to that employed during the 

embedding stage is applied to retrieve the 

watermark. The different techniques differ in the 

way in which it embeds the watermark on to the 

cover object. A secret key is used during the 

embedding and the extraction process in order to 

prevent illegal access to the watermark. 

 

TECHNIQUES OF WATERMARKING 

Watermarking is the method to hide the secret 

information into the digital media using some 

strong and appropriate algorithm. Algorithm plays a 

vital role in watermarking as, if the used 

watermarking technique is efficient and strong then 

the watermark being embedded using that technique 

cannot be easily detected. The attacker can only 

destroy or detect the secret information if he know 

the algorithm otherwise it is critical to know the 

watermark. There are various algorithms present in 

the today scenario that are used to hide the 

information. Those algorithms come into two 

domains, Spatial and Frequency domain. 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig2.TECHNIQUES OF WATERMARKING 

 

Spatial Domain:  

Spatial domain digital watermarking algorithms 

directly load the raw data into the original image 

[3]. Spatial watermarking can also be applied using 

color separation. In this way, the watermark appears 

in only one of the color bands. This renders the 

watermark visibly subtle such that it is difficult to 

detect under regular viewing. Spatial domain is 

manipulating or changing an image representing an 

object in space to enhance the image for a given 

application. Techniques are based on direct 

manipulation of pixels in an image [10]. Some of its 

main algorithms are as discussed below 

Least Significant Bit:   

Old popular technique embeds the watermark in the 

LSB of pixels. This method is easy to implement 

and does not generate serious distortion to the 

image; however, it is not very robust against 

attacks. The embedding of the watermark is 

performed choosing a subset of image pixels and 

substituting the least significant bit of each of the 

chosen pixels with watermark bits. The watermark 

may be spread throughout the image or may be in 

the select locations of the image. But these 

primitive techniques are vulnerable to attacks and 
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the watermark can be easily destroyed. Such an 

approach is very sensitive to noise and common 

signal processing and cannot be used in practical 

applications. 

Texture Mapping Coding Technique:  

This method is useful in only those images which 

have some texture part in it. This method hides the 

watermark in the texture part of the image. This 

algorithm is only suitable for those areas with large 

number of arbitrary texture images (disadvantage) 

[3], and cannot be done automatically. This method 

hides data within the continuous random texture 

patterns of a picture.  

Correlation-Based Technique: 

 In this technique, a pseudorandom noise (PN) 

pattern says W(x, y) is added to cover image I(x, y). 

Iw(x, y) = I(x, y) + k*W(x, y) Where K represent 

the gain factor, Iw represent watermarked image ant 

position x, y and I represent cover image. Here, if 

we increase the gain factor then although it 

increases the robustness of watermark but the 

quality of the watermarked image will decrease. 

Frequency Domain:  

Compared to spatial-domain methods, frequency-

domain methods are more widely applied. The aim 

is to embed the watermarks in the spectral 

coefficients of the image. The most commonly used 

transforms are the Discrete Cosine Transform 

(DCT), Discrete Fourier Transform (DFT), Discrete 

Wavelet Transform (DWT), the reason for 

watermarking in the frequency domain is that the 

characteristics of the human visual system (HVS) 

are better captured by the spectral coefficients [13]. 

Some of its main algorithms are discussed below:  

Discrete Cosine Transforms:  

DCT like a Fourier Transform, it represents data in 

terms of frequency space rather than an amplitude 

space. This is useful because that corresponds more 

to the way humans perceive light, so that the part 

that are not perceived can be identified and thrown 

away. DCT based watermarking techniques are 

robust compared to spatial domain techniques. Such 

algorithms are robust against simple image 

processing operations like low pass filtering, 

brightness and contrast adjustment, blurring etc. 

However, they are difficult to implement and are 

computationally more expensive. At the same time 

they are weak against geometric attacks like 

rotation, scaling, cropping etc. DCT domain 

watermarking can be classified into Global DCT 

watermarking and Block based DCT watermarking. 

Embedding in the perceptually significant portion of 

the image has its own advantages because most 

compression schemes remove the perceptually 

insignificant portion of the image. Steps in DCT 

Block Based Watermarking Algorithm [22]  

1) Segment the image into non-overlapping blocks 

of 8x8  

2) Apply forward DCT to each of these blocks  

3) Apply some block selection criteria (e.g. HVS) 

 4) Apply coefficient selection criteria (e.g. highest)  

5) Embed watermark, modifying the selected 

coefficients.  

6) Apply inverse DCT transform on each block 

Discrete Wavelet Transforms: 

Wavelet Transform is a modern technique 

frequently used in digital image processing, 

compression, watermarking etc. The transforms are 

based on small waves, called wavelet, of varying 

frequency and limited duration. The wavelet 

transform decomposes the image into three spatial 

directions, i.e. horizontal, vertical and diagonal. 

Hence wavelets reflect the anisotropic properties of 

HVS more precisely. Magnitude of DWT 

coefficients is larger in the lowest bands (LL) at 

each level of decomposition and is smaller for other 

bands (HH, LH, and HL). The Discrete Wavelet 

Transform (DWT) is currently used in a wide 

variety of signal processing applications, such as in 

audio and video compression, removal of noise in 

audio, and the simulation of wireless antenna 

distribution. Wavelets have their energy 

concentrated in time and are well suited for the 

analysis of transient, time-varying signals. Since 

most of the real life signals encountered are time 

varying in nature, the Wavelet Transform suits 

many applications very well [14]. One of the main 

challenges of the watermarking problem is to 

achieve a better tradeoff between robustness and 

perceptivity. Robustness can be achieved by 

increasing the strength of the embedded watermark, 

but the visible distortion would be increased as well 

[14]. However, DWT is much preferred because it 

provides both a simultaneous spatial localization 

and a frequency spread of the watermark within the 

host image [16]. The basic idea of discrete wavelet 

transform in image process is to multi-differentiated 
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decompose the image into sub-image of different 

spatial domain and independent frequencies [17]. 

Discrete Fourier Transform: Transforms a 

continuous function into its frequency components. 

It has robustness against geometric attacks like 

rotation, scaling, cropping, translation etc. DFT 

shows translation invariance. Spatial shifts in the 

image affects the phase representation of the image 

but not the magnitude representation.  

 

ADVANTAGE AND DISADVANTAGE 

OF WATERMARKING TECHNIQUES 
TECHNIQUE  ADVANTAGE  DISADVANTAGE 

Least 

Significant 

Bit 

1. Easy to implement and 

understand 

 2. Low degradation of image 
quality 

 3. High perceptual 
transparency  

 

1. It lacks basic 

robustness  

2. Vulnerable to 
noise  

3. Vulnerable to 
cropping, scaling.  

 

 

Correlation  

 

1. Gain factor can be increased 

resulting in increased 

robustness  
 

 

1. Image quality 

gets decreased due 

to very high  
increase in gain 

factor.  

 

 

Texture 

mapping 

coding  
 

 

1. This method hides 

data within the 

continuous random 
texture patterns of a 

picture.  

 

   
 

1. This algorithm is 

only suitable for 

those areas with 
large number of 

arbitrary texture 

images.  
 

 

  

Discrete 
cosine 

transforms 

1. The watermark is embedded 

into the coefficients of the 

middle frequency, so the 
visibility of image will not get 

affected and the watermark will 

not be removed by any kind of 
attack.  

 

1. Block wise DCT 

destroys the 

invariance 
properties of the 

system.  

2. Certain higher 
frequency 

components tend to 

be suppressed 
during the 

quantization step.  

 

 
Discrete 

wavelet 

transforms 

1. Allows good localization 
both in time and spatial 

frequency domain 

 2. Higher compression ratio 
which is relevant to human 

perception .  

 

1. Cost of 
computing may be 

higher. 

 2. Longer 
compression time.  

3. Noise/blur near 

edges of images or 
video frames  

 

 

Discrete 
Fourier 

transform 

1. DFT is rotation, scaling and 

translation (RST) invariant. 
Hence it can be used to recover 

from geometric distortions 

 

1. Complex 

implementation.  
2. Cost of 

computing may be 

higher.  
 

  Fig3.TECHNIQUE OF WATERMARKING 

WATERMARKING APPLICATIONS  

Copyright Protection: Digital watermarking can 

be used to identify and protect copyright ownership. 

Digital content can be embedded with watermarks 

depicting metadata identifying the copyright 

owners.  

Digital Right Management: Digital right 

management (DRM) can be defined as the 

description, identification, trading, protecting, 

monitoring, and tracking of all forms of usages over 

tangible and intangible assets. It concerns the 

management of digital rights and the enforcement 

of rights digitally.  

Tamper Proofing: Digital watermarks which are 

fragile in nature, can be used for tamper proofing. 

Digital content can be embedded with fragile 

watermarks that get destroyed whenever any sort of 

modification is made to the content. Such 

watermarks can be used to authenticate the content.  

Broadcast Monitoring: Over the last few years, the 

number of television and radio channels delivering 

content has notably expanded. And the amount of 

content flowing through these media vehicles 

continues to grow exponentially. In this highly 

fragmented and fast changing market, knowing the 

real broadcast reality has become critical for content 

owners, copyright holders, distributors and 

broadcasters.  

Fingerprinting: Fingerprints are the characteristics 

of an object that tend to distinguish it from other 

small objects. As in the applications of copyright 

protection, the watermark for finger printing is used 

to trace authorized users who violate the license 

agreement and distribute the copyrighted material 

illegally. Thus, the information embedded in the 

content is usually about the customer such as 

customer's identification number.  

Access Control: Different payment entitles the 

users to have different privilege (play/copy control) 

on the object. It is desirable in some systems to 

have a copy and usage control mechanism to 

prevent illegal copy of the content or limit the 

number of times of copying. A robust watermark 

can be used for such purpose.  

Image and Content Authentication: In an image 

authentication application the intent is to detect 

modifications to the data. The characteristics of the 

image, such as its edges, are embedded and 

compared with the current images for differences. A 

solution to this problem could be borrowed from 
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cryptography, where digital signature has been 

studied as a message authentication method. One 

example of digital signature technology being used 

for image authentication is the trustworthy digital 

camera [8].  

Content protection for Audio and Video: Modern 

digital formats employed for sale or rental of 

commercial audio and video content to consumers-

such as DVD, Blu-Ray Disc, and iTunes-

incorporate content protection technologies that 

control access to and use of the content and limit its 

unauthorized copying and redistribution. Parties 

seeking to engage in unauthorized distribution and 

copying of protected commercial music or video 

content must circumvent the content protection to 

obtain a decrypted copy of the content . 

Document and Image Security: Consider 

documents and images that are generated in support 

of a major product launch. Corporate 

communications professionals face significant 

challenges in managing these assets through very 

complex sales and marketing channels. Images and 

documents are distributed to remote offices, 

agencies, distributors, dealers and more, and must 

be managed to ensure confidential information is 

not leaked before the launch date.  

Locating Content Online: The volume of content 

being uploaded to the web continues to grow as we 

rely more and more on the Internet for information 

sharing, customer engagement, research and 

communication. It has also become a primary sales 

tool and selling environment, providing an 

opportunity to showcase our products or services 

and attract buyers from around the world.  

Audience Measurement: In this new media world 

of insatiable content consumption, audience 

measurement is becoming more and more critical. 

Beyond the hard numbers of how many people are 

accessing a program, understanding who is 

watching, how they engage with the content, when, 

where and through which media is essential for 

content providers, advertisers and broadcasters to 

better tailor their offerings and maximize impact.  

Improved Auditing: Media content of all types - 

television, music, movies, etc. - continues to 

proliferate and make its way onto many new 

consumer devices as well as many sites across the 

internet. Digital watermarking applications for 

auditing give all members within the value chain the 

ability to verify usage to support highly accurate 

billing and contract enforcement.  

 

WATERMARKING ATTACKS  

There are various possible malicious intentional or 

unintentional attacks that a watermarked object is 

likely to subject to. The availability of wide range 

of image processing softwares made it possible to 

perform attacks on the robustness of the 

watermarking systems. The aim of these attacks is 

prevent the watermark from performing its intended 

purpose. A brief introduction to various types of 

watermarking attacks- 

Removal Attack: Removal attacks intend to 

remove the watermark data from the watermarked 

object. Such attacks exploit the fact that the 

watermark is usually an additive noise signal 

present in the host signal.  

Geometric attack: All manipulations that affect the 

geometry of the image such as flipping, rotation, 

cropping, etc. should be detectable. A cropping 

attack from the right-hand side and the bottom of 

the image is an example of this attack.  

Low pass filtering attack: A low pass filtering is 

done over the watermarked image and it results in a 

difference map composed of noise.  

Forgery attack: The forgery attacks that result in 

object insertion and deletion, scene background 

changes are all tantamount to substitution.  

Security Attack: If the watermarking algorithm is 

known, an attacker can further try to perform 

modifications to render the watermark invalid or to 

estimate and modify the watermark. In this case, we 

talk about an attack on security.  

Protocol Attack: The protocol attacks do neither 

aim at destroying the embedded information nor at 

disabling the detection of the embedded information 

(deactivation of the watermark). Rather than,  they 

take advantage of semantic deficits of the 

watermark‘s implementation.  

Cryptographic attacks: Cryptographic attacks deal 

with the cracking of the security. For example, 

finding the secret watermarking key using 

exhaustive brute force method is a cryptographic 

attack. Another example of this type of attack is the 

oracle attack [7]. In the oracle attack, a non-

watermarked object is created when a public 

watermark detector device is available. These 
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attacks are similar to the attacks used in 

cryptography.  

Active Attacks: Here, the hacker tries deliberately 

to remove the watermark or simply make it 

undetectable. This is a big issue in copyright 

protection, fingerprinting or copy control for 

example.  

Passive Attacks: In this case, the attacker is not 

trying to remove the watermark but simply 

attempting to determine if a given mark is present 

or not. Cox et al (2002) suggest that, protection 

against passive attacks is of the utmost importance 

in covert communications where the simple 

knowledge of the presence of watermark is often 

more than one want to grant.  

 

CONCLUSION  

In this paper we have presented various aspects of 

digital watermarking like overview, technique, 

attack and applications. Apart from it a brief and 

comparative analysis of watermarking techniques is 

presented with their advantages and disadvantages 

which can help the new researchers in related areas. 

We also tried to classify the digital watermarking in 

all the known aspects like robustness, host signal, 

perceptivity, purpose, watermark type, domain, 

detection process and use of keys. In this paper we 

tried to give the complete information about the 

digital watermarking which will help the new 

researchers to get the maximum knowledge in this 

domain. 
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