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There have been increase in the number of Unmanned Aerial Vehicles (UAVs) since the past decade. UAV is a vehicle 

with no pilot aboard equipped with weapon systems or surveillance systems. These can be controlled by operator, on the 

ground or fully autonomously, by onboard computers. Just as in other field of aviation, faults and failures are present in 

the operation of UAV. When faults occur, conventional systems may not be able to adapt resulting in instabilities or even 

mission failure. Hence there must be a system with capabilities which can withstand faults and failure without making 

cost of malfunction too great. To withstand these faults and failure, either redundant hardware or intelligent system 

program can be incorporated in the UAV. Since, Hardware-in-loop will add to more weight and complexity, therefore a 

fault tolerant program embedded in onboard computer of UAV is preferred. In this study, a software system is presented 

for the identified faults and failures that can occur during the operation of UAV and corresponding measures are 

implemented by onboard computer of UAV for the continuity of the mission and operation of the UAV. 

 

I.     Introduction 

In today’s information driven world, as compared with the previous two decades, the nature of securities has 

changed completely. New threats perception and rapid technological development bring a new doctrine called 

“preventive war”. This doctrine of self-defense has been extended to include the right to preemptive strikes if 

a significant and definite threat is imminent. 

It is more and more important to gather relevant information in order to access threats, separate hostile 

fighters from peaceful populations, and identify killing devices closely hidden among everyday activities. 

An unmanned aerial vehicle (UAV) is an unpiloted aircraft that is mostly used for such missions. The three 

D’s could characterize the mission of a UAV: Dull, Dirty and Dangerous. The unmanned nature of the 

concept presupposes that “the man” is the limiting factor in the success of certain missions. Removing pilot 

from the vehicle minimizes human requirement and maximizes the success rate for those three D missions. 

Moreover, a rough comparison of UAVs and manned aircraft’s peacetime costs show that UAVs require 

drastically less money and training with no crew risk. 

To summarize, mission completion is the most critical and challenging problem faced during operation of an 

UAV as it could be carrying vital information which needs to secured and gathered. Hence, it is necessary that 

the system keeps on working despite of some fault or failure with some degraded performance in the flight 

envelope. 

In real-time operations and mission critical scenario it is critical to detect, access, isolate and fix the faults and 

system failures that can occur during the flight.  

The aim of this study is  to develop a fault tolerant system for UAVs which can provide potential tolerance to 

faults, failures or damages to UAV component during flight with or without performance degradation so as to 

ensure continuity of the mission and safeguard of UAV. 

 

II.   Fault-Tolerant System 

A. Fault:“A fault is an unpermitted deviation of at least one characteristic property (feature) of the system 

from the acceptable, usual, standard condition.” 

 Based on definition, a fault refers to unusual behavior of the system, which shall not affect whole functioning 

of the system but may lead to failure eventually. It may be hidden or minor, and therefore be difficult to detect 

and corrected. 

For example, temperature of the engine. If the temperature of the engine crosses a certain value, there is a 

fault in the system. It may not affect the proper working of the engine but it may lead to damage of certain 

components of the engine and lead to breakdown. 
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For the sensors, deviation of the data from an acceptable value is considered to be a fault. Excessive noise, or 

wrong values are also categorized as sensor faults. 

B. Failure:  “A failure is a permanent interruption of a system’s ability to perform a required function under 

specified operating conditions.” 

Emerging from one or more faults, failure is an occurrence that eliminate functioning of the system in which it 

has occurred. An actuator in an UAV is used to deflect ailerons, rudder and elevator and in case it is not able 

to do that, it is declared to have failed and no longer in use. 

For control surfaces, there are 2 major types of failures. Control surface may become futile and float at mean-

moment position. It may also be fixed at some arbitrary position or extend to the maximum position and stay 

there. 

Lastly, there may be structural damage that are irreversible damage to the UAV structure like loss of aileron, 

rudder, elevator or a piece of UAV missing. 

C. Fault-Tolerant System: A fault-tolerant system have the potential to control the system even after one or 

more faults have occurred, or more unfavorably, one or more failures have occurred with degraded flight 

performance and reduced flight envelope. 

The decrease in the performance of the system is proportional to the severity of the fault. The capability to 

maintain operation even if the part of the system breaks down is called graceful degradation. 

 

III.     Fault Analysis of UAV System 

Faults and Failures in UAVs 

Faults and failures in UAV components include those affecting adversely the flight computer, actuators, 

sensors, engine or anything that pose a threat to the mission or the vehicle. The increase in utilization of 

UAVs is being accompanied by increase in failure rates. According to Washington Post investigation, number 

of U.S. military drones crashed all over the world has reached 400 since 2001. There need to be improved 

reliability as UAVs are integrated into commercial airspace. 

Let us look into the failure-critical components whose failing causes loss of the aircraft or in case of a sensor, 

a compromised mission. They generally have single point of failure. 

1. Flight Control Faults 

These are common faults that include control surface actuator getting struck at a particular point or not 

responding to the commands. Fault is distinguish from the failure as fault is a malfunction whereas a failure is 

complete loss of the system component. In such a case of actuator fault, aircrafts performance is reduced and 

instability is increased.  

2. Power / Propulsion Faults 

Power/Propulsion faults has been the primary cause of UAV failures. Power generation on most UAVs is 

same as with conventional aircrafts only difference lying in total output required in supplying the subsystems. 

There may be problem including system inefficiencies, requirement creeps, which lead to drain of power for 

propulsion purposes. Propulsion system have include a fault that could lead to insufficient thrust generation or 

engine shut down.  

3. Electronic Failures 

Electronics failures accounts for about 25% of the failures. Electronic system comprises of telemetry radio, 

flight computer, wireless modem, Pulse Width Modulation (PWM) chip. These are fairly sophisticated 

electronic been used in UAVs. There are several instances for electronics to fail. 

4. Communication Faults 

While communication technology is advancing there are factors that work against the communication system 

resulting in loss of signal with a UAV. This lead to degraded signal quality and strength, or loss of 

communication to ground. Largest contributor to communication fault revealed through examination is 

antenna drive malfunction. 

5. Sensor Faults 

Sensors fault can be classified into hard-over failures which are hazardous and relatively easy to detect, and 

soft-over failures, which are nonetheless critical and difficult to detect. Sensors faults may include loss of 

accuracy, freezing of values, combination of two values. These degrade the performance of the vehicle. 
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6. Information Flow Faults 

Each UAV is equipped with wireless receiver/transmitter and receive data packs from and to neighbor system. 

These communications are subjected to environmental attenuation and are unreliable. This incur temporary or 

permanent loss of information between two UAVs or between UAV and control crew. The mission can be 

jeopardized if link between vehicle and crew is not made. During flight, the loss of communication channel 

may occur due to fault in receiver/transmitter devices or sensor used to gather information. 

7. Battery Fault 

Battery overheating and low battery during operation was a failure mode observed which could lead to 

hardware malfunction as sufficient amount of charge is not available for proper working of the components. 

High temperature lead to overheating of connector which led to cutting off of power supply and thus 

hazardous results. 

8. Human Factor/Ground Control 

Humans are prone to errors. Human machine synergy is more challenging when human is on the ground. An 

anomaly can be defined as “deviation from normal behavior”. Vehicle may deviate from its intended 

trajectory and pose a threat of collision. Cause of such behavior can be due to pilot error or jamming of UAV 

by the hostile forces, thus team need to pay attention to such unexpected behavior. Pilot may interfere with the 

onboard autonomous control which lead to conflicts between the two and thus human error. 

9. Environmental Effects 

Degradation in the flight envelope may be result to bad weather conditions and effects. Environmental effects 

may include hurricane, high winds, blizzard, sand storm, and so on. In such cases, control of aircraft may be 

lost and result in loss. Thus, it is important to take into account these affect for safeguarding our UAV. It is 

also difficult to detect such conditions and respond effectively. 

 

IV.     Fault-Tolerant System Design 

Engine Fault-Tolerant Design 

Engine faults and failures are caused by mechanical faults in engine itself, such as oil leak, fuel control fault, 

release of oil in bleed air pipe, low oil pressure or high oil temperature. Single engine aircraft failure is very 

different from multi-engine aircraft failure. The fault tolerant system is designed in such a way in case of any 

engine fault that UAV would send SOS signal to the ground followed by emergency turn routing by giving 

commands to flight controls or switch to manual control mode as implemented by the ground pilot. In case of 

single engine UAV, it will deploy landing gear and land in situ. 

 

 
 

Fig.1. Flow diagram – Engine Fault Tolerant Design 
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Navigation Fault-Tolerant Design 

Navigation aid to the UAV in autonomous mode is given by its Inertial Navigation System (INS) or Global 

Positioning System (GPS). INS provide altitude and position information to electronic flight instrument 

system. A fault in navigation system leads to autopilot performing uncommanded flight maneuvers and 

erroneous data delivery to the system. The fault tolerant system design let navigation mode switch to GPS in 

case of INS failure while continuing the mission or in case of both mode failure, manual control and landing 

on site.  

Communication Fault-Tolerant design 
Communication failure in an UAV can be of two types, first, the data transfer from vehicle to ground is 

disrupted due to some reason, secondly, the link between UAV and ground control is lost. In case UAV is on 

ISR it is very important to retrieve data which is gathered by it. If UAV is not able to deliver data to the 

ground, fault tolerant system switches to saving data on an onboard storage device and in case of link loss, a 

link loss procedure is activated which aborts the mission and make it return to last known place on ground and 

fly towards it. 

 

 
 

Fig.2. Flow diagram – Navigation Fault Tolerant Design 

 

 

 
 

Fig.3. Flow diagram – Communication Fault Tolerant Design 
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Landing Gear Fault-Tolerant design 
Landing gear is a critical system which is not used during flight operations but still marks its importance 

during taxing, take-off and most importantly during landing. Fault tolerant system for landing gear allow use 

of parachute for landing as well as deceleration 

. 

 

 
 

Fig..4. Flow diagram – Landing Gear Fault Tolerant Design 

 

Battery Fault-Tolerant Design 

Not every subsystem of UAV works from power drawn from engines. Northrop Grumman RQ-4 Global hawk 

has endurance of 32 hours. In a scenario where UAV is flying for too long or battery level being low, 

insufficient charge to the components may lead to mission failure or loss of aircraft. Thus, it is important to 

determine battery percentage where inessential systems like EO/IR sensor, visible camera, anti-collision 

strobe lights, Ice detector, and Command data link can be shut down in order to save power and continuity of 

flight operations.  

 

 
Fig.5. Flow diagram – Battery Fault Tolerant Design 

 

Control surfaces Fault-Tolerant Design 

Flight control surfaces have been failed due to either hydraulics system failure or controls not working 

properly before take-off and becomes inoperative in bad weather condition. Without control surfaces aircraft 

can go into phugoid mode which is another challenge. Flight controls damage shall be caused by engine 

failure, pilot error, structural damage or explosion. Thus, in such case of failure. Fault tolerant system may 

switch to electric mode of control in case of hydraulics failure or switch to differential throttle technique in 

case of total control loss. 
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Fig.6. Flow diagram – Control Surfaces Fault Tolerant Design 

 

GUI-Based Simulation: Engine Fault simulation  

 

 
 

VI.     Inference  

New generation UAVs will be capable of completing their mission with not only increased efficiency but also 

with security and safety. The UAVs will be incorporated with systems that could monitor its health and take 

actions. Secure and dependable operation of UAV relies on following point: 

 Flight system must be robust and can withstand external disturbances. 

 Fault detection and tolerant system that could perform monitoring and remedial actions. 
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 Proper flight path optimization even with degraded performance. 

The fault tolerant system design thus proposed for the identified faults and failures that can occur during the 

operation of UAV is implemented and corresponding measures are discussed for the continuity of the mission 

and operation of the UAV. 

The graphical user interface helps better understand the action performed through change in flight parameters 

and easy triggering on fault conditions. 
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