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ABSTRACT

A sensor network may contain a large number of sensor 

nodes that are deployed at some inspected site. 

Deploying unshielded sensor nodes in the various hostile 

environments provides an adversary to capture, replicate 

and insert duplicated nodes in chosen network locations 

with some little effort. If the adversary compromises even 

a single node, it can replicate it indefinitely, and then 

spreads these replicas throughout the network for further 

malicious activities. Drawbacks in the existing schemes 

such as SPRT assume an uncompromised mobile node 

should move at speeds in excess of the system-configured 

maximum speed and localization error is carried out in 

the system. This assumption is reasonable in velocity-

exceeding strategy because each time maximum speed is 

exceeded by the mobile node, it will expedite the random 

walk to cross the upper limit and lead  the base station to 

accept  the alternate hypothesis that the mobile node has 

been replicated. On the other hand, each time the 

maximum speed of the mobile node is not reached, it will 

expedite the random walk to  cross the lower limit and  

lead  the base station  to accept  the null hypothesis that 

mobile node has not been replicated. This proposed 

system overcomes these drawbacks by the following 

techniques, challenge-and-response and encounter-

number approaches. The challenge-and-response 

techniques describes that the source node generates 

random number and request the encounter node. After 

getting response from the encounter node, source node 

will decide whether the encountered node is genuine 

node or replica node. The encounter- number techniques 

compares the expected number of encounters of each 

node (threshold) with actual number of encounters of 

each node within the fixed time interval of length.  
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1. INTRODUCTION 

A sensor networks could be deployed in a hostile region to perform critical missions. This allows a situation 

where the adversary can compromise one sensor node fabricate many replicas having the same identity from 

the captured node, and place these replicas back into strategic positions in the network for further malicious 

activities. This is called as the node replication attack. Since the credentials of replicas are all genetic copy of 

the captured nodes, so the replicas can be considered as the genuine members of the network, making 

detection is difficult. Previous node replication detection schemes depend primarily on centralized 

mechanisms with single points of failure, or on neighborhood voting protocols that fail to detect distributed 

replications. So the proposed system uses an efficient algorithm to overcome the problem of the replica 

attacks in the sensor networks.  

 

 2. EXISTING SYSTEM 

The mobile replica detection scheme is based on the Sequential Probability Ratio Test (SPRT). In SPRT, an 

uncompromised mobile node should move at speeds in excess of the system-configured maximum speed. Due 

to mobile node’s speed is over the maximum speed, it is then highly likely that at least two nodes with the 

same identity are present in the network. The base station makes continuously receives a stream of the 

estimated speeds of a specific node and checks if there is a node appearing at two distant locations with a 

velocity exceeding the predefined limit. Based on the decision principle of SPRT, the base station can make 

an accurate decision on whether the node under consideration is a replica even though some of the measured 
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speeds are erroneous. The major drawbacks of the system are the detection of replica accuracy could 

significantly drop because the genuine node (the replica) may be falsely regarded as the replica (genuine 

node). In SPRT, localization and time synchronization errors affect the detection accuracy.  

 

3. PROPOSED MODEL 

 

 

Figure 1. Block Diagram 

 

The main proposal of the localized algorithm is to ensure better performance in the core of the sensor network. 

Two localized algorithms, XED and EDD, are proposed in mobile sensor networks. The XED (Extremely 

Efficient Detection) algorithm relies on the challenge-and-response techniques; it describes the sensor nodes 

are within the communication ranges of each other. The XED algorithm generates the random numbers for 

each sensors node, and then exchanges their generated random numbers for communicating any sensor nodes. 

It also uses a table to record the node ID, the generated random number, and the received random number in 

their respective memory. The pair of two sensor nodes met before, the above procedure is also performed such 

that the random number stored in the memory is replaced by the newly received random number. After 

receiving the random numbers from the encounter node, the source node checks, if the encounters of random 

number is being generated by the last time. If it matches of the encounters of random number, it will be 

considered as the genuine node; otherwise it is known as replica nodes. In EDD (Efficient Distributed 

Detection) algorithm, the source node encounters to a specific node in a given period of time (without replica). 

But if the source node encounters the replicas with the same ID, it should be larger than a threshold value 

within given time interval. According to these observations, if each node can categorize between these two 

cases, each node has the ability to identify the replicas. In proposed localized algorithm, each node can 

communicate with only its one-hop neighbors. This characteristic is helpful in reducing the communication 

overhead. The XED and EDD algorithms can identify replicas with high detection accuracy. 

 As the senor nodes are energy constraint nodes, they must take action to save their energy as far as possible. 

The energy is saved in the two phases are there. I) Transmission range selection phase II) Transmission range 

adjustment phase. At end of the initial state, transmission range selection phase is executed. After node 

entered into normal state, transmission range adjustment phase is executed. Sensor node reduces its maximum 

transmission range in order to reach the extreme neighbor for saving energy before sending the first packet. 
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When node energy is low, if the nodes still use the initial transmission range, energy will be worn out rapidly. 

For nodes long lifetime and for decreasing the speed of energy consumption the transmission range of the 

node must be reduced. So the sensor node must readjust the transmission range when remaining energy 

reaches below a threshold. Thus our proposed protocol saves energy, and prolongs the lifetime of node. 

 

4. NETWORK ARCHITECTURE 

Here nodes move within the network based on Random Waypoint model (RWP model). The network might 

contain any number of nodes and any suitable topology can be implemented. The channel interface type can 

be either physical or wireless physical in nature. The MAC type is IEEE 802.11 where the application works 

on constant bit rate (CBR). An Omni directional antenna with two ray ground propagation technique is used. 

The overall architecture is based on OSI model. 

The sensor network consists of nodes with unique IDs. The communication is assumed to be symmetric in 

nature. In addition, each node is assumed to broadcast a beacon containing its ID to its neighbours 

periodically. After the nodes are deployed to the sensing field, the time is divided into time intervals of equal 

length T as, T1, T2, etc. Each node randomly chooses a destination point in the sensing field, and then moves 

towards it with a particular velocity. After reaching the destination point, the node waits for a random period 

of time and then starts moving again. 

 

5. ATTACK SCENARIO 

The security of a sensor network is examined by considering that the attacker has the ability to secretly 

capture a limited number of genuine sensor nodes. Since the attacker can capture most or all of the nodes in 

the network, it can obviously change or damage any protocol running in the network. Having captured these 

nodes, the attacker can employ any kind of arbitrary attacks on the nodes to excerpt their private information. 

For example, the attacker might read the cryptographic information from the memory of any genuine node. 

The attacker can clone the node by loading the node’s cryptographic information onto multiple collective 

sensor nodes. As the sensor networks are designed to facilitate ad hoc deployment, these clones can be easily 

infused into arbitrary locations within the network. So it allows all the nodes under the attacker’s control to 

communicate and co act, but makes the simplifying assumption that any cloned node has at least one genuine 

node as its neighbour. 

 

6. XED IMPLEMENTATION 

In Challenge-and-response techniques, if a source node meets another node at an earlier time, it sends a 

random number to that sensor node at that time. When the same pair of nodes meets again they can ascertain if 

this is the node met before by requesting the random number and by comparing with their IDs. XED is 

implemented in two steps: an offline step and an online step. The offline step is executed before sensor 

deployment whereas the online step is executed after deployment [1].  

6.1 Offline step 

 A security parameter b and a cryptographic hash h() function are stored in each node in addition to two arrays 

of length n, which keeps the record of received random numbers and the materials used to check the 

legitimacy of the received random numbers along with a set representing the nodes having been blacklisted by 

the source node. Both the arrays are initialized to be empty.  

6.2 Online step 

When the source node meets the sensor node for the first time, it randomly generates a value α [1, 2b-1] and 

computes h(α) and sends it to the respective sensor node and stores the value of α in the array. The same 

procedure is followed by the sensor node. 
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Figure 2. Block diagram of XED Implementation 

 

7. EDD IMPLEMENTATION 

The maximum number of times the source node encounters a specific node should be limited with a high 

probability in a fixed period of time, while the minimum number of times that encounters replica with same 

ID should be larger than a threshold value during the same time period. Hence if each node can differentiate 

between the above conditions then it has the ability to identify the replicas. EDD assumes that the replicas can 

collude with each other. The EDD scheme is composed of two steps: an offline step and an online step. The 

main objective is to calculate the parameters including the length T of the time interval and the threshold 

value [1], [6].  

7.1 Offline step 

 The array of length n is used to store the number of encounters with every other node in a given time interval. 

An intrinsic assumption is made for the calculation of the threshold value that the random variables 

representing the number of encounters with the genuine nodes and replicas are Gaussian distributed.  

 
Figure 3. Block diagram of EDD Implementation 

 

8. ENERGY EFFICIENT PROTOCOL 

The energy efficient  protocol is implemented in two phases: Transmission range selection phase and 

Transmission range adjustment phase. At the end of the initial stage, transmission range selection phase is 

executed. As the node enters the normal state, transmission range adjustment phase is executed. 
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Sensor node reduces its maximum transmission range in order to reach the extreme neighbour for saving 

energy before sending the first packet. When the node energy is low and if the node still uses the initial 

transmission range, then energy will be overused. For decreasing the speed of energy consumption the 

transmission range of the node must be reduced. Hence the sensor node must readjust the transmission range 

when the energy reaches below a threshold level. 

8.1 Transmission range selection phase 

 Higher range of communication can be achieved by increasing the power of transmission. Typically nodes 

will have the transmission power that is much higher than power required for covering the distance between 

the node and its extreme neighbor. This in turn leads to the wastage of energy which reduces the lifetime of 

the sensor nodes. Firstly a node will send hello packets to its neighboring node  and collects the information 

from the neighboring node and then finds out the distance from each other. Now it selects the maximum 

distance from the calculated distance and set that distance as the initial transmission range.  

8.2 Transmission range adjustment phase 

 After the communication has begun, energy will be reduced in each node. If the node still uses the same 

transmission range for a long time, its energy will be completely drained and it cannot involve in further 

communication process. In order to prevent the node from such a situation, transmission range readjustment 

phase is executed in which node’s transmission power is reduced. This will lead to i) reduction of 

transmission range ii) Reduced energy consumption iii) decrease in the number of neighboring nodes iv) 

increase in the lifetime of the node. Therefore, transmission range must be adjusted based on coverage value 

required and also based on the residue energy, and the time taken for communication. The energy consumed 

by the energy saving protocol is found to be much lower than that of the energy consumed by XED and EDD. 

 

9. SOFTWARE REQUIREMENTS 

Software    : Cygwin 

Simulator    : NS version 2 

Language    :   TCL and AWK script 

Operating System   : Windows XP\2000 

 

Table 1. Simulation parameters 

SIMULATOR Network Simulator 2 

NUMBER OF NODES Random 

TOPOLOGY Random  

INTERFACE TYPE Phy/WirelessPhy 

MAC TYPE 802.11 

QUEUE TYPE Droptail/Priority Queue 

QUEUE LENGTH 200 Packets 

ANTENNA TYPE Omni Antenna 

PROPAGATION TYPE Two ray Ground 

TRANSPORT AGENT UDP 

APPLICATION AGENT CBR 

SIMULATION TIME 50seconds 
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10. RESULTS 

10.1 Performance Evaluations  

The effectiveness of the proposed protocol is analyzed by comparing with the existing SPRT technique. The 

following parameters are used for evaluation as follows . 

Detection Accuracy: It represents the false positive ratio and false negative ratio of the detecting algorithms. 

It is the ratio of falsely considering a genuine node as a replica and vise versa.  

Detection Time: It give the average time (number of moves) required for a genuine node to add a replica’s ID 

into the blacklist array.   

Computation Overhead: The number of operations required for each node to be executed per move. It 

accounts for the number of records required for each node to be transmitted.  

 

Figure 4.  Detection time of EDD 

 

Figure 4. shows the graph of the detection time taken by the EDD algorithm to locate and phase out the 

replication in a sensor network with 60 nodes.  

The time taken by the EDD algorithm is 32 seconds to find the replicas in 60 nodes which is more effective 

while comparing with the existing techniques that takes the same time to locate the replications in 20 nodes. 

 

Figure 5. Detection time comparison 
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Figure 5 reflects the graph that compares the detection time taken by the XED algorithm and EDD algorithm 

in detecting the replicas. The time taken by the existing algorithms in detecting the replica nodes within 20 

sensor nodes using XED is 34 seconds and with EDD it is 32 seconds. Whereas in the proposed model, using 

localized methods of XED and EDD algorithms within a network of 60 nodes, the time taken is found to be 34 

seconds and 32 seconds respectively. 

 

Figure 6. Communication over head comparison 

 

Figure 6 shows the comparison of the communication overhead packets delivered by the existing system with 

20 nodes and our proposed technique with 60 nodes using XED and EDD algorithms.  

 

CONCLUSION AND FUTURE WORK 

The proposed algorithms for mobile sensor network efficiently and effectively meet the performance 

evaluating parameters by reducing the need for network wide time synchronization and providing network 

wide revocation avoidance. From the simulation results and the obtained graphs of network simulator version 

2, we conclude that by implementing energy saving protocol along with the localized algorithms XED and 

EDD, energy is efficiently used by the sensor nodes in detecting the replication attacks.  

The future works include the increase in data rates between the sensor nodes without increasing the power 

consumed by the sensor nodes.  
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