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ABSTRACT 

The objective of this article is to address the features of Internet of Things. The promising paradigm of this approach is 

the integration of technology with wired and wireless sensor networks, communication protocols and bright smart 

objects. Apart from focusing the Internet of Things vision and its emerging applications in this paper, however, major 

issues faced by the research community on Internet of Things are discussed in detail. 
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INTRODUCTION 

Internet of Things (IoT) is defined as the scenario of devices connected to the network for 

communication with less human interaction and intervention. IoT uses different communication 

models, like Cloud-to-Device, Device-to-Device, Device-to-Gateway and Sharing-Database. In 

1999, the term “Internet of Things” was first devised by technologist Kevin Ashton. Figure 1 shows 

the example of interconnected networks in IoT depicted from [1]. The interconnected system 

includes vehicle, asset, person, pet, agriculture automation, energy consumption, security and 

surveillance, building management, telemedicine and health care, smart homes and cities, everyday 

things, machine-to-machine communication, wireless sensor network and embedded mobile. 

 
Fig 1: Interconnected networks in IoT 

The term “things” in Internet of Things refers to a physical object or entity with a unique identifier 

and an embedded system with the capability of transferring the data over the network [2]. Intel’s 

prediction on IoT is summarized from [3]. It includes intelligent devices, authenticated sharing of 

data and to deliver the end-to-end customer value. Figure 2 shows the Intel’s vision on IoT. 
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Fig 2: Intel’s vision on IoT 

McKinsey Global Institute listed the “settings” range for IoT applications [4]. Table 1 shows the 

“settings” for IoT applications. Due to the advent of connected devices over the Internet, there is a 

significant raise in the Internet traffic too. According to the Cisco’s forecasting, there will be an 

increase in Machine-to-Machine connections from 24% to 43% in the years 2014 and 2019, 

respectively. 

Table 1. Settings for IoT Applications summarized from [4] 

Settings Description 

Human Monitor the health issues 

Home Security systems 

Retail Environments Provides self-checkout and inventory optimization 

Offices Deals with energy management and security 

Factories Optimizes equipment usage, operating efficiency and inventory 

Worksites Predicts safety and maintenance 

Vehicles Usage-based design and maintenance 

Cities Monitor environment, Smart traffic control and resource management. 

Outside Tracks airways and roadways with real-time routing 

  

Rest of the paper is organized as three sections, namely, the study of IoT-based domains, conclusion 

and future scope. 

 

APPLICATION DOMAINS OF IOT 

This section deals with the exploration of IoT-based applications in the real world scenario. 

Srinivas and Vanithamani [5] proposed an automated library management system using RFID and 

GSM module. The automation process includes borrowing, renewal, return, stock maintenance and 

mishandling of library holdings. Passive 125KHZ RFID tags were used to identify the books and 

articles in the library. For quick and efficient processing, the RFID readers were equipped with 
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circulation counters, library and classroom entrances and reference section. Users will get updated 

notification in their mobile phones about their transaction with the help of GSM module. The major 

advantage of this system is the automation of library processes with low cost. 

Brain, Arockiam and Malar Selvi [6] proposed an IOT based Library Management System using 

Neat Fietal Communication (NFC) tags and Local Positioning System (LPS). Apart from automating 

the library activities, this method imposed authentication through fingerprint recognition. Even 

though LPS based approach helped the user in locating the book rack, lacks in identifying the exact 

location of the required book or article.  

Viswanath et al [7] proposed an IoT based model to monitor the soil moisture and temperature 

parameters in a Green House System. Soil moisture was sensed at regular intervals and reported to 

concern application. The moisture content in the ground, for example, dry, semi-dry and wet cases, 

were discussed by the sensed data and necessary action was planned accordingly. 

Sreekanth and Nitha [8] proposed an IoT-based health care system to monitor the patient’s 

healthiness. Under energy scenarios, the wearable devices connected to the patient convey the 

compelling message to the concerned doctor and family members. Henceforth, the immediate action 

saves the patient’s life. Some of the IoT-based smart healthcare sensors includes ECG sensor, body 

sensor, blood pressure sensor, heart rate sensor, an activity sensor, light sensor, room temperature 

sensor, and environment sensor. 

Takpor and Atayero [9] proposed an eHealth solutions based on IoT to monitor the student’s health 

care. During the enrollment process at Universities, Electronic Medical Records (EMR) were created 

with the necessary details (such as their bio-data, medical history, diagnostic records with results, 

blood pressure and vital signs) and linked with concern RFID tags. During the emergency cases, the 

healthcare information stored in the RFID tags assists the doctors to explore more about the patient’s 

history and corresponding medical assistance can be sought. Most importantly, integrated IoT-based 

eHealthcare systems lead to quick diagnosis and fast recovery process. 

Karthikeyan et al [10] proposed an attendance based intrusion detection system. This approach dealt 

with developing an attendance monitoring system for educational institutions and organizations to 

detect intrusions in the restricted areas. A Passive Infrared (PIR) sensor was used to detect the human 

or motion in the particular range. The RFID sensor (Mifare RC522) was used to identify the Unique 

Identification (UID) of any RFID tag.  Raspberry Pi B+ governs the communication between the 

peripherals. The camera would be activated if no cards were placed within two seconds and termed 

as “intruders.” 

Sahoo and Sharma [11] proposed RFID-based Central Library Management (CLM) system. The 

various services in the CLM include OPAC, Self Check-in / Check-out, Self-Renewal of Books, 

Electronic Book Drop and access to publications through I-Portal. In this method, users can borrow 

and return the books if they are having a smart library card and a PIN. Various modules in this 

approach were tagging station; users self check-out station; book drop box, and antitheft security 

gates. RFID tags placed in the library materials were used to read the barcode and allow automatic 

check-in and check-out processes. Most promptly, the RFID Security gates installed at entrance(s) 

checks all the items before leaving the library to provide authentication and security issues. 

Praveen Kumar and Mani Kumar [12] proposed attendance monitoring system using cloud 

spreadsheets. Control became comfortable with RFID tag for identifying each student and their 

profiles too. Every user has to swipe the RFID cards in the RFID readers placed at library entrance. 
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Once accessed by the RFID reader, Short Message Service (SMS) alert will be sent to the mobiles 

using GSM module. MFRC522 supports contactless communication, and WIFI connectivity was 

backed by CC3200 launch pad, which makes safer and less overhead of taking attendance by calling 

each person names. 

Sree Lakshmi and Sree Gowri [13] implemented RFID technology-based library management 

system. In this system, each student was provided with login and password to access the library’s 

web portal. During each and every transaction, user’s id-card and book tags were scanned and 

penalty (if applicable) might be raised. By showing the RFID-based id-card to RFID reader, the 

student can lend/return books. During the return/renewal of books, the user just needs to pass the 

RFID reader, so that, the database was updated automatically. Hence, managing and automation 

were made easy, but the details in the database should be updated accurately. 

Ankit Kumar and Rama Krishna [14] proposed intelligent book conveyor using RFID technology. 

RFID reader connected with the computer was used to update the transactions. While issuing the 

book to the users, it was added to the database and whenever the book was returned, it was updated 

in the library database. However, the efficiency of the method was determined by the quality of the 

RFID tags used to identify the book materials. 

Basavaraju [15] proposed an IoT-based automatic and smart vehicle parking system. The 

components of this approach include centralized server, camera, navigation system, display devices 

and user interface. Once the surrounding area was captured, the administrator marks the available 

and allotted parking slots in the server and concern clients were serviced with appropriate results, 

while surfing the parking area. System administrators were provided with sufficient rights to add, 

update and remove the availability of parking area. Integrating the IoT with smart parking system 

greatly influenced in finding the free slots for parking with less fuel consumption and carbon 

footprints. 

Joseph [16] proposed a wireless based RFID technology for automatic identification of library books. 

RFID system is used to store and update the information about books transactions. RFID reads 

information from tags through radio waves. RFID software makes the interaction between library 

management system and RFID components. The user could use the self-check-in/self-check-out 

stations for various book transactions such as lend, renewal and return process. Even though the 

RFID-based library operations resulted in favorable and quick processing, maintenance of such 

RFID technology becomes vulnerable. 

Mamdapur and Rajgoli [17] implemented library management system based on RFID technology. 

RFID tag is programmed to store the book information. This method was equipped with various 

modules, like self-check-in/self check-out station, book drop reader, exit sensors and so on. The 

efficiency of this approach lies in scanning the books in the shelves without removing or searching 

for a particular book. Book drop-in and drop-out station make the automatic lend and return process 

thereby decreasing the manual power. Moreover, advantages of RFID-based library management 

includes rapid information management, assistance in searching, utilizing statistics for serials, 

automated material handling, sorting, guiding and personal service. Surprisingly, RFID-based 

applications suffer from the serious issues like sensor maintenance, high-cost RFID, privacy invasion 

and tag collisions. 

Jay Kumar and Blessy [18] addressed on securing the communication during the online transactions. 

This method adopted “access password” and “kill password” approach to provide additional security, 
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confidentiality and authentication. Each product is equipped with Electronic Product Code (EPC) 

with 96 bits of data, like manufacturer details, product name, product details and retailer outlets. As a 

result, RFID and IoT-based transaction yield secure and smart communications. 

Mathew et al [19] proposed an IoT-based surveillance method for quick recovery from diseases. 

While examining the patient’s health issues, their medical history was updated in the central server. 

Collecting and storing such data was used to analyze and identify the symptoms and signs of chronic 

diseases. Authors concluded that integrating RFID and IoT with healthcare would result in timely 

accurate decisions, maintaining sufficient stocks of medicines and a therapeutic approach for an 

additional rise in death toll rate due to under-reporting cases. 

 

CONCLUSION AND FUTURE SCOPE 

There is no doubt that IoT has added a new dimension to the living being by communicating among 

smart objects. Thus making the communication among any media and anything at anywhere and 

anytime was plausible. Moreover, the paper emphasized on the applications of IoT and focused on 

the future research domains of IoT. Most importantly, the major fields of IoT yet to explore include 

privacy, security, interoperability standards, legal rights and emerging development. Indeed, we 

believe that, in the forthcoming years, these issues will be sorted out by the research groups from 

academia and industries. 
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