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Abstract—Data sharing is an important functionality in 

a cloud storage. We propose a searchable encryption 

using key aggregate for data sharing in cloud storage. In 

this if user wants to access some information, data or 

files in cloud storage then the user send request to the 

authorized person. Then authorized person send one 

registration form to the user. The user fills the 

registration form and send to the authorized person. 

Then the authorized person checks which type of  access 

like public or private information or files. If user  wants 

to access public information or files then they can 

directly search in cloud storage and access data or 

information. In this user can not modify and delete data 

on cloud storage, users can only view and download 

these data. In the other hand, if the user wants to access 

private Information in cloud storage, then the authorized 

person sends the aggregate key to the user through an E-

mail. In this we provides features like Integrity, Security, 

Encryption, Decryption and Searchable encryption. If  

the authorized  person sends  key to user to access the 

information or file and  if user  share these key to 

another user. In such a situation we provide OTP and 

time stamp for extra level of security. 

 

1.INTRODUCTION 

Cloud storage has emerged as a conforming 

solution for providing ubiquitous, user convenient, 

and on-demand accesses to large amounts of data 

shared over the Internet. Today, lots of users are 

sharing personal data, such as photos and videos, 

with their friends through social network 

applications based on cloud storage on a daily basis. 

Business users are also being impressed by cloud 

storage due to its various benefits, including lower 

cost, greater activity, and better resource utilization. 

However, while enjoying the convenience of 

sharing data via cloud storage, users are also 

increasingly concerned about inadvertent data leaks 

in the cloud. Such data leaks, caused by a malicious 

adversary or a misbehaving cloud operator, can 

usually lead to serious non-observance of personal 

privacy or business secrets (e.g., the recent high 

profile incident of celebrity photos being leaked in 

iCloud). To address users’ concerns over potential 

data leaks in cloud storage, a common approach is 

for the data owner to encrypt all the data before 

uploading them to the cloud, such that later the 

encrypted data may be retrieved and decrypted by 

those who have the decryption keys. Such a cloud 

storage is often called the cryptographic cloud 

storage [6]. However, the encryption of data makes 

it challenging for users to search and then 

selectively retrieve only the data containing given 

keywords. A common solution is to employ a 

searchable encryption (SE) scheme in which the 

data owner is required to encrypt potential 

keywords and upload them to the cloud together 

with encrypted data, such that, for retrieving data 

matching a keyword, the user will send the 

corresponding keyword trapdoor to the cloud for 

performing search over the encrypted data. 

Although combining a searchable encryption 

scheme with cryptographic cloud storage can 

achieve the basic security requirements of a cloud 

storage, implementing such a system for large scale 

applications involving millions of users and billions 

of files may still be hindered by practical issues 

involving the efficient management of encryption 

keys, which, to the best of our knowledge, are 

largely ignored in the literature. First of all, the need 

for selectively sharing encrypted data with different 

users (e.g., sharing a photo with certain friends in a 
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social network application, or sharing a business 

document with certain colleagues on a cloud drive) 

usually demands different encryption keys to be 

used for different files. However, this implies the 

number of keys that need to be distributed to users, 

both for them to search over the encrypted files and 

to decrypt the files, will be proportional to the 

number of such files. Such a large number of keys 

must not only be distributed to users via secure 

channels, but also be securely stored and managed 

by the users in their devices. In addition, a large 

number of trapdoors must be generated by users and 

submitted to the cloud in order to perform a 

keyword search over many files. The implied need 

for secure communication, storage, and 

computational complexity may render such a 

system inefficient and impractical. 

 

2. LITERATURE SURVEY  

Attribute Based Encryption for Fine Grained Access 

Control of Encrypted Data” presented a technique 

called Key-Policy Attribute Based Encryption . 

Sahai and Waters, “Fuzzy Identity-Based 

Encryption” presented a new type of identity-based 

encryption that called fuzzy IBE.  

i. EXISTING SYSTEM 

Traditional way-To enforce the access control 

Unauthorized user Expose data  

The costs and complexities involved generally 

increase with the number of the decryption keys to 

be shared. 

The encryption key and decryption key are different 

in public key encryption.  

 

 

• Cloud 

• Public & private 

• Searchable Encryption 

• Privacy 

• Integrity 

• Encryption And Decryption 

 

Considering data privacy, a traditional way to 

ensure it is to rely on the server to enforce the 

access control after authentication, which means 

any unexpected privilege escalation will expose all 

data. In a shared-tenancy cloud computing 

environment, things become even worse. Data from 

different clients can be hosted on separate machines 

but reside on a single physical machine. Data in a 

target could be stolen by instantiating another co-

resident with the target one. Regarding availability 

of files, there are a series of cryptographic schemes 

which go as far as allowing a third-party auditor to 

check the availability of files on behalf of the data 

owner without leaking anything about the data, or 

without compromising the data owner’s anonymity. 

Likewise, cloud users probably will not hold the 

strong belief that the cloud server is doing a good 

job in terms of confidentiality. A cryptographic 

solution, with proven security relied on number-

theoretic assumptions is more desirable, whenever 

the user is not perfectly happy with trusting the 

security of the or the honesty of the technical staff. 

These users are motivated to encrypt their data with 

their own keys before uploading them to the server. 
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Searchable Encryption 

Generally speaking, searchable encryption schemes 

fall into two categories, i.e., searchable symmetric 

encryption (SSE) and public key encryption with 

keyword search (PEKS). Both SSE and PEKS can 

be described as the tuple SE= (Setup, Encrypt, 

Trapdoor, Test): 

 

_ Setup(1_): this algorithm is run by the owner to  

set up the scheme. It takes as input a security 

parameter 1_, and outputs the necessary keys. 

_ Encrypt(k;m): this algorithm is run by the owner 

to encrypt the data and generate its keyword 

ciphertexts. It takes as input the data m, owner’s 

necessary keys including searchable encryption 

key k and data encryption key, outputs data 

ciphertext and keyword ciphertexts Cm. 

_ Trpdr(k;w): this algorithm is run by a user to 

generate a trapdoor Tr for a keyword w using key k. 

_ Test(Tr, Cm): this algorithm is run by the cloud 

server to perform a keyword search over encrypted 

data. It takes as input trapdoor Tr and the keyword 

ciphertexts Cm, outputs whether Cm 

contains the specified keyword. 

For correctness, it is required that, for a message m 

containing keyword w and a searchable encryption 

key k, if (Cm Encrypt(k;m) and Tr 

Trpdr(k;w)),then Test(Tr, Cm)=true. 
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