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Abstract
Nowadays the digital image plays an important role in
human life. Due to large growth in the image processing
techniques, with the availability of image modification
tools any modification in the images can be done. These
modifications cannot be recognized by human eyes. So
Identification of the image integrity is very important in
today’s life. Contrast and brightness of digital images
can be adjusted by contrast enhancement. Another type
of modifications include copy and paste tyepe, in which
some partbof one image is copied and pasted to another
image. Here in this topic contrast enhancement
technique is used which aimed at detecting image
tampering has grown in different applications area such
as law enforcement, surveillance. Also with the contrast
enhancement, we propose an improved 3D lighting
environment estimation method based on a more general
surface reflection model. In this we are dealing with the
light direction angle.
Also we intend to use face detection method to detect the
face existence and 3D lighting environment estimation to
check originality of human faces in the image.
Keywords: Forgery detection, contrast enhancement,
light, reflection, copy and move.

1. INTRODUCTION
With the rapid development of digital media editing
techniques, digital image manipulation becomes
rather convenient and easy. Currently, image
forgeries are widespread on the Internet and other
security-related applications such as surveillance
and recognition that utilize images are therefore
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impacted. With the new advancement of
technology, availability of fast and powerful
computing devices and extremely powerful digital
image processing tools such as Adobe Photoshop
and Freehand, it is very easy to manipulate, forge or
tamper digital image without leaving any obvious
clue. An image can be tampered in various ways:
deleting or hiding a segment in the image, adding a
new object in the image and misrepresentation of
image information. To circumvent such a problem,
digital forensic techniques have been proposed to
blindly verify the integrity and authenticity of
digital images.
In our daily life, we see things which are not always
what we think they usually look like. It is just
because we believe something to be true does not
necessarily means it is true. It is also just because
we do not believe something does not mean that it is
not true. Authenticity is the basic requirement to
believe what we see is that the data, which may be
image or video.
2. PROPOSED SCHEME
In existing system, two contrast enhancements
based algorithms have been proposed. These
algorithms based on histogram bins and peaks
analysis. Parallel approach used to increases the
performance of the system. Zero height gap bins,
measures are exploited as identifying features. Here
global contrast enhancement detection algorithm,
works well for previously Jpeg compressed images
with medium and low quality factor. It means that
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image enhancement techniques are applied after the
Jpeg compression strategy. Prior works for
composition detection fails to identify which type of
manipulation was enforced. But composite
detection method identifies the manipulation using
the similarity values. Splicing attack more or less
similar to move and- paste attack. Both techniques
modify the certain region of image. But move-andpaste attack uses portion of the original image as its
source image. i.e. the source and destination of the
modified image originated from the same image.
This algorithm also identifies the splicing attack.
Disadvantage: The process can detect smaller
forgeries and the process needed to improve for
spatial resolution. There is need of improvement for
facial images since in face images the similarities
were difficult to identify since the face skin tones
and the textures were similar.
In this proposed system, original image and
modified image have been taken as input for
detecting forgery portion. Histogram is one of the
most important parameter to check contrast of an
image. So, histogram of both the images is
calculated. Both the histograms are compared. If the
difference between both histogram is zero then we
can conclude that the image is original or else it is
forged. In second tier of the system we will use face
detection algorithm for detecting face. If image
consist of face then 3D lighting technique is applies
to check forgery. Then performance is analysed for
effective accuracy. The calculated performances
indicate that the proposed method is capable for the
identification of copy move forgery in the images
with greater accuracy.
Advantages
The process can be able to identify the copy move
regions in the images more effectively due to the
two stages matching of the images. As the input
image is verified twice in two tier for forgery
detection, it can achieve more accurate results. Also
the system can work for other type of image
forgeries. Even if the modified image is not of copy
and paste type then also our system can detect
originality of image.
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Figure 2.1 Flow Diagram For Proposed System

3. RESULTS
In this I propose a system for detecting originality
of image that is to check whether the input image is
forged or original. This can be achieved by
matching contrast and 3D lighting effect of an
image.
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brightness is changed so image is modified. So,
result shows image is forged.

Figure 3.1 : Basic GUI of the System
Figure 3.4: GUI for Tier 2

Figure 3.2: Input Image (a)
Figure 3.5: Face Detection

Figure 3.2: Input Image (b)

Figure 3.3: Results of Tier 1
In figure 3.2 (a) and (b) input image and its
reference image is considered. Then it is checked
for contrast enhancement. As seen in figure the
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Figure 3.6: Result for Tier 2
As shown in figure 3.4 we will input image and will
check it for face detection as shown in figure 3.5.
this face is checked for lighting direction and other
background part is also checked for lighting
direction. As it is same conclusion is image is not
forged.
4. CONCLUSION
Images are effective means of natural
communication for humans due to their immediacy
as well as the easy way of understanding the image
content. The contrast enhancement technique is
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typically used to adjust the global brightness and
also the contrast of digital images. Malicious users
may perform contrast enhancement locally for
creating composite image which looks like real
image. Thus, it is important to detect contrast
enhancement for verifying the originality and even
the authenticity of the digital images.
In this system of forgery detection will be
performed in 2-tiers. In first tier contrast of an
original and forged image is checked. Based on the
contrast matching image is judged for forgery. If
image has human face, then in the second tier
human face is checked for forgery that whether the
face is original or forged. This will be achieved by
using 3D lighting effects. This 2-tier forgery
detection will be capable for the identification of
copy move forgery in the images with greater
accuracy. Even this system will work for other type
of foregeries like smoothing, sharpening of image,
colour change of image etc.
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