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Abstract 

Advance Encryption Standard Algorithm is the preferred 

algorithmic rule for data encryption because it is 

enforced in numerous embedded processors and smart 

cards. 

        This paper presents the AES algorithm 

implementation in C language for 32 bit processor based 

on SPARC architecture i.e. Leon3 processor and 

optimization of code to reduce memory and increase 

performance. To compile the algorithm BCC compiler is 

used which targets into leon3 processor. 

Keywords: Memory Optimization, AES, Leon3 
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1. Introduction 

Embedded system has widely being in use now a 

day, starting from the development of cell phones, 

PDAs, media devices and electronic smart cards. 

Due to this a robust data security algorithm is 

required to protect user’s information and allow 

secure communication.  Limited number of 

resources is available in terms of power, memory 

and energy that being utilized in embedded systems 

so it is necessary that the overhead of algorithm is as 

small as possible. The Advance Encryption Standard 

(AES) algorithm is the most admired and provides 

best solutions to data security. To implement 

encryption algorithm for secure communication and 

information handling it requires a lot of embedded 

system this could increase burden on constrained 

devices and computational cost. To diminish this 

above constraints one tradition approach is to 

offload the host processor by integration of 

cryptographic dedicated coprocessor but this will 

lead to additional hardware cost. An alternative 

solution to coprocessor is the optimization of code 

into hosting processor with the intention to better 

support encryption computations. 

AES is a symmetric key algorithm. Joan Daemen 

and Vincent Rijemen developed this algorithm. It is 

also called Rijndael algorithm [1, 2]. AES has 

replaced DES and published as FIPS 197 in 

November 2001 [2].  It is a symmetric key 

algorithm which encrypts and decrypts 128 bits 

message blocks by using key of length 128, 192 and 

256 bits. Implementation of this algorithm in both 

hardware and software is more attractive. In high 

speed application hardware implementation is 

common since its architecture provides easy 

implementation structure. Because of its 

standardization, implementation of this algorithm 

has been done on various processors with word 

length of 8 to 64 bits. Implementation of AES on 

processor with 8-bit word is simple with less cost 

and utilized for lower end application, typical for 

smart cards. 32-bit implementation is fast and used 

for high end application, typical for PCs. 

Implementation aspects is explained in Rijndael 

proposal [2]. We are concentrating on 

implementation AES on 32-bit processor such as 

leon3 processor based on SPARC V8 architecture 

and measuring the performance parameter such as 

memory requirement and speed. For measuring 

these parameters BCC compiler is used to compile 

this algorithm and different optimization level of 

BCC compiler is used to enhance the speed and 

reduce memory requirement. 

 

2. Basics of AES algorithm 

AES algorithm is explained in Rijndael proposal [1] 

and FIPS 197 [2]. The following three main 

characteristics had been focused when it was 

designed: 

1. Immune to attacks which are known. 

2. Fast and less size of code on a broad range 

of processors. 
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3. Simplicity of design. 

It is having symmetric algorithm with several round 

of transformations. To encrypt and decrypt the data, 

same key is used. The key length is of 128, 192 and 

256 bits which are used and the plain text is made 

fixed to 128 bits. Input and output data’s for this 

algorithm hold sequences of 128 bits (with values of 

0 or 1)      

      The encryption process starts with the input 

which is converted to array of state. After an 

addition of a pre round key, a round function is 

implemented to transform the state array. These 

sequences are arranged as blocks and having 

number of bits which is called length. The length of 

key is denoted by Nk=4, 6 or 8, which is the number 

of 32-bit words i.e. number of columns within the 

encryption key .The number of rounds depends on 

the key size, represented by Nr. where Nr=10 when 

Nk=4, Nr=12 when Nk=6 and Nr=14 when Nk=8 

and its corresponding length of key is 128,192 or 

256 bits. 

     Each round comprises of four operations; 

Substitution, Shiftrow, Mixcolumn and the 

Addround key (only the last round consist of three 

operations). Another mandatory operation is the key 

expansion, which generates round keys for each 

round of transformation using 128-bit key as input.  

 

   Fig.1 AES Encryption and Decryption Algorithm 

Figure 1 depicts the flow chart of AES Rijndael 

Encryption and Decryption algorithm. To   encrypt 

and decrypt 128 bit block is used as input. The given 

key is expanded into a variety of forty – four words 

consists of 32 bit by using key expansion algorithm 

[1] can be represented as w[i]. In each round of 

encryption and decryption four different words are 

used as key for add round key operation. Encryption 

process can handle initial four words w(0 – 3) which 

are  utilized as key in the first round and in first 

round of decryption last four words w(40 – 43)  are 

utilized. 
 

3. Related Work 

Rijndael can likewise be implemented proficiently 

on an extensive variety of platforms and in 

equipment. Rafael R. Sevilla actualized by 80186 

get together and Geoffrey keating's Motorola 6805 

usage is additionally accessible on Rijndael site [3]. 

 

4. Implementation 

The algorithm for key of length 128-bit is 

implemented in C language and compiled by BCC 

compiler, targeting into leon3 processor [4]. The 

memory and time required is calculated by using 

compiler command line. 

C code is written for encryption and decryption 

algorithm. This code is analyzed for the key of 

length 128 bit and optimized for memory by using 

different level of optimization for BCC compiler. 

 

5. Compiler 

The AES algorithm for both encryption and 

decryption is written in C language and compiled 

using BCC compiler. BCC (Bare-C Cross Compiler) 

is an open source cross compiler for Leon3 

processors. It is based on GNU compiler tools. It is 

available for both Window and Linux hosts on 

Cobham Gaisler site [5]. We have used BCC 

compiler for Linux host system. It has following 

packages: 

 GNU GCC C/C++ compiler 3.4.4 and 4.2.2 

 Newlib C-library 1.13.1 

 Low-level I/O routines for LEON3, 

including interrupt support 

 GDB debugger 6.4 with DDD and Insight 

Graphical front-end 
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Since BCC has GCC (GNU C /C++ compiler), it has 

different options. All GCC options are explained in 

GCC user manual [6]. It has also different level of 

optimization as O1, O2, O3 or Os for optimization 

of code for maximum performance or minimum 

memory. We have used these levels of optimization 

to reduce code length and increase performance i.e. 

time requirement. 

 

6. Results 

     The AES algorithm is compiled by BCC 

compiler for the key length of 128-bit. The 128-bit 

plain text and 128-bit key is represented in 

hexadecimal. After successful compilation memory 

and time for the processor is measured by BCC 

command line for Linux [4]. Table 1 and 2 shows 

time and memory required for the processor before 

using level of optimization for GCC. 

Table 1: Time required for AES encryption and 

decryption algorithm before optimization. (Key 

length=128-bit) 

Algorithm                 Time (Speed) 

Real  User Sys 

Encryption 0m1.456s 0m0.001s 0m0.002s 

Decryption 0m1.624s 0m0.001s 0m0.001s 

 

Table 2: Memory required for AES encryption 

and decryption algorithm before optimization. 

(Key length=128-bit) 

 

Algorithm Memory 

Encryption 9.9 KB 

Decryption 16  KB 

 

The time measurement has three components Real, 

User, Sys. The meanings of these components are as 

follow: 

 Real - It is wall clock time, time required 

from start to finish of the call. It includes all elapsed 

time along with time slices for other processes and 

time for getting input from the user. It varies from 

system to system [17]. 

 

 User - It is the amount of time used by the 

CPU in user-mode code within the process, outside 

the kernel. Other process and time for getting input 

from the user are not counted by this component. 

 Sys – It is the amount of time used by the 

CPU within the process, inside the kernel. Like user 

this only the CPU time used by the process. 

           To find the CPU time used by process, we 

will have to sum the User time and Sys time. The 

summation will give actual time for the process. 

 

7. Optimization 

         After compilation the AES algorithm is 

optimized for memory and speed by using different 

level of optimization for BCC compiler i.e. O1, O2, 

O3 and Os [6]. After optimization the speed and 

memory are calculated using Linux command. Table 

3, 4, 5 and 6 represent the memory and speed after 

optimization of code. 

Table 3: Time required for AES encryption 

algorithm after optimization. (Key length=128-

bit) 

Level of 

optimization 

Time(Speed) 

Real User Sys 

-O1 0m1.288s 0m0.002s 0m0.000s 

-O2 0m1.344s 0m0.001s 0m0.000s 

-O3 0m1.872s 0m0.001 0m0.000s 

-Os 0m2.128s 0m0.000s 0m0.001s 

Table 4:Memory required for AES encryption 

algorithm after optimization.(Key length=128-bit) 

Level of 

optimization 

Memory 

-O1 8.5 KB 

-O2 12  KB 

-O3 20  KB 

-Os 11  KB 

 

Table 5: Time required for AES decryption   

algorithm after optimization. (Key length=128-bit) 

Level of 

optimization 

Time (Speed) 

Real User Sys 

-O1 0m1.592s 0m0.000s 0m0.002s 

-O2 0m1.296s 0m0.001s 0m0.000s 

-O3 0m1.192s 0m0.000s 0m0.002s 

-Os 0m1.240s 0m0.001s 0m0.000s 
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Table 6: Memory required for AES decryption 

algorithm after optimization. (Key length=128-

bit) 

Level of 

optimization 

Memory 

-O1 11 KB 

-O2 13 KB 

-O3 25 KB 

-Os 13 KB 

After optimization, conclusion drawn from the 

above evaluation is that –O1 consumes total CPU 

time of 0m0.002s and memory of 8.5KB during 

encryption whereas in –O2 optimization level total 

CPU time is of 0m0.001s and memory consumption 

is of 12KB while in decryption –O1 consumes 

11KB at CPU time of 0m0.002s and –O2 is having 

13KB of memory at time of 0m0.001s and rest of 

the levels consumes high memory with low CPU 

time.   

 

  8. Conclusion 

  The purpose of this work is to implement the AES 

algorithm on SPARC v8 architecture based Leon3 

processor using C language. Code has been 

optimized to improve speed and reduce memory.  
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