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Abstract- With the advancement of technology exchange of information and data through images has increased in every 

field whether it is educational or medical or criminal investigation. Images play a vital role for conveying trustworthy 

information but due to fast growing image processing field new image editing softwares are available such as 

Photoshop, photo editor, GIMP etc. These softwares manipulate the content of image so neatly that one cannot 

distinguish between original and forged image. But this is a very serious problem in case of medical or crime 

investigations. There are many techniques for applying forgeries in images like image retouching, image morphing, copy 

move forgery, image splicing. All are difficult to detect but copy move forgery is worst. So there is need of some powerful 

and robust algorithms for detecting these forgeries. Research is still going on to make these algorithms more efficient. 
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I. INTRODUCTION 

Image forgery is maniulation with content of some images to mislead people, to harm someone’s personal or 

professional life.There are many image editing softwares available today like photoshp, photoeditor etc 

.Anybody with no or little technical knowledge is capable of image forgery while forgery detection by naked 

eye is almost impossible.Here are some examples    

     
(a)                                              (b) 

Fig. 1 Examples of copy move image forgery 

Because of increased manipulation in images, Digital image forensic has to take steps to finding these 

forgeries and to stop its illegal use . It has been invented many methods which are capable of finding forged 

images. Research is still going on to prevent the misuse of images by editing. There are two types of methods 

which can help finding image forgeries-Active and passive. 

In active method some information is embedded with image. It can be visible as well as hidden like digital 

watermarking or digital signature for authenticity of image. In this method, some content is embedded when 

image is taken by certain device such as camera and it is used to check authenticity of image ,if the embedded 

data is recovered then the image is non-tampered otherwise it is forged.  

In passive method detector has no previous knowledge about digital signature or digital watermarking and it 

work in the absence of any protecting techniques to test the trustworthiness of image because they don’t 

depend  upon digital embedded content while it works on the fact that when there is tampering in the image 

their underlying feature such as brightness,illumination,colors intensities etc. gets altered too. 

Mainly image forgery is divided into three categories: 
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1) Copy-move forgery- This is the most commonly used image forgery as it can be easily done by any 

common person by using image editing tools and it will be so well manipulated that human eye can’t make 

difference between original and tampered image because in this a part of original image is copied and pasted 

somewhere else in the same image to hide something or alter something important and it is very hard to detect 

because of its similar characteristics. 

2) Image splicing-In this parts from two or three images are merged in one image to manipulate the 

image.This is less dangerous than copy move forgery since the source and forged images are different.These 

can be detected with a little ease than CMF. 

3) Image retouching-In this some feature are enhanced to get a better quality image.Magzines these days uses 

image retouching to give an enhance look to their photographs.These don’t considered as forgery because no 

information is manipulated here only color contrast, brightness etc.are altered. 

 

II. CLASSIFICATION OF COPY MOVE FORGERY DETECTION 

Block based techniques-In these techniques there is a relationship between original image area and pasted 

area. Every block based approach follow same pipeline, input the image for checking whether it is forged or 

not. Then pre processing & image enhancement is also done for better understanding of image or may be 

colored image will be converted into grey scale images. Then it will be divided into blocks and   blocks will 

be matched with each other to check forgery, after that by using DCT or FFT we will obtain feature vectors. 

Then compare them with all other feature vectors then they will be matched by using some sorting technique 

like lexicography or Euclidean Distance. After matching, forged part in the image will be detected. 

DCT-Discrete cosine transform- First image is divided into many smaller blocks then features are extracted 

from each blocks by using Discrete cosine transform and then it is sorted by lexicographic technique. It is very 

efficient technique and give better results than PCA. 

DWT-Discrete wavelet transform-All the procedure is same except feature vectors are extracted using DWT 

algorithm. Similarly there are many transforms which can be applied each has its own advantages and 

disadvantages. 

Keypoint based techniques-In this type there must be interconnection between original image area and 

pasted one. After pre processing some keypoints must be extracted by using some algorithm like SIFT, MIFT 

etc and this will provide feature vectors or descriptors .By comparing feature vectors of source and target it 

will give desired results. 

SIFT(Scale invariant feature transform)invented by Dr. Lowe, University of British Columbia. It is the 

most robust technique ever. It is used to extract keypoints from the whole image without dividing it into 

blocks. Then copied region will be find out by comparing these keypoints with each other.  It is not only good 

for scaling but also rotation, view point and illumination changes. It is bit slow as compared to SURF but 

gives most accurate results.  

SURF(Speeded Up Robust Features) is another keypoint feature extraction technique which gives good 

results. It is very fast and take less processing time but results are not as robust as SIFT. Keypoints are 

extracted by using Hessian matrix and then keypoints are matched if they have least Euclidean distance 

between them. 

 

III. LITERATURE SURVEY 

Rajeev Rajkumar et al used the idea of using SIFT technology for feature extraction and detection .It is a 

reliable method for detecting manipulation caused by copy move forgery [1]. 

Tu K. Huynh et al [2] shown different copy move forgery detection and spliced image detection (SID) 

techniques. In this technique Bicoherance is used for feature detection and matching. There are some more 
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methods which have been discussed in this paper such as resampling, geometric transformation, gaussian 

noise etc. It has been concluded that forgery detection is mainly based on discrepancies in images.These 

inconsistencies may be caused by blur, resamling, scaling etc.. 

Tu  kha  huynh et al has proposed the block based approach for forgery detection which is DWT(Discrete 

wavelet transform) in combination with Modified Zernike moments. This has been tested on several colored 

images which shows precision of 94.87%, recall(r) which is 89.16 and F1 is 91.93%. Results of   

combinational   method are better than using these methods individually. 

Harpreet kaur [4] et al has reviewed all the block based techniques. The various types of image forgeries such 

as image splicing, image retouchting, morphing, enhanced and copy move are given in this paper. Comparison 

between different block based techniques shows advantages and disadvantages of each and every technique. It 

also gives the limitations of different techniques used for passive method to detect copy move forgery . 

Nikhilkumar P. joglekar et al discussed different forgery techniques. Paper focused on active and passive 

forgery techniques such as active authentication, digital signature, watermarking, passive authentication which 

further includes improved DCT based techniques, Noise pattern based, approximate run length based and 

Weber locator descriptor. It mainly focuses on WLD which is a texture descriptor and used for extracting 

feature from image. It is very robust for edge detection and illumination. So it has been concluded that DCT is 

not suitable for small and high textured images, but WLD is most suitable for spliced as well as copy move 

detection.  

Table1. Analysis of Different Techniques 

 

Author/Year Techniques Merits Demerits 

Salma Amtullah and 

Dr. Ajay Kaul [2014] 

SURF + Nearest 

neighbour approach 

Robust to Blur, rotation and 

multiple cloning. 

Inefficient to detect forgery 

where copied part is highly 

textured. 

Sevinc Byram et al FMT+ 

lexicographical/count 

bloom filters  

FMT is more robust to translations 

and scaling than DCT.  

Count bloom filters for matching 

can reduce processing time. 

FMT is not well suited in 

case for rotate copy move 

forgery. 

Tu kha Huynh and 

Synh Ha 

[2015] 

 DWT for feature 

extraction 

Shows great result when used with 

MZM and efficiency of 95.92%. 

Alone DWT do not give 

result for rotational 

transformation. 

Ramesh chand pandey 

et al 

[2014] 

SIFT+SURF Highly robust and fast method and 

invariant to all type of 

transformations. 

Not good in case of multiple 

cloning or copied part with 

rich texture or background. 

Ashima Gupta et al 

[2013] 

DCT Good for highly textured copied  

regions. 

If block size increases 

efficiency of DCT 

decreases. 

Anuja Dixit and 

R.K.Gupta 

[2016] 

Various block based 

approach for eg 

FMT,PHT etc 

FMT is invariant to rotation and 

scaling. 

PHT is invariant to only 

orthogonal transformations. 

FMT cannot detect rotation 

greater than 10 degrees. 

PHT cannot detect 

rotational invariance other 

than 90 degree rotations. 
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IV. CONCLUSION 

Image forgery is vast and fresh field which need a lot of focus and Researches are going on to protect the 

authenticity of images as well as videos. A large number of techniques has been studied and it has been 

concluded that every technique has its own positive and negative aspects. Few techniques are good in case 

where copied part is blurred, noise filled or cropped while others are good when copied part is rotated and 

scaled. Some provide less computational complexity and some are complex but effective. Further research is 

needed to improve all the bad parts of technique to improve the outcomes. 
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