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Abstract
The Internet of things can be defined as a network of various connected objects which are equipped with
sensors,actuators and processors.In this survey paper the introduction of IoT is discussed along with
protocols,challenges and architecture. The main goal of this paper is to review the surveys related to IoT so as to provide
well integrated and context aware intelligent services for IoT. Moreover,this survey paper covers the architecture layers
in detail and it also discuss the elements of IoT.After this the issues in implementing this technology are discussed along
with various applications which creates a striking difference in human life specially the disabled.The development of the
Internet of Things [IoT] has been primarily driven by needs of large corporations that stand to benefit greatly from the
foresight and predictability afforded by the ability to follow all objects through the commodity chains in which they are
embedded [1]. The ability to code and track objects has allowed companies to become more efficient, speed up
processes, reduce error, prevent theft, and incorporate complex and flexible organizational systems through IoT [2]. The
IoT is a technological revolution that represents the future of computing and communications, and its development
depends on dynamic technical innovation in a number of important fields, from wireless sensors to nanotechnology. They
are going tag the each object for S. Madakam et al. 165 identifying, automating, monitoring and controlling.
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Introduction
The term "Internet of Things" was coined in 1999 by Kevin Ashton, then executive director of the MIT Auto-
IDCenter [3]. The Internet of Things (IoT) refers to the next generation of internet that contains billions of
physical things or objects in general emerged with the RFID Technology, and this concept has considerably
been extended to the current vision that envisages a plethora of heterogeneous objects interacting with the
physical environment.[10]

A growing number of physical objects are being connected to the Internet at an unprecedented rate realizing
the idea of the Internet of Things (IoT). A basic example of such objects includes thermostats and HVAC
(Heating, Ventilation, and Air Conditioning) monitoring and control systems that enable smart homes. There
are also other domains and environments in which the IoT can play a remarkable role and improve the quality
of our lives. These applications include transportation, healthcare, industrial automation, and emergency
response to natural and man-made disasters where human decision making is difficult.

The IoT enables physical objects to see, hear, think and perform jobs by having them “talk” together, to share
information and to coordinate decisions. The IoT transforms these objects from being traditional to smart by
exploiting its underlying technologies such as ubiquitous and pervasive computing, embedded devices,
communication technologies, sensor networks, Internet protocols and applications. Smart objects along with
their supposed tasks constitute domain specific applications (vertical markets) while ubiquitous computing
and analytical services form application domain independent services (horizontal markets). Fig. 1 shows the
elements of IoT
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Figure 1: IoT elements

The above as well as several similar studies envisage an IoT architecture, the potentialities of which are
inevitably limited by the dichotomy imposed by RFID nature, i.e. the heterogeneity between the plain and
passive RFID tags and the networked RFID readers. In order to overcome this restriction, some researchers
are working towards an alternative architectural model for the IoT as a loosely cou-pled, decentralized system
of smart objects—that is, autonomous physical/digital objects augmented with sensing, processing, and
network capabilities.

Literature Survey
There are several published survey papers that cover different aspects of the IoT technology. For example, the
survey by Atzoriet al. [5] covers the main communication enabling technologies, wired and wireless and the
elements of wireless sensor networks (WSNs). In [12], the authors address the IoT architecture and the
challenges of developing and deploying IoT applications. Enabling technologies and application services
using a centralized cloud vision are presented in [4]. The authors in [5] provide a survey of the IoT for
specialized clinical wireless devices using 6LoWPAN/IEEE 802.15.4, Bluetooth and NFC for mHealth and
eHealth applications. Moreover, [6] addresses the IoT in terms of enabling technologies with emphasis on
RFID and its potential applications. IoT challenges are presented in [7] to bridge the gap between research and
practical aspects. An overview of the current IETF standards and challenges for the IoT has been presented in
[8].

Architecture

Figure 2 : An Architecture of IoT

A. Objects Layer
The first layer, the Objects (devices) or perception layer, represents the physical sensors of the IoT that aim to
collect and process information. This layer includes sensors and actuators to perform different functionalities
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such as querying location, temperature, weight, motion, vibration, acceleration, humidity, etc. Standardized
plug-and-play mechanisms need to be used by the perception layer to configure heterogeneous objects
[12],[3]. The perception layer digitizes and transfers data to the Object Abstraction layer through secure
channels. The big data created by the IoT are initiated at this layer.

B. Object Abstraction Layer
Object Abstraction transfers data produced by the Objects layer to the Service Management layer through
secure channels. Data can be transferred through various technologies such as RFID, 3G, GSM, UMTS, WiFi,
Bluetooth Low Energy, infrared, ZigBee, etc. Furthermore, other functions like cloud computing and data
management processes are handled at this layer [12].

C. Service Management Layer
Service Management or Middleware (pairing) layer pairs a service with its requester based on addresses and
names. This layer enables the IoT application programmers to work with heterogeneous objects without
consideration to a specific hardware platform. Also, this layer processes received data, makes decisions, and
delivers the required services over the network wire protocols [12].

D. Application Layer
The application layer provides the services requested by customers. For instance, the application layer can
provide temperature and air humidity measurements to the customer who asks for that data. The importance of
this layer for the IoT is that it has the ability to provide high-quality smart services to meet customers' needs.
The application layer covers numerous vertical markets such as smart home, smart building, transportation,
industrial automation and smart healthcare [12]

E. Business Layer
The business (management) layer manages the overall IoT system activities and services. The responsibilities
of this layer are to build a business model, graphs, flowcharts, etc. based on the received data from the
Application layer. It is also supposed to design, analyze, implement, evaluate, monitor, and develop IoT
system related elements. The Business Layer makes it possible to support decision-making processes based on
Big Data analysis. In addition, monitoring and management of the underlying four layers is achieved at this
layer. Moreover, this layer compares the output of each layer with the expected output to enhance services and
maintain users' privacy [12].

QOS Criteria, IoT Challenges and Future Directions
Realizing the vision of the IoT is not an easy task due to the many challenges that need to be addressed.
Examples of key challenges include availability, reliability, mobility, performance, scalability,
interoperability, security, management, and trust. Addressing these challenges enables service providers and
application programmers to implement their services efficiently. For example, security and privacy play a
significant role in all markets globally due to the sensitivity of consumers' privacy. Also, assessing the
performance of the IoT services is a key challenge. Most of the identified challenges are reported in the
surveys [3], [7], [8], [12] Moreover, there are some research projects like IoT6 [9], RERUM and RELYonIT
that intend to investigate the challenges and shortcomings of the IoT and provide guidelines for solutions. In
the following paragraphs, we provide a brief discussion of the key challenges faced in the development and
deployment phases of the IoT and relevant research efforts and projects.

A. Availability
Availability of the IoT must be realized in the hardware and software levels to provide anywhere and anytime
services for customers. Availability of software refers to the ability of the IoT applications to provide services
for everyone at different places simultaneously. Hardware availability refers to the existence of devices all the
time that are compatible with the IoT functionalities and protocols. Protocols such as IPv6, 6LoWPAN, RPL,
CoAP, etc., should be embedded within the single board resource constrained devices that deliver the IoT
functionality. One solution to achieve high availability of IoT services is to provide redundancy for critical
devices and services [4]. Moreover, there are some studies on assessing and evaluating the availability of IoT
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applications at the first stages of designing the system [4], [5]. Such tools can help system designers to make
educated decisions to maximize the availability of their system.

B. Reliability
Reliability refers to the proper working of the system based on its specification [4]. Reliability aims to
increase the success rate of IoT service delivery. It has a close relationship with availability as by reliability,
we guarantee the availability of information and services over time. Reliability is even more critical and has
more stringent requirements when it comes to the field of emergency response applications [6]. In these
systems, the critical part is the communication network which must be resilient to failures in order to realize
reliable information distribution. Reliability must be implemented in software and hardware throughout all the
IoT layers. In order to have an efficient IoT, the underlying communication must be reliable, because for
example by an unreliable perception, data gathering, processing, and transmission can lead to long delays, loss
of data, and eventually wrong decisions, which can lead to disastrous scenarios and can consequently make
theIoT less dependable [7].

C. Mobility
Mobility is another challenge for the IoT implementations because most of the services are expected to be
delivered to mobile users. Connecting users with their desired services continuously while on the move is an
important premise of the IoT. Service interruption for mobile devices can occur when these devices transfer
from one gateway to another. [12] proposes a resource mobility scheme that supports two modes: caching and
tunneling to support service continuity. These methods allow applications to access the IoT data in the case of
the temporary unavailability of resources. Another mobility management scheme is proposed in [11] in which
the mobility of sensor nodes as well as service availability are addressed by providing a distributed service
lifecycle management mechanism. This technique controls the lifecycle of web service instances that
represent a sensor. Internet of Vehicles (IoV) as an emerging area of the IoT needs a precise attention to the
mobility issues. [13] discusses various solutions that support mobility for vehicle-to-vehicle networking. A
group mobility mechanism for mobile ad-hoc networks is presented in [12] that is inspired from birds flying in
flocks.

D. Performance
Evaluating the performance of IoT services is a big challenge since it depends on the performance of many
components as well as the performance of the underlying technologies. The IoT, like other systems, needs to
continuously develop and improve its services to meet customers' requirements. The IoT devices need to be
monitored and evaluated to provide the best possible performance at an affordable price for customers. Many
metrics can be used to assess the performance of the IoT including the processing speed, communication
speed, device form factor, and cost.

E. Management
The connection of billions or trillions of smart devices presents service providers with daunting issues to
manage the Fault, Configuration, Accounting, Performance and Security (FCAPS) aspects of these devices.
This management effort necessitates the development of new light-weight management protocols to handle
the potential management nightmare that will potentially stem from the deployment of the IoT in the coming
years. Managing IoT devices and applications can be an effective factor for growing the IoT deployments
[10]. For example, monitoring the M2M communication of the IoT objects is important to ensure all times
connectivity for providing on demand services. The Light-weight M2M (LWM2M) [11] is a standard that is
being developed by the Open Mobile Alliance to provide interface between M2M devices and M2M Servers
to build an application agnostic scheme for the management of a variety of devices. It aims to provide M2M
applications with remote management capabilities of machine-to-machine devices, services, and applications.

F. Scalability
The scalability of the IoT refers to the ability to add new devices, services and functions for customers without
negatively affecting the quality of existing services. Adding new operations and supporting new devices is not
an easy task especially in the presence of diverse hardware platforms and communications protocols. The IoT
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applications must be designed from the ground up to enable extensible services and operations . A generic IoT
architecture has been presented in [12]by introducing an IoT daemon consisting of three layers: Virtual
Object, Composite Virtual Object, and Service layer. Presenting these layers featured with automation,
intelligence, and zero-configuration in each object guarantees scalability as well as interoperability in IoT
environment. In order to deliver scalable services [12], proposed their IoT PaaS platform through virtual
vertical service delivery. IoT-iCore is a work under progress that aims to provide a layered framework that
offers scalable mechanisms for registration, look-up and discovery of entities, as well as interoperability
between objects.

G. Interoperability
End-to-end interoperability is another challenge for the IoT due to the need to handle a large number of
heterogeneous things that belong to different platforms. Interoperability should be considered by both
application developers and IoT device manufactures to ensure the delivery of services for all customers
regardless of the specifications of the hardware platform that they use. For example, most of the smartphones
nowadays support common communication technologies such as WiFi, NFC, and GSM to guarantee the
interoperability in different scenarios. Also, programmers of the IoT should build their applications to allow
for adding new functions without causing problems or losing functions while maintaining integration with
different communication technologies. Consequently, interoperability is a significant criterion in designing
and building IoT services to meet customers' requirements. Beside variety of protocols, different
interpretations of the same standard implemented by different parties presents a challenge for interoperability.

H. Security and Privacy
Security presents a significant challenge for the IoT implementations due to the lack of common standard and
architecture for the IoT security. In heterogeneous networks as in the case of the IoT, it is not easy to
guarantee the security and privacy of users. The core functionality of the IoT is based on the exchange of
information between billions or even trillions of Internet connection objects. One open problem in IoT
security that has not been considered in the standards is the distribution of the keys amongst devices . IETF's
Smart Object Lifecycle Architecture for Constrained Environments (SOLACE) started some work to
overcome this problem. On the other hand, privacy issues and profile access operations between IoT devices
without interferences are extremely critical. Still, securing data exchanges is necessary to avoid losing or
compromising privacy. The increased number of smart things around us with sensitive data necessitates a
transparent and easy access control management in such a way that for example one vendor can just read the
data while another is allowed to control the device. In this regard, some solutions have been proposed such as
grouping embedded devices into virtual networks and only present desired devices within each virtual
network.

Conclusion
The emerging idea of the Internet of Things (IoT) is rapidly finding its path throughout our modern life,
aiming to improve the quality of life by connecting many smart devices, technologies, and applications.
Overall, the IoT would allow for the automation of everything around us. This paper presented an overview of
the premise of this concept, its enabling technologies, protocols, architecture, and the recent research
addressing different aspects of the IoT. This, in turn, should provide a good foundation for researchers and
practitioners who are interested to gain an insight into the IoT technologies and protocols to understand the
overall architecture and role of the different components and protocols that constitute the IoT. Further, some
of the challenges and issues that pertain to the design and deployment of IoT implementations have been
presented.
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