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I. Introduction
Now-a-days, open frameworks are developing at a very fast rate. Clients and asset supplier need not to be in
the same security area. Clients can be easily recognized by their predefined quality as well as predefined
attributes assigned to them. Therefore, earlier proposed personality based access control models are
inappropriate.

The scheme that we have proposed in this research paper, for any cloud user trying to get cloud service, he/she
must be authenticated by the server to get access. Along with that, in the later sections of this research paper
we are using a Xor based key exchange protocol to exchange keys between two parties securely and
efficiently. He/she must match a satisfactory set of server’s defined attributes. If the intersection of cloud user
assigned attributes exceeds a predefined satisfactory level with the server’s required attributes, then the cloud
user is able to gain access to the cloud service, denied otherwise.

Earlier used biometrics has various flaws in many circumstances. A event can exist where biometric is utilized
as an attribute and with the help of biometric, check process is clear. In the case of a fraudulent, that is trying
to impersonates himself to be someone else (e.g., playing the recording again and again), the security of
biometric based system is compromised. The biometric estimation for every individual is kept as open tokens
not secret. It is the responsibility of the verification plan used to ensure that a client cannot trick the server and
impersonates him/herself someone else.

Anonymity is one of the most important factors that must be granted to the cloud clients as long as they
behave honestly. Communication between the clients must be kept authenticated and anonymous, until they
behave normally and honestly. Accused user’s identities are subjected to be traced and revealed by the system
to find out the malicious users.

Just for providing client’s anonymity, hiding their identity is not the only solution. To provide privacy feature,
we need to find out alternate solutions that provide both the features.

II. Motivation
With the rapidly increasing usage of cloud based applications and organizational requirements, it is not
possible for the cloud users to himself/herself to the cloud server. Indeed, now it is the responsibility of each
cloud server, to provide specific set of client attributes that must be satisfied to a certain level for the cloud
user to gain access and obtain cloud service. Hence it is one of the most crucial part, that client should specify
certain level of server’s defined attributes. So a client that is trying to gain access to cloud service firstly must
prove to the server that he is already registered and then he also has to satisfy certain level of server’s defined
attributes.
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There already exists many attribute-based encryption/authentication schemes and they suffer from many
drawbacks such as users must be having a signature key of size proportional to his assigned attributes and it
also requires modular exponentiations to be performed at the client end which is completely not suitable for
thin clients.

III. Our Contribution
This research paper mainly includes two schemes:

 First, we used a basic scheme, which is used for authenticating the clients with the server.
Authentication based scheme used is non anonymous which allows a thin client to authenticate himself/herself
in one move with only one group element that is his/her private key and a set of tokens that are unique and
non secret. This authentication scheme allows server to check whether client has a certain access level or
attributes so that he is allowed to use the service of the cloud.

 Second, we provide one of the most important and efficient key exchange protocols which are
completely based on exclusive Xor operation. At the present time Diffie Hellman key exchange protocol is
widely used. But it has its certain limitations, for e.g. it requires 1024 bits of key for both the parties to
exchange keys securely and efficiently. Diffie Hellman key exchange is not suitable for thin clients at all
because of the fact that they don’t have sufficient processing power to exchange that sort of large sized keys.

IV. Mix Networks
Mix networks are required in the registration phase to achieve full anonymity of cloud user. Mix networks
provide anonymity by removing the arrival order information and changing their appearances. Stage is one of
three main components of mix network, sometimes also referred as mix. It is used for mixing for a batch of
inputs. Mixing involves a cryptographic transformation using either encryption or decryption that changes the
arrival order followed by a permutation on the transformed inputs.

A mixnet can contain multiple interconnected stages to provide a certain level of robustness. Mixing is
performed on inputs by every stage, and mixed batch is forwarded to next stage for processing.
Interconnection of stages determines the topology.

Based on the topology, there are two types of mixnet:

 Cascade mixnet

 Free route mixnet

V. Algorithms for attribute based authentication
A. Registration Phase
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B. Authentication Phase

VI. Xor Based Key Exchange

 Algorithm
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VII. Analysis

 Symbol Chart

 Communication and Computation Overhead

VIII. Results

 Comparison of our attribute scheme with other schemes
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 Comparison of Xor Based Scheme with Diffie Hellman Scheme

VIII. Conclusion
It has been concluded that our proposed authentication scheme is secure, anonymous, robust and fast. Also,
the Xor Based scheme is also fast and extremely secure. The combination of these two can be used to protect
modern day internet from hackers, crackers etc. The implementation is also relatively easy and be easily
combined with existing protocols.
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