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ABSTRACT
The major security drawback in today’s world is due to Phishing attacks. Phishing attack makes web users believe that
they are communicating with a legitimateuser the purpose is for stealing personal information, account information,
login credentials, and identity information. We propose a techniques to detect and prevent the phishing attacks on e-mail.
It is an end user application that uses hyperlink and URL feature set to detect phishing attacks and makes the use of
digital signature to prevent the attack. Phishing attack method most commonly initiated by sending out e-mails on the
user machine with links to spoofed website that harvest the information. Thus our application will act as an interface
between e-mail service and a user to provide secure communication between them. We believe that this will be more cost
effective and better way to prevent people from losing their private information due to phishing attack.
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INTRODUCTION
Phishing attack is a type of attack in which the attacker tempts the user and it redirects them towards
attacker’s fake website. The attacker places fake website in such a way that the user thinks that it is a
legitimate websites, which comes from the trusted source. First of all the attacker will intrude into the network
and collect the sensitive information like personal details which can cause harm to the network. In networks
the majority issues are various types of attacks. [4]Nowadays the rate of attacks on our system is increasing
day by day. In order to prevent our data from various attacks the most important concern is security. Attacks
are of two types: active attack and passive attack. In which one of passive attack is phishing attack. In
prediction of Phishing websites one of method is, Associative and classification algorithm. It gives us
information about what are the most important e-banking phishing website characteristics and indicators and
how they relate with each other[5].

LITERATURE REVIEW AND RELATED WORK
A. Protecting user against phishing using Anti-phishing:
To avoid the users from phishing attack, the Anti-phishing technique is used. In this technique, Anti-Phish it
will trace the personal information which will be filled by the user and it will generate an alert to the user if
the user is using untrusted website. We can train the users about this type of phishing attacks. However, the
approach is not real, any user can get tricked. To avoid this, it becomes mandatory to the associates to solve
this problem.

B. Learning to Detect Phishing Emails:
To detect these attacks the alternative is a relevant process of reliability of machine on a trait intended for the
reflection of the besieged deception of user by means of electronic communication. This can be used to trap
the fake emails. Till now, approximately 800 phishing mails and 7,000 non-phishing mails are traced till date.
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C. Phishing detection system for e-banking using fuzzy data mining:
It is very complex to identify phishing websites, which are used mainly for e-banking services. Certain data
mining techniques may keep the e-commerce website safe since it deals with various factors than exact values.
In this paper, we are applying fuzzy logics along with data mining algorithms for various effective factors of
the e-banking phishing website. [1]

Phishing victims often do not realize that they have been tricked. The first phase in preventing phishing
problem is the detection of a phishing attack. Human detection and machine detection are the two types of
detection techniques.

• Human Detection:
All technology users are not the same. Some users are more knowledgeable about security issues and some
think longer before they click on a suspicious link. Internet users at their work may receive training but
otherwise most users are not particularly knowledgeable. Within an organizational setting common
operational procedure, knowledge sharing, and double verification processes can reduce problems. Many
technology workers are unaware of theinformation systems to the user interaction model that they use. Hence
it becomes easier for the phishing attackers to present the web interface of some familiar webpage and lure the
user to enter their private information that is then transmitted to the attackers[4].

• Machine Detection:
It is important to identify phishing emails in order to detect traditional phishing. Various approaches have
been proposed to enhance classification accuracy of phishing emails. In the authors study the selection of an
effective feature subset out of existing proposed features by evaluating various feature selection methods.
Their system displays high accuracy while relying on a relatively small number of classifiers. In a two
dimensional approach to detect phishing emails is presented. The proposed framework called Phish-Snag,
operates between a user's mail transfer agent (MTA) and mail user agent (MUA) and processes each arriving
email for phishing attacks even before reaching the user’s inbox. The detection rate of 93 percent with about
0.5 percent false positives or over 99 percent with a higher level of false positives was claimed by the author.
Phishing emails seek to actively misguide thevictim[4].

TYPES OF PHISHING ATTACKS
• Deceptive Phishing
Attacker uses spoofed e-mails to lure unsuspecting victims into dummy websites designed to deceive
recipients into disclosing financial data and personal information such as credit card numbers, account
usernames, passwords and social security numbers. This is called a deceptive phishing attack. Deceptive refers
to any attack that imitate a legitimate company and attempt to steal the personal information[5]. Deceptive
phishing is the messages that are required to confirm information about the account, requesting users to re-
enter their information, fictitious account charges, unwanted account changes, new free services requiring
quick action, and many other malicious sites are send to many recipients with the hope that the unsuspecting
will react by clicking a link to or signing onto a bogus site where their secret information can be collected.

• Malware-Based Phishing
Malware-Based phishing refers to frauds that involve running malicious script on user’s PCs. Malware can be
as an email attachment, as a downloadable file from a web site for a particular issue for small and medium
businesses (SMBs) who are not always able to keep their software applications up to date. Web Trojan pop up
invisibly when users are attempting to log in. They collect the personal information from the user and sends to
the phisher.

• Key loggers and Screen loggers
Key loggers also refers to keystroke logging and key words capturing. In which the person is unaware of that
their actions are being monitored. This type of malware tracks the input from the keyboard and the relevant
information which were obtain is send to the hackers through internet[5]. Key logging is the action of
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recording (logging) the key struck on a keyboard. They go into the users' browsers as a small program and run
automatically when the browser is started as well as into system files as device drivers or screen monitors.

• Session Hijacking
The session hijacking is also refers to cookies hijacking. And it exploits the valid computer session. By the
session key attacker gains the unauthorized access to the information and services to the computer system.
This deals with monitoring the activities of the users until they sign in to the account or transaction and create
their important information[5].The infected software will perform unauthorized actions in the user’s account,
such as transferring funds from user account to the attackers account, without the user's knowledge.

PROPOSED SYSTEM ARCHITECTURE
The main aim of phishing attack is to steal personal information of user through online such as passwords and
credit card information from various users. According to EnginKirda and Christopher Kruegel, phishing
attacks have been rising and growing and they make available an Anti-Phish technique which protects the
inexperienced or new users from the web-site based phishing attack[2]. Anti-Phish is an application that will
be embedded into the browser and it tracks the user’s information and prevents them from entering into the
untrusted website. The figure-1depicts the proposed working model for analysis of anti-phishing attacks.

Modules of proposed system are- 1. Creation of a mail system and database operations.

2. Composes, send and receive a mail.

3. Implementation of preventive measures and classification techniques.

FIGURE 1. ProposedSystem Architecture
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CONCLUSION:
Phishing is one of the critical problem that may results in a continual threat and the risk is high in social
media. Phishing takes advantage of the trust that the user may not be capable to tell that the site being visited,
or program being used, is not actual; therefore, when this happens, the hacker has the chance to gain the
personal information of the targeted user, such as usernames, security codes, passwords, and credit card
numbers, among other things. [3] This paper discuss about the various types of phishing attacks and various
anti phishing techniques used to prevent phishing attack.

REFERENCES:
[1] Maher Aburrous, M. A. Hossain,KeshavDahal,FadiThabtah, Associative Classification Techniques for predicting e-

Banking Phishing Websites, MCIT Journal,2010.
[2] Suzan Wedyan, FadiWedyan,An Associative Classification Data Mining Approach for  Detecting Phishing

Websites, Journal of Emerging Trends in Computing and Information Sciences Vol. 4, No. 12 December 2013.
[3] E.Konda Reddy, Dr. Rajamani and Dr. M. V. VijayaSaradhi, DETECTION OF E-BANKING PHISHING

WEBSITES, International Journal of Modern Engineering Research (IJMER) Vol.2, Issue.1, pp-046-054,2015.
[4] JunaidAhsenali Chaudhry, Shafique Ahmad Chaudhry, Robert G. Rittenhouse, Phishing Attacks and Defenses,

International Journal of Security and Its Applications Vol. 10, No. 1 (2016), pp.247-256
[5] V. Suganya, 2016 A Review on Phishing Attacks and Various Anti Phishing,International Journal of Computer

Applications (0975 – 8887)Volume 139 – No.1, April 2016


