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ABSTRACT
Wireless sensor Networks is adhoc wireless network with a group of sensor nodes randomly distributed in monitoring
area.Thesenetworks face certain network problems such as limited node resources, short network life cycles.To solve
these problemsit is important to design a trust based Secure Ant Routing algorithm based on Pheromone where
Pheromone is formulated based on node-reputation, residual node-energy and transmission delay. Simulation results
show that the algorithm can increase the security of data transmission, balance of energy consumption among nodes
and quality of routing service.
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1 .Introduction
A wireless sensor network (WSN) is a network formed by a large number of sensor nodes where each node is
equipped with a sensor to detect physical phenomena such as light, heat, pressure, etc. WSNs are regarded as
a revolutionary information gathering method to build the information and communication system which will
greatly improve the reliability and efficiency of infrastructure systems.Wireless sensor networks have recently
been widelyused in environmental monitoring, medical treatment, and military applications, among others
[1,2].However, because of the unique working environment of wireless sensor networks, they are vulnerableto
many security threats, such as Sybil, wormhole and selective forwarding attacks [3]; therefore, thesecurity and
credibility of any routing algorithm for wireless sensor networks need to be studiedthoroughly. Many
researchers have proposed a number of typical routing algorithms for wirelesssensor networks, but most of
these routing algorithms only consider the limited resources of thewireless sensor network as the primary
problem, their design goals are the best route discovery,This paper proposes an improved ant-colony
optimization algorithm for wireless sensor networks. An ant-colony optimization algorithm is a meta-heuristic
algorithm which  is suitable for the selection of node paths and has good potential for application in wireless
sensor networks. In the improved ant-colony optimization algorithm, the node reputation value, the residual
node energy, and the transmission delay are combined to formulate a multi attribute pheromone, and full
consideration is given to the security of data transmission while balancing this concern with the energy
consumption of the network nodes to avoid the premature death of some nodes.

2 Related Concepts:
Continuous development of science and technology during recent years human beings are paying a great
attention to security issues. Security can be classified into two main aspects:trust and Privacy protection .
Although scholars have studied security in various fields, a truly high degree of security has not yet been
achieved [4,5,6,7]. Currently, many scholars are attempting to solve the problem of limited node energy in
wireless sensor network routing algorithms, they rarely consider the security issues posed by malicious nodes,
and much less consider safety and energy issues simultaneously. Therefore, in this paper, to improve the
energy efficiency of wireless sensor networks, a suitable trust mechanism is introduced into the routing
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protocol. In a practical sense, trust can be simply defined as the confidence that the nodes will behave as
expected. There are two ways of measuring trust : direct and indirect [8]. To measure the trust between nodes
more directly, this paper introduces the concept of the renown value of a node and uses this variable to
determine whether the node is credible or malicious; the definition of a node reputation value is given
below.To secure WLAN through Trust Management which will consider the reputation and it’s review from
the other node who already had transaction with this node. Thus the Trust Management which will collect the
review of the node and compute the reputation based on its transaction history and all other parameters like its
self review. And this computed Trust value need to be updated periodically as the node may pretend just to get
the entry in the network and then may start misbehaving. Sothe Trust management model which will establish
the trust before communication starts and will monitor the calculated trust periodically need to be
developed.Let T (i, j) <- Trust value of node i that has for node j. AP will send the review of all the nodes
connected with it by combining their feedback from their witnesses. If n will be the no of successful
transactions of the node in the network and Tr is the data exchanged between the nodes It can be information
downloaded and uploaded between the nodes then for each node following algorithm is followed. Then there
can be two cases while calculating the trust value of the host node. 1. Direct trust of the host node’s belief on
other node’s capability, honesty and reliability based on its own transaction which will depend on the n
successful transactions of both nodes. 2. Indirect trust will be trust calculated from the recommendations of
the other nodes which had already transactions with host node. This review can be collected from k no of
witnesses this number of witnesses can be fixed by the node. Then the overall trust value of the node can be
considered as a trust value of the particular node. So the direct trust value we are calculating by using Beth et
al’s formula, which is used to estimate a node’s trust in a network.

T(i,j)=(1-α)^n (1)

Where T (i, j) trust value of node i has for node j, α is considered as the transaction rate between the interval (-
1 to 1) and n is the no of successful transactions of node i with node j.Ant-colony optimization is widely
applied in ad hoc networks, wireless sensor networks, etc., because of its characteristics of self-organization,
self-optimization, and dynamic topology [9].  Traditional ant-colony optimization algorithms do not consider
the unique characteristics of wireless sensor networks. Therefore, it is necessary to improve upon the
traditional ant-colony optimization algorithms for this purpose. We integrate the reputation values, energies
and time delays of the nodes into the algorithm to increase its effectiveness in solving problems involving
wireless sensor networks.

3 Ant Colony Optimization
Ant Colony Optimization (ACO) [10,11] was discovered and introduced by M. Dorigo and colleagues as a
Nature-Inspired meta-heuristic for providing optimal solutions to hard combinatorial optimization (CO)
problems. Real Ants are highly sophisticated and intelligent swarms to find the shortest path from food source
to nest by depositing pheromone on the ground and laying the trails so that other ants can follow. The most
important component of ACO Algorithms is the combination of a priori information regarding the structure
with a posteriori information about the structure of previously obtained optimal solutions. In order to
determine the shortest path, a moving ant lay the pheromone which acts as base for other ants to follow and
deciding the high probability to follow it. As a result, itleads to the emergence of collective behaviour and
forms a positive feedback loop system through which other ants can follow the path and makes the pheromone
more stable and best path for transferring the food back to nest. Pheromone lays the foundation for
communication medium for other ants to follow the way and go to the food source. When other ants follow
the path, the quantity of pheromone increases on that particular path. The rich the quantity of pheromone
along the path, the more likely is that other ants will detect and followthe path. In other words, ants follow that
path which is marked by strongest pheromone quantity. As pheromoneevaporates over time, which in turn
reduces its attractive strength. The longer the time taken by ant to travel the path from food source to nest, the
quicker the pheromone will evaporate. So, the path should be shorter so that the active strength of pheromone
is maintained and ants can easily transfer the food from source to nest. So, in turn of this policy the shortest
path will naturally emerge.
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3.1Basic Ant Routing Algorithm

Let G =( , ) be a connected graph with n = | | nodes.The simple ant colony algorithm can be used to find
theshortest path between a source node and a destination node on the graph G. The path length is given
by thenumber of nodes on the path.Each edge ( , ) of the graph connecting the nodes and has a
variable , (artificial pheromone), which  is modified by the ants when they visit the node.

The pheromone concentration ,  is an indication of the usage of this edge.

delay(path(i,j))=∑e€p(i,j) delay(e)+ ∑ n€p(i,j) delay(n) (2)

An ant located in node uses pheromone , of node to compute the probability of node as next

hop. is the set of one-step neighbours of node  .

Pi,j= ij

if  j€Ni(3)

∑i€p(i,j) ,

Pi,j = 0       if j ∉ Ni

The transition probabilities , of a node full fill the constraint:

Σ ∈ = 1, ∈ [1,N]

In the simple ant colony algorithm, the ants deposit a constant amount of pheromone. An ant changes the
amountΔ of pheromone of the edge ( ,  ) when moving from node to node as follows:

ij≔ + Δ (4)

Artificial pheromone concentration decreases with time to inhibit a fast convergence of pheromone on the
edges.

3.2 Basic Ant Colony Routing Algorithm- Working
Basic Ant Colony Routing [12] comprise of three main stages: Route Discovery, Route Maintenance and
RouteError/Failure Handling.

1. Route Discovery : In this phase, the new routes discovery takes place and leads to the creation of a forward
ant ( nt) and a backward ant ( nt). A nt  is an agent which establishes the pheromone track to the
source node. In contrast, a nt  establishes the pheromone track to the destination node. The nt is a small
packet with a unique sequence number. Nodes are able to distinguish duplicate packets on basis of the
sequence number and the source address of the nt . A forward ant is broadcasted by the sender and will be
relayed by the neighbors of the sender A node receiving then nt for the first time, creates a record in its
routing table.

Figure 1. Route Discovery Phase in Ant ColonyRouting

A record in the routing table is a triple and consists of (destination address, next hop, pheromone value). The
node interprets the source address of the nt as destination address, the address of the previous node as the
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next hop, and computes the pheromone value depending on the number of relays the nt to its neighbours.
Duplicate nt is identified through the unique sequence number and destroyed by the nodes. When the nt

reaches the destination node, it is processed in a special way. The destination node extracts the information of
the nt and destroys it. Subsequently, it creates a nt and sends it to the source node. The nthas the same
task as the nt, i.e. establishing a track to this node. When the sender receives the ntfrom the destination
node, the path is established and data packet scan be sent.

2. Route Maintenance :After establishing the pheromone levels by Fant and Bant, data packets are used to
maintain the routing path.

3. Handling Route Failure :The last stage of Basic Ant Routing is Handling Route Failure which is caused by
node mobility and occurs in Wireless Sensor Nodes. It recognizes via acknowledgement missing and searches
for alternative link to send packet via that path. If the packet sent, doesn’t reach the destination, thesource
node performs the duty to discover new routing path to transmit the packets.

4 Secured trust based routing
The main aim of secured Trust based routing algorithm is to reduce the energy consumption of wireless
sensor networks, optimize the existing secure routing protocols for such networks, find a suitable path for
communication on the premise that the node conditions are satisfied, and achieve high security
performance.The data transfer between the nodes is done based on Node Reputation and ant colony
optimization.

4.1 Reputation of a  Node:
Trust is a social attribute in human society and is generallyregarded as an intuitive concept. It is subjective and
can be established between two individuals in an environment to ensure relative safety. A wireless
sensornetwork can be seen as a microcosm of human society, and the trust relationship between nodes can
beexpressed in terms of node reputation values. In a wireless sensor network, since the network does not have
fixed topology hence mutual cooperation between nodes is essential so establishing a good trust relationships
by introducing the node reputation mechanism can effectively improve the network’s security performance
against internal threats. In research on trust values, the most commonly used trust value is  based on the
Betadistribution, which is simple and flexible and is well suited for computing values to represent
thecommunication reputations of nodes. The probability density function of the Beta distribution beta(α,β)
f(x,α,β)=τ(α+β)

.xα-1(1-x)β-1(4)

τ(α).τ(β)
In this formula, x should satisfy 0<=x<=1 where α>0 and β>0Reputation model uses the Beta

distribution to calculate the reputation value of a node[13,14]

Rij= αij + 1

(5)

αij+βij+2

whereRij represents the reputation-evaluation value of node i with respect to node j, αij and βij

denote the number of successful communication behaviours and the number of failed communication

behaviours, respectively.

4.2 Direct ,Indirect Trust Model
The Direct, Indirect Trust Distribution Model aims to distribute and verify self certificates and in doing so
create direct and indirect trust relationships between nodes. The certificate trust model joins an existingmobile
ad hoc routing scheme. It is not specific for a single outing protocol but its principals can be applied to any
routing scheme.
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Direct Trust

Indirect Trust

Figure1:Indirect& Direct Trust

Upon receiving a route request packet, before thepacket  is processed and the routing table updated, direct
trust and indirect trust establishment is set up. The proposed scheme is subdivided into parts: Direct trust
establishment, indirect trust establishment and the optimized verification process.

1)Direct Trust: The Direct trust comes under direct observation of neighbours.Every node in the network
monitor the behaviour of every other neighbour node.To calculate the trust value of a node

DTxy=Ps/Pr (6)
Ps represents successful packet sent from node x
Prrepresents successful packet received by node y
2)IndirectTrust:The Indirect trust is to collect or request the trust related information from neighbouring
nodes
n
IDT=∑Ti(y)/N(7)
i=1
whereTi(B) represents the trust gathered from ith neighbour of node yN represents total number of neighbours
of node y

3)Final Trust value
The final trust value of a node depends on both direct trust value and indirect trust value
Final trust=α*DT+β*IDT such that α+ β=1 (7)
4.3 Residual Energy
In WSN, the power of some nodes on a path may be greatly reduced because of excessive use of that path,
and these nodes will then fail because of their low residual energy. Therefore, the routing algorithm must
consider the remaining energy levels of the nodes.The initial energy of a node is denoted by Ei  and the
residual energy of the node at time t is denoted by Ere; the residual energy can be obtained using the
following equations:

Ere = Ei− Ec(t) (8)
Ec(t)=Etx+Erx(9)
Etx=L*Een+L*d2(10)
Erx=L* Een(11)

Where Etx=total transmission energy of the sender and Erx=total energy consumption of the receiver,
Een=Energy consumed for the transmission and reception of data over wireless transmission line
L=size of transmitted data, d=distance between sender and receiver
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4.4. Communication Delay
The routing protocol used in a wireless sensor network has a close relationship with the communication

delay: the longer the delay there will be great impact on the network’s normal communication. In this paper,
the distance between nodes is considered to represent the communication delay Tij. One might simply use the
physical distance between two nodes to represent their communication delay; however, a situation can arise in
which the physical distance between the two nodes is very short but the node voltage is close to the minimum
voltage value of the sensor, causing the communication ability of the nodes to be very poor. Thus, in this case,
the effective distance between the two nodes is very far. Therefore, in this paper, we propose the following
concept of the effective distance to provide a more reasonable representation of the communication delay:
CDij=[1/(V0-Vcv)*(dij)2]-1(12)
where V0 is the current operating voltage of the sensor,which is initialized at 3 V and, when the system is
running, is equal to the voltage value of the node in the wireless sensor network; Vcv is a constant that
specifies a critical voltage and is generally set to 2.7V; and dij represents the distance between node i and node
j, which is defined in Equation (15). The above formula considers not only the relationship between the
energy and the distance between the nodes but also the change in voltage. This formula causes the effective
distance between the nodes to change very quickly when the voltage is near the minimum value, which makes
the formula very useful.
Suppose that i = (xi1,xi2, . . . ,xip) and j = (xj1,xj2, . . . ,xjp) are two objects described by P numerical attributes.
The definition of the distance metric between objects i and j is shown below:
d(i, j) =  |xi1 − xj1|+  ......... +|xiP − xjP|

5.Multi-attribute Pheromone calculation using Ant-Colony Optimization
The ant-colony optimization is improved to select the optimal path for the network for data transmission.Most
ant colony optimization algorithm is based on single valued Pheromone. Although this approach simplifies the
algorithm, it tends to cause other important attributes of the nodes to be ignored, which is not conducive to
energy balance and has some effect on the experimental results. Therefore, in this paper, we adopt a multi-
valued pheromone that includes the reputation value as the main basis on which to select the optimal path for
data transmission [16,17]. In this paper, we combine the reputation value Rij, the residual energy Eijand the
communication delay CDij to formulate a pheromone Pij that considers trust, energy, time delay and other
factors. This approach not only improves the safety of the network but also avoids excessive energy
consumption. Instead, the calculation is based on the particular relationship between each attribute and the
pheromone value: if they are directly proportional, then the attribute is directly multiplied by a weighting
factor θ and included in the sum, whereas if the attribute is inversely proportional to the pheromone, then the
inverse of the attribute is multiplied by the corresponding weighting factor and included in the sum. This
approach ensures that all attribute terms are ultimately kept in direct proportion to the pheromone:
Pij = η1Rij + η2Eij + η3(CDi)-1 (13)
In the formula above, η1 + η2 + η3 = 1. The weights of the three factors must be selected to determine the
degrees to which security, energy, and delay are considered in the choice of the next-hop node. The node
reputation values, residual energies and time delays are obtained from previous sections .
5.1 The Process of theMPAS(Multi-attribute Pheromone Ant Security) Algorithm

For the calculation of the reputation values and the application of ant-colony optimization, it is necessary
to release many ants onto each path to record the individual attribute information for each node. Then, the
optimal path is selected based on the pheromone values. The specific algorithm for implementing this process
is shown below
Step 1: m ants are randomly places at the m sensor nodes. Use the variable p to record the cumulative number
of ants and let its initial value be 0. The maximum number of iterations is Cmax. Use the variable k to record
the number of iterations performed during the execution of the algorithm.. The maximum number of iterations
is Kmax.;
Step 2: Increase the number of ants:p = p + 1. When p> m, begin a new round of path selection.
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Step 3:calculate the pheromone value by considering the node reputation value, residual energy and
transmission delay and insert the value into Equation (1) to calculate the random proportion rule to be used to
select the next-hop node.
Step 4: Record the corresponding node attribute information of the selected next hop node needed to
calculate the comprehensive pheromone value. If the next-hop node is the destination node, then terminate the
query process and begin the traversal of the next ant; otherwise, continue to choose the next-hop node as
described in Step 3. Step 5: According to the pheromone update Equation (2), update the amount of
pheromone on the path, and return to Step 2.
Step 6: For each sensor node, calculate the credibility, the path length, and the remaining energy, and select
the optimal path after the current iteration.
Step 7: Update the number of iterations: k = k + 1. If k>Kmax, go directly to Step 8 and terminate the
algorithm; otherwise, go to Step 2 to start a new round of path selection.
Step 8: Compare the paths selected over all rounds and select the optimal one as the output. The algorithm
ends

6. Experiment and Analysis
In this section, we report the use of the NS2.24 software suite to program, simulate, and validate of the
ITSAMP routing algorithm. For the simulation environment, the operating system Linux  and the compiler
software Ns2.34 were used; experiments, the performances of these four types of trusted routing algorithms
were compared under the same conditions. The packet loss rate, packet delivery ratio and average delay were
compared. In each experiment, 100 nodes of a wireless sensor network were randomly distributed in a square
area of 100 m × 100 m and were provided with a sink node to form a wireless sensor network environment
with a planar topology.The specific parameters of the simulated network environment used for network
deployment are shown inTable

Table 1. List of experimental parameters

Parameter                                                       Value

Number of Nodes                                             100

Data Packet Size 64

Link bandwidth 1Mbps

Maximum Data transfer rate 128kbps

Communication range 30m

Normal node reputation value 0.8

Malicious node reputation value 0.4

The network of nodes are of two kind one is normal node and the other is malicious nodes. The reputation
value of each node is known and higher the reputation value of the node is,the more genuine the node is.The
reputation value of normal and malicious nodes is 0,.8 and 0.4 respectively.

6.1 Experimental Scenario
In this execution of ITSAMP algorithm using ns-2.34, using network animator a fixed number of packets
weresent to the sink node from a fixed data source node. The source node and the sink node were located at
opposite ends of the network. The packet delivery ratios and average energy consumptions of the proposed
algorithm were compared for different numbers of malicious nodes. The packet delivery ratio is defined as the
ratio of the number of data packets delivered to the total number of packets sent from the source node to the
sink node.As the number of malicious nodes increases,the energy consumptions also increases, whereas the
proposed algorithm measures the node credibility by monitoring the communication behaviours of the nodes.
Additionally, in the credibility calculation, some invalid nodes are excluded through filtering, which greatly
reduces the energy consumption of the network. Therefore, the energy consumption of the proposed algorithm
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is the lowest. As the number of malicious nodes increases, the ITSAMP algorithm uses its safety factor (node
reputation) to effectively avoid malicious nodes, thereby reducing the influence of these nodes on the network
and allowing the energy consumption of the nodes to remain relatively stable.

Figure 2. Comparison of packet delivery ratios for different numbers of malicious nodes.

Figure 3. Comparison of the average energy consumptions for different numbers of malicious nodes.

Figure 4.Comparison of the packet loss for different number of malicious nodes

0

5

10

15

20

25

30

5 10 15 20

pe
rc

en
ta

ge
 o

f d
el

ay

Delay of Nodes

ITSAMP

Without_deffence

0

10

20

30

40

50

5 10 15 20

pe
rc

en
ta

ge
 o

f e
ne

rg
y

Energy of nodes

ITSAMP

Without_deffence

0

2

4

6

8

10

12

14

16

5 10 15 20

Pe
rc

en
ta

ge
 o

f l
os

s

Packet loss of nodes

ITSAMP

Without_deffence



469 A.Radhika , Dr.D.Haritha

International Journal of Engineering Technology Science and Research
IJETSR

www.ijetsr.com
ISSN 2394 – 3386

Volume 4, Issue 10
October 2017

7. Conclusions
To improve the security of wireless sensor network nodes, this paper introduces a trust based secured multi-

attribute ant colony optimization routing algorithm based on reputation value (ITSAMP). In this algorithm,
ant-colony optimization is applied in the routing protocol, and the node reputation, residual energy and
transmission delay are all treated as major components of the pheromone used in the optimization. Since the
nodes are distributed randomly in wireless sensor network  the calculation of the node reputation values make
cause excessive energy consumption. To ensure that the nodes can effectively resist attack from malicious
nodes, the node reputation value is given the highest weight during node selection. Finally, experimental
simulations are presented to compare the performances of the proposed algorithm, in terms of the packet
delivery ratio, the packet loss rate, and the energy consumption in cause of malicious nodes attacks. The
results fully demonstrate the superiority of the algorithm proposed in this paper. This algorithm shows
considerable improvement in the form of security.This algorithm provides best results when simulation
carried in ns2.34 by simulating an attack considering some nodes as  malicious nodes in the network.
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