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Detection of SQL Injection Attacks using Errors and Query
Result Handling

Abstract— Web applications are the solution to most of
the activities. Everyone uses the web application for most
of their work.  A proper scheme must be present to
prevent the security of the most important data stored in
the database.  Certain alterations in the code are injected
to the web application by using wrong means. Different
techniques are present to form SQL injection attacks
against databases. In this paper, the SQL query in the
web application is processed and the result is checked
whether it is either error/exception or result. Based on
the result type and query result size the SQL query is
confirmed as it is original or   modified. Proposed
methodology can be used to detect SQL injection attacks
and prevent them using different prevention methods.
Simple method is used to detect and prevent the SQL
injection attacks and minimum use of hardware makes
proposed methodology works for preventing SQL query
from injections.

Keywords— Web applications, SQL Injection, SQL
Injection attacks, error/exception, query result size.

I. INTRODUCTION

Web applications are used by everyone to ease their
work. A web application uses database to store a
large number of sensitive data.  Since, the data is
sensitive the web application must always prevent
the attackers from gaining the unauthorized access
to the system, accessing private information, or
simply causing a denial of service. Different types
of attacks with different purposes are tried with the
sensitive data against the databases. Popular attacks
can extract the database schemas (structures) and
also the stored data. This kind of attacks is known
as the SQL Injection Attack. Different techniques
are present to form SQL injection attacks against
databases. Inference and Illegal/Logically incorrect
queries techniques were used to extract the database
structure and data. For Inference attacks, the

attacker asks questions with true/false responses to
obtain the structural information according to the
changes in the operation of the application. For
Illegally/Logically Incorrect  Query attacks, the
attackers sends the queries to a DBMS which causes
an error to be raised and then they obtain the
structural information from the content of error
messages that are returned from the DBMS[1].
SQL Injection Attack (SQLIA) is a class of code
injection which takes advantage of a lack of
validation of input sources. If input sources are not
properly validated, attackers can take advantage of
it and can fetch the confidential data or alter the
data related to web application. Sanitization is a
type of input validation, which removes malicious
elements from the input sources [2]. SQLI may also
alter or even edit or delete the information that is
present in the database and processed in the web
application. [3]. Web Application Forensics is a
special branch of the Digital Forensics, which deals
with web attacks. It starts with an analysis of
various log files in the victim machine. Through a
web browser five types of attacks are found, they
are SQL injection, stored and reflected XSS, remote
file injection, and command-line injection. The
conducted attacks leave many traces on machines.
Most of the traces are found in log files on the
victim and web history in the attacker’s machine
[4]. SQL injection is still in the OWASP Top Ten
list of the current most dangerous web application
security flaws. For hosting websites, a number of
platforms are used. The AMP platform, where AMP
stands for Apache MySQL PHP is popular and still
wide spread because it is easy to use and open
source [5].

In this paper query processing and result
generation are collectively used to give a method
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which detects the difference between the original
SQL query and the modified i.e. injected SQL
query. Evolution of approaches from web
application generation to web application security is
making the web applications more secure and
robust. Hiding the structure of the database and
calculating the query result size improves the
performance of the system

II. BACKGROUND

The Illegal or Logically Incorrect Query or similar
attacks which reveal sensitive information about
database by creating error conditions. The error
messages that are defined in the DBMSs for error
and exception conditions help the database
administrators and application developers to debug
and audit the error conditions. Displaying them to
the application end users is not necessary or secure.
As a result, to prevent structural information being
revealed via error messages, the scheme should
prevent the original error messages from being
displayed to the users and instead handle and
modify or customize them [1]. Estimating the query
result size for preventing the SQL Injection Attack.
The method automatically estimates a substituted
query cost at each SQL query location. The main
objectives is to determine the information  needed
to check the attack patterns of the queries generated
by an application also it can apply an estimation
technique to compare these substituted query costs
using the query result size [2]. A code injection
attack detection technique based on popular
information-theoretic measure namely Kullback-
Leibler distance (or divergence) (KLD). The KLD
can be a suitable measure to understand how much
alteration or deviation occurs at runtime. A server-
side framework is developed to compute KLD for
attack detection. A constant back-off smoothing
algorithm can also be applied to avoid the infinite
KLD among the two structures during attack
detection [3]. An attack scenario is presented
against a vulnerable web application i.e.
WackoPicko, SQL injection, stored and reflected
XSS, remote file inclusion, and command-line
injection are several attack types. Post-mortem
computer forensic analysis is used for attacker and
victim machine to find some clues which will help
to identify and reconstruct the attack evidences [4].
A user-friendly penetration testing tool that could

be run against a victim’s website but that allowed
the penetration tester to have control over a number
of the web application’s injectable parameters. The
idea was to implement the most important features
present in both SQLMap and Mysqloit, focusing on
the output reporting, attack speed and ease of use, in
order to have a better user experience [5].

This paper presents the brief introduction of SQL
Injection attack in section I. Section II discusses
background. Section III discusses previous work.
Section IV discusses existing methodologies.
Section V describes proposed methodology. Section
VI discusses analysis and discussion. Section VII
discusses the possible outcomes and result. Finally
section VIII concludes this paper. And section IX
states future scope for the proposed method.

III.PREVIOUS WORK DONE

Sepideh Naghdi and Morteza Amini (2016) [1]
proposed a method to deal with the Illegal/Logically
Incorrect Query or similar attacks which reveal
sensitive information about a database by creating
error conditions. The error messages that are
defined in the DBMSs for error and exception
conditions help the database administrators and
application developers to debug and audit the error
conditions. Displaying them to the application end
users is not necessary or secure. For preventing
structural information being revealed via error
messages, the scheme should prevent the original
error messages from being displayed to the users
and instead handle and modify/customize them.

Young-Su Jang and Jin-Young Choi (2014) [2]
proposed a method that estimates the query result
size for preventing the SQL Injection Attack. The
proposed method automatically estimates a
substituted query cost at each SQL query location.
The main objectives of the proposed technique is to
determine the information needed to check the
attack patterns of the queries generated by an
application also it can apply an estimation technique
to compare these substituted query costs using the
query result size.

Hossain Shahriar et.al (2014) [3] proposed a method
which is a code injection attack detection technique
based on popular information-theoretic measure
namely Kullback-Leibler distance (or divergence)
(KLD). The KLD is a suitable measure to
understand how much alteration or deviation occurs
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at runtime. A server-side framework is developed to
compute KLD for attack detection. A constant back-
off smoothing algorithm is also applied to avoid the
infinite KLD among the two structures during
attack detection.
Natasa Suteva and Aleksandra Mileva and Mario
Loleski (2015) [4] presented an attack scenario
against a vulnerable web application i.e.
WackoPicko, SQL injection, stored and reflected
XSS, remote file inclusion, and command-line
injection are several attack types. Post-mortem
computer forensic analysis is used for attacker and
victim machine to find some clues which will help
to identify and reconstruct the attack evidences.

Simone Cecchini and Diane Gan (2013) [5]  created
a user-friendly penetration testing tool that could be
run against a victim’s website but that allowed the
penetration tester to have control over a number of
the web application’s injectable parameters. The
idea was to implement the most important features
present in both SQLMap and Mysqloit, focusing on
the output reporting, attack speed and ease of use, in
order to have a better user experience.

IV.EXISTING METHODOLOGY

Web applications are improving day by day but still,
there are some vulnerabilities and chances of SQL
Injection issues. Various approaches are used to
prevent the web application from code injection but
still, there are many approaches which work
effectively and efficiently, some of such
methodologies are as follows,

A. Automatic handling of structural errors: A
framework is proposed to handle the errors
automatically for protecting the vulnerable
applications. The system called “Error Message
Management System (EMMS)” is placed between a
DBMS and its application as proxy. There are some
error messages that reveal the database schema. All
error messages are replaced with a general error
message is the simplest way to prevent revealing
database structures by error messages. A general
approach to determine the category of an error
messages is checking the existence of some
predefined keywords in the error message string.
The steps for this approach are: Determining an
appropriate set of keywords, Keywords weighting,
Preprocessing operation, Scoring and determining
the category (based on the calculated scores). The

number of the occurrences of a keyword in the error
message strings of a DBMS is used to calculate the
weight of the keyword i.e.

Weight of a keyword specifies the worthiness of that
keyword in determining the categories of the error
messages [1].

B. Query size-based sanitization approach: Checking
of an element that poses a security risk, which is
contained for each target operation. An attempt is
made to confirm the existence of potential security
vulnerabilities that can bypass the sanitization and
reach the target operation. Information about the set
of values held by program variables is required to
verify the sanitization of query vulnerabilities.
Symbolic execution is defined which is a well-
known technique in program verification. During
runtime, the SQL query generated by a program can
be represented as a symbolic expression over a set of
program inputs [2].

C. Kullback-Leibler divergence: The KLD computes
the distance between two given probability
distributions. Assuming that P and Q represent two
probability distributions of sets each having n
number of similar elements with various probability
occurrences. Let P = {p1… pn} and Q = {q1… qn},
where pi is the occurrence of ith element in P set,
and qi is the occurrence of ith element in Q set.
Then, the KLD is defined as:

KLD is not symmetric (i.e., KLD (P, Q) ≠ KLD (Q,
P)). A challenge in computing KLD (P, Q) is the
case where ith element in either P or Q may be
missing. In this case, pi or qi will be zero which
would lead an infinite value while computing log2
(pi/qi). Thus, KLD would be infinite. To address this
issue, the constant back-off smoothing algorithm is
applied [3].

D. Finding forensic evidences:

In forensics expertise there are three main phases:
acquisition, analysis, presentation. The acquisition
phase: the digital system with all allocated and
unallocated areas, the copy is called as image. For
preserving the integrity of the image, the hash result
is calculated and saved. The analysis phase: the
acquired data involves examination of every piece of
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data. It includes search with keywords. The
presentation phase: conclusions are carried out from
the analysis and documentation is prepared which is
called as a forensic report. Cumulative distribution
function (CDF) F(x)= Pr[ X≤x] of the number of
name servers appearing in transitive trust chains of
top 50 K Alexa domains and tlds [4].

E.  The AMPA suite: The AMPA suite was
composed of the following three tools: sqlinjector –
an advanced SQL injection attack is performed
using the UNION SELECT technique. It offers to
use a proxy to maintain anonymity. Sqlinstillator –
the BLIND SQL injection technique was used. The
time taken for performing attack is based on the size
of the database, i.e. Number of entries a database
contain. Ampanasia – a PHP shell on the victim’s
machine is installed. It uses SQL injection and
exploited unsanitised variables. Ampanasia injected
a shell called ampablaster into the web server. When
the attacker got the PHP shell, they could try to
install malware, a backdoor or even to run privilege
escalation attacks [5].

V. ANALYSIS AND DISCUSSION

Web application and Web application security are
most fundamental services of today’s digital era.
Most of system acquires web application security
mechanism most of them successfully uses that but
still there is threat of SQL injection attack in web
applications. For detecting and preventing many
techniques are there but due to vulnerabilities of
problem definition, need of new effective SQL
injection detection and prevention mechanism is
expected. SQL injection from an input SQL query is
challenging and most effective mechanism for
making web application more robust, as if only
SQL query does not produce a different result as
compared to expected result will help to improve
accuracy and effectiveness of proposed method.
Thus first step to approach is to detect the SQL
query and process it.  Then the SQL query is
executed and a result is generated. The generated
result could be either in the form of error/exception
or result containing several rows. The error message
is modified to prevent it from revealing the structure
of the database. The query result size is checked and
compared with the actual result.

Existing methodologies are having issues regarding
security and vulnerabilities of web application,

proposed method tries to combine method to
improve security thus with minimum complex
mechanism detection and prevention of SQL
Injection attack method is expressed. Using
accurate and effective error message categorization
can protect the revealing of the database structure.
Method Name Advantages Disadvantages

Preventing
Database
Schema
Extraction By
Error Message
Handling [1]

Provides
accurate and
effective error
message
categorization
of MSSQL
2012.

does not provide
categorization of
error messages
for other DBMSs
errors

Detecting SQL
injection
attacks using
query result
size [2]

The IDL
algorithm can
prevent and
detect all
attack types
considered

Does not support
multiple table
queries in the
application.

Server-side
code injection
attack
detection based
on Kullback-
Leibler
distance [3]

A very low
number for
threshold
value required
to effectively
detect SQLI
attacks.

Large SQL
queries require
more time to
compute KLD.

Finding
forensic
evidence for
several web
attacks [4]

Using the
keyword
search,
additional
attack
information is
obtained.

Command-line
injection does not
leave any traces.

SQL injection
attacks with
the AMPA
suite [5]

Most of the
requests
performed by
the AMPA
tools were
made in plain
text. Session
recovery can
be done in
case of a
connection
was
interrupted.

AMPA suite
does not scan
website for
vulnerable
parameters, it is
an exploitation
tool. It does not
pause or resume
the attack.

TABLE 1: COMPARISON BETWEEN SQL
INJECTION ATTACK DETECTION

TECHNIQUES
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VI.PROPOSED METHODOLOGY

Web applications uses database-driven content,
provides the customized content after receiving
information i.e. account name and password from a
user, and interface with databases that contains
information that could be customer names,
preferences, credit card numbers, and purchase
orders. Given method works primarily to check the
SQL queries from given web application and
processing it. Goal of proposed method is to give a
simple and robust approach for SQL injection
detecting and checking its originality.

Fig.1: Framework of proposed methodology.

The proposed method contains sub algorithms i.e.
error message handling and categorization [1] and
result-size query estimation [2]. The proposed
method provides more security to the data present in
the database as it does not reveal the database
structure. Also, it detects injections in the SQL
query if any. The expected result can be calculated
by the data present in the database.

Algorithm:

1. Consider a query as input.

2. Process the input query.

3. Examine the result of the processed query.

4. If error/exception, apply error message handling
& categorization then go to 8.

5. If result, apply result-size query estimation then
go to 6.

6. Compare the estimated result with the expected
result.

7. If result is equal, go to 8. If not equal, go to 4.

8. Show the output of the input query

VII. POSSIBLE OUTCOMES AND RESULT

By detecting SQL injections from a SQL query and
extracting sensitive information at primary level and
minimizing complexity to get accurate results have
made possible to give simple and effective approach
to prevent SQL injection attack. Proposed method is
combination of different security mechanisms thus,
it makes the proposed method to work more
efficiently. By hiding the structure (schema) of the
database protects the modifications in the database
architecture and effective use of information makes
the approach more promising.

VIII.CONCLUSION

This paper presents the SQL injection detection and
prevention mechanism and protecting web
applications from SQL injection attacks. Digital era
of technology expects attack free systems making
more secure sharing of data. Proposed method
makes web applications with ability to detect the
code injection attacks before losing any data makes
systems more secure. Combining existing SQL
injection detection mechanisms to develop more
strong mechanism to make web application more
robust is best with result as it’s expected from this
proposed method.

IX.FUTURE SCOPE

Future work should work on efficient methods for
getting the traces from attacker’s machine and
victim’s machine are to be found. By combining
SQL injection detection mechanisms more secure
and powerful mechanism can be developed to make
more secure web application. Efficient error
handling mechanisms are to be developed to get the
error messages categorized for all types of DBMS.
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