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ABSTRACT
An ad-hoc network is a collection of mobile

nodes that are capable of forming a network without any
fixed infrastructure. They are self-organizing multi-hop
wireless networks where all the hosts (or nodes) take part
in the process of forwarding packets. The presence of
malicious nodes in an ad hoc network deteriorates the
network performance. A novel approach for malicious
nodes detection is proposed here to protect against DoS
attack in ad hoc on-demand distance vector routing
protocol. The proposed approach employs a method for
determining conditions under which malicious node
should be monitored. Apart from identification of
malicious node, it is observed that this approach leads to
less conservation and less communication breakage in ad
hoc routing. The experimental result demonstrates that
the proposed approach can effectively detect malicious
nodes.

Keyword: AODV routing protocol, Denial of Service,
MANET, Security

INTRODUCTION
MANET nodes are typically

distinguishes the limited power, processing and
memory resources as well as high degree of
mobility. In such networks the wireless mobile
nodes dynamically enter the network as well as
leave the network. Due to the limited transmission
range of wireless network nodes, multiple hops are
needed for a node to exchange information with any
other node in the network. Thus routing is a crucial
issue to the design of a MANET.Ad-Hoc wireless
networks are self-organizing multi-hop wireless
networks where all the hosts (or nodes) take part in
the process of forwarding packets. Ad-Hoc
networks can quickly and inexpensively be set up
as needed since they do not require any fixed
infrastructure,such as base stations or routers[1]

Mobile ad hoc network (MANET) is a
group of mobile nodes and does not need fixed
network infrastructure or centralized
administration. MANETs are vulnerable to both
active and passive attackers due to dynamic
topology.Active attacks include dropping attacks,
replay attacks, collusion attacks, and tampering
attacks. Passive attacks include eavesdropping
attacks and traffic analysis attacks. Therefore,
providing security in MANETs is an important
task[2].Mobile ad hoc networks (MANETs) are
vulnerable to security threats due to the inherent
characteristics of networks, such as the open
wireless medium and dynamic topology.
anonymous communications are important for
MANETs in adversarial environments, in which
the nodes identifications and routes are replaced
by random numbers or pseudonyms for protection
purpose[3].

MANET work well only when all nodes
play a role as routers and transfer packets correctly
for other node.Malicious node drop packets
improperly in order to save their resources.This
kind of attack is called black hole attack. In
MANETs, it is difficult to detect the malicious
nodes because there is no authorities monitoring the
network[4].The main challenges in assuring
MANET networks are due to the fact that a
mobile link is susceptible to attacks, and node
mobility renders the networks to having a highly
dynamic topology. Byzantine attacks can be defined
as attacks against routing protocols, in which two
or more routers collude to drop, fabricate, modify,
or misroute packets in an attempt to disrupt the
routing services[5]

In this paper, focus is on analysis of
Denial of Service attack in MANET and its
consequences,Simulating the Denial of Service
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attack using Adhoc-on-demand distance vector
(Reactive) routing protocols and isolating the
network from Denial of Service attack. Security
mechanism is required to detect the misbehaving
nodes and to isolate the network from the attack
caused by the malicious node.

BACKGROUND
A new protocol based on Authenticated

Routing for Ad-Hoc Networks (ARAN) Protocol
and Zone Routing Protocol (ZRP) is proposed. The
proposed Authenticated Routing for Ad-Hoc
Networks with zoning (ARANz) introduces a
distributive nature routing algorithm, which
improves performance of routing protocol by
dividing the area into zones. ARANz also saves
network bandwidth and nodes memory by using
reactive routing protocol instead of proactive one
(ARAN)[1].

Collaborative routing protocol (CRP) is
developed to detect and isolate colluding attackers
via monitor mechanism and provide security
transmission. Monitor nodes observe and record
the behaviour of intermediate nodes. Based on
the records of intermediate nodes, source node
can distinguish malicious nodes and isolate
them.CRP effectively and efficiently resist
colluding attacks[2].

A new routing protocol, authenticated
anonymous secure routing (AASR) is proposed to
satisfy the requirement and defend the attacks. The
route request packets are authenticated by a group
signature to defend the potential active attacks
without unveiling the node identities. It also
provides better support for the secure
communications that are sensitive to packet loss
ratio[3].

Ad hoc on-demand trusted-path distance
vector routing protocol that distributes loads (LD-
AOTDV)is developed. LD-AOTDV discovers paths
that are comprised of the nodes which are not used
so much as relay nodes. Thereby,this protocol can
distribute loads of relaying packets to the nodes.
LD-AOTDV can also detect malicious nodes
effectively by evaluating the nodes when they are
selected as relay nodes. By detecting malicious
nodes quickly, LD-AOTDV can make the network
safer[4].

A novel algorithm proposed that internal
attacks can detect by using both message and route
redundancy during route discovery. An optimal
routing algorithm with routing metric combining
both requirements on a node’s trustworthiness and
performance is also proposed. Both of the proposed
algorithms is integrated into existing routing
protocols for MANETs, such as AODV and
DSR[5].

In this paper a method is discussed that
offers detection and prevention of Denial of Service
(DoS) attack which is caused due to misbehavior of
the malicious node in the routing activity of the ad-
hoc network and the network fails to provide the
services in Section I Introduction. Section II
discusses Background. Section III discusses
previous work. Section IV discusses existing
methodologies. Section V analysis and discussion,
Section VI discusses proposed methodology Finally
section VII Conclude this review paper.

PREVIOUS WORK DONE
In the research literature, Issa Khalil et

al.(2009)[1] proposed new protocol ARANz has
high authentication as in ARAN, and deals with
the network as zones to avoid compromising the
server.The proposed model overcomes the single
point of failure by installing multiple Certificate
Authorities (CAs) in the same zone so that any
node in the zone can take the certificate from one
of these CAs, which saves the network bandwidth
and nodes memory by using reactive routing
protocol.The distributive nature of the algorithm
enhances security without compromising the
efficiency.

Hung-Min Sun et al.(2012)
[2]proposed a collaborative routing protocol (CRP)
to resist collusion attacks. In CRP, each node acts as
a monitor node monitoring its neighbor nodes and
storing the behavior of neighbors.According to
the behavior of its neighbors, source node can
discover attackers and isolate them. CRP can
effectively and efficiently resist black hole
attacks, gray hole attacks, modify and fake packet
attacks, rushing attacks, and collusion attacks.

Wei Liu et al.(2014)[3] proposed an
authenticated anonymous secure routing (AASR)
for MANETs in adversarial environments, where
the public and group key can be initially deployed
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in the mobile nodes.The key-encrypted onion
routing with a route secret verification message, is
designed to prevent intermediate nodes from
inferring a real destination.

Yuri Ohata et al.(2015)[4] proposed an
ad hoc on-demand trusted path distance vector
routing protocol that distributes loads called LD-
AOTDV in order to solve the load concentration
problem and the undetected malicious nodes
problem. LDAOTDV aims to achieve load
balancing among normal nodes while keeping
packet delivery ratio high enough compared with
other secure routings. This protocol introduces the
new values called the observed non-utilization
values. These values indicate the degree to which
nodes or paths are used for transferring packets in
the past.

Ming Yu et al.(2009)[5] proposed a
novel attack detection and defense algorithm to
solve the preceding problems for MANETs. It
also develops a secure routing protocol called
secure routing against collusion (SRAC) in which
a node makes a routing decision based on its trust of
its neighboring nodes and the performance provided
by them to defend Byzantine attacks as well as
other internal attacks against routing protocols for
MANETs in adversarial environments.

EXISTING METHODOLOGIES
A.AUTHENTICATED ROUTING FOR AD-
HOC NETWORKS WITH ZONING (ARANZ)

ARANz requires the existence of 4 LCAs
in each zone.Before entering the Ad-Hoc network,
each node must request a certificate from one of
the LCAs in its zone. These LCAs are arranged as
a queue, and once a LCA issues a certificate, it
will become at the end of the queue. This strategy
guarantees that a joining node will not get more
than one certificate. Moreover, it will minimize
traffic in the network and save time of other
LCAs. The LCA issuing a certificate will unicasts  it
to  other  LCAs in   order to   have   identical
information. Each  node  receives  exactly one
certificate  after  securely authenticating its identity
to one of the LCAs in its zone[1].

B. Collaborative routing protocol (CRP) scheme
First, dynamic source routing (DSR) is

used as the fundamental routing protocol. Second,
every node in the MANET has a unique identity

and public key pair. Third, wireless links are
symmetric, in other words, when node A is in the
transmission range of node B, and node B is also in
the transmission range of node A. Fourth, each
node constantly monitors the traffic activity of its
neighbor nodes in the promiscuous mode. Finally,
all nodes are uniformly distributed in the
network.In CRP scheme,When source node S
wants to transmit a data packet to destination node
D, S checks whether or not its route table has an
unexpired route to D. If yes, S transmits the data
packet through this route. If no, S launches a route
discovery. The route discovery contains RREQ
phase and RREP phase[2].

C. The key-encrypted onion routing with a
route secret verification message is
designed

An authenticated anonymous secure
routing (AASR) is proposed for MANETs in
adversarial environments. A key-encrypted onion is
adopted to record a discovered route and design an
encrypted secret message to verify the RREQ-RREP
linkage. Group signature is used to authenticate
the RREQ packet per hop, to prevent intermediate
nodes from modifying the routing packet. Extensive
simulations are used to compare the performance of
AASR to that of ANODR, a representative on-
demand anonymous routing protocol.Three types
of anonymities of AASR, namely identity
anonymity, route anonymity, and location
anonymity are examined.

D. LD-AOTDV protocol can distribute loads of
relaying packets to the nodes

LD-AOTDV, which is a secure routing
protocol considering load distribution selects a path
which consists of the nodes that are not selected as
relay nodes. Two values are observed the node non-
utilization value and the path non-utilization value.
The node non-utilization value indicates the degree
to which the node is selected as a relay node, and
this value is high when the node is not selected
many times. The path non-utilization value shows
the degree to which the path consists of nodes that
are not used. Eventually, LD-AOTDV selects paths
by using the path non-utilization value and transfers
packets through the path. Ad hoc on-demand
trusted-path distance vector routing protocol
distributes loads (LD-AOTDV) by extending ad hoc
on-demand distance vector (AODV).Trust and non-
utilization evaluation applied to AODV in order to
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distribute loads of relaying packets to nodes and
detect many malicious nodes while keeping high
packets delivery ratio.

E.Optimal routing algorithm and novel
algorithm is integrated into existing routing
protocols for MANETs

Every node share a unique symmetric
key with the source if it needs to transmit data. By
applying this mechanism, the Sybil attack, the
majority of selective forwarding and sinkhole
attacks, and the HELLO flood attacks can be
prevented. Whenever there is a need for a node to
initiate a route discovery process, it creates pairwise
shared keys with intermediate nodes, hop by hop,
until it reaches the destination.For message
redundancy each node is required to receive
multiple copies of the same route discovery
message before sending back an acknowledgement.
Based on the key management mechanism, the next
task is to develop a framework for the secure
discovery of the dynamic network topology. The
attack detection scheme is incorporated into
topology discovery procedures.Route discovery is
straightforward for a node after it decrypts the
received route discovery messages.Quantify the
routing metrics by considering the trustworthiness
of each candidate route,assume that each node has
locally built up a trustworthiness repository for the
nodes it knows based on its CR and current
behavior observed in the topology discovery phase.

ANALYSIS AND DISCUSSION
GloMoSim simulator is used to study the

performance of the new model and compare it
with AODV and ARAN protocols.To study the
effect of the node mobility speed, 2km×2km
network is considered. This network contains 240
nodes (i.e. node density of 60nodes/ Km2) and
divided into 4 zones. Five CBR sessions are
simulated in each run three of them are local and
two are external[1].

Berkeley’s network simulator (NS2)
includes wireless extensions made by the CMU
Monarch project. The network consists of 100
nodes in a 1,000 m 9 1,000 m rectangular space.
The total simulation time is 100 s. The transmission
range of each node is 250 m.The number of CBR
session is 10. The size of a data packet is 512
bytes,and the link bandwidth is 1 Mbps. The

percentage of malicious nodes is between 0 and 60
%. Two kinds of node mobility are used : 0 and 10
m/s. The pause time is set to 30s [2].

AASR protocol is implemented in ns-2 by
extending the AODV module to support the
cryptographic operations. The performance of
AASR is compared to those of ANODR and
AODV in various mobility and adversary
scenarios. In this simulations, the network area is
1200m × 300m with 60 nodes initially and
uniformly distributed. The distributed
coordination function (DCF) of IEEE 802.11 is
used as the MAC layer.The radio uses the two-ray
ground reflection propagation model. The channel
capacity is 2Mbps.The transmission range is 150m.
The Random Way Point (RWP) model is used to
model the nodal mobility. The intermediate nodes
along a route may become malicious. A malicious
node will randomly drop routing packets[3].

Qualnet is used for the simulation and
evaluate the  performance  of  the three  protocols,
LD-AOTDV, TA- AODV and AODV. Nodes in the
simulation area of 500 m ʷ 500 m are placed
randomly. Non-utilization declining factor α is set
to 4 in order to reduce the same amount of RREQ
packets as TA-AODV. Simulations varying number
of malicious nodes conducted so as to evaluate the
performance of the protocols in different situations.
The performance is tested for 10 times, each with a
different initial position and communication
scenario. Two node behaviour models normal nodes
and malicious nodes are defined. Metrics which are
used to evaluate the performance of the protocols
are Standard deviation of relay times, Detection
ratio of malicious nodes, Packet delivery
ratio[4].NS-2 simulator is used to investigate the
performances of SRAC and compare it to other
protocols. The mobility of  nodes is generated using
a random waypoint model.The radio propagation
model used is a two-ray ground reflection that
accounts for a realistic physical scenario. The
simulations are conducted on a Dell Power Edge
server with two Intel  Xeon processors of 2.66 GHz
and 4-GB SDRAM running  in  a  Linux  OS  of
Fedora  Core  version  3.0. The RSA key size is
assumed to be 1024 bits. The encryption and
decryption times are invoked whenever a node
generates, receives or forwards a routing packet,
which increases the overhead of SRAC as compared
to AODV.To include the behavior of malicious
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nodes into the simulations, SRAC is implemented
by modifying the AODV protocol in NS-2[5].

PROPOSED METHODOLOGY
An ad hoc network is the assortment of

cooperative wireless nodes without existence of any
access point or infrastructure. The presence of
malicious nodes in an ad hoc network deteriorates
the network performance. A novel approach for
malicious nodes detection is proposed  to protect
against DoS attack in ad hoc on-demand distance
vector routing protocol. The proposed approach
employs a method for determining conditions under
which malicious node should be monitored.The
proposed work introduces a

solution to identify malicious node in MANETs
using AODV.This scheme keeps record of all nodes
present in the network.

Algorithm:
The following algorithm describes the

methodology for detection and prevention from
denial of service attack in AODV routing protocol.

1. Set a thresh hold value for Packet Drops

2. Monitor the Sequence Numbers

3. Count the Packet Drops

4. If Packet Drops > thresh hold value then

 Raise Alarm

 Delete the routes of the nodes on the   basis of
packet dropped by them

5. Maintain a log file to prove that identified nodes
are responsible for maximum packet drops,hence
removed.

Detection:
When a node wishes to start transmission

with another node in the network to which it has no
route, AODV will provide topology information for
the node. AODV uses control messages to find a
route to the destination node in the network.TCP
connection is established between the mobile nodes.
As the connection is established, TCP session is
automatically created. By using flow monitor
procedure  the flow of each node is monitored. If
the packet reached to the malicious node, it drop the
packet and the sequence number of the packet is
disturbed. By monitoring the sequence number it is

detected that somebody is misbehaving with the
network. Now the data sent and received by each
and every node in the network is checked. If the
data drop value is greater than the threshold value
then that node is detected as misbehaving node or
malicious node of the network.

The various steps followed to prevent the network
from DoS attack are:

 TCP connection is established between two
mobile nodes to send the data.

 As the connection is established, a TCP session
is automatically created.

 In this TCP session, flow of each node is
monitored using flowmoniter procedure.

 If the packet drop value of the node is greater
than the threshold value then it implies that the
particular node is responsible for DoS in the
network.

Prevention :

 First of all, detect the malicious node by using
detection scheme described in the above
section.

 Then the detected malicious node is deleted
from the routing table.

Advantages & Disadvantages
Advantage
1)It gives high anonymity protection

2)Lower packets loss ratio in different mobile
scenarios

Disadvantage
1) Many anonymous protocols do not detect active
attacker effectively.

2)Heavy packet loss.

POSSIBLE OUTCOME AND RESULT
The presence of malicious nodes affect

the performance of network but when purposed
method detects and removes them from network,
network reaches to a stable state. Number of packet
drop increases proportionally with the number of
malicious nodes. As the packet drop increases, it
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also affects the packet delivery ratio, routing load
and throughput etc.

CONCLUSION
Packet flow is monitored. When packet

drop increases, it causes a frequent change in
sequence number and when it crosses a threshold
network comes to a stable state and also maintained
a log file to prove that  the  identified nodes are the
malicious nodes, that’s why they are removed from

network. The proposed method is simple and
effective which can secure the network with
minimal cost.

FUTURE SCOPE
The focus is on finding a sustainable

relationship between the total number of nodes in
the network, the number of malicious nodes that can
be tolerated and the number of friends per node
needed to achieve that and also analyzes the
scalability, cost/benefit ratio, throughput and
overhead for achieving security.
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