
1269 K. Kartik Naidu, R. Tulasi Ram, S. Sai Nath, J. Aravind

International Journal of Engineering Technology Science and Research
IJETSR

www.ijetsr.com
ISSN 2394 – 3386
Volume 5, Issue 3

March 2018

VERGE : Consistent Object Sharing For Edge Services Using
Express Proxy

K. Kartik Naidu, R. Tulasi Ram, S. Sai Nath, J. Aravind
St. Martin’s Engineering College

ABSTRACT
We present VERGE, a system that coordinates and manages proxies in order to serve distributed clients connected over
the Internet to access information and perform operations consistently. The proxies are connected to a centralized server
where incoming client connections are distributed over a structured list of service proxies. This dramatically improves
the performance of the proxies that deal with high load and traffic from client systems. In this system, the proxies
maintain the state of connected clients, handle client disconnections and maintain consistency. In case of a failure, crash
or an error, the client is reconnected to a working service proxy. We detail the protocols for implementing operations
and for accommodating clients in our architecture. We also evaluate our system VERGE, through various load-
balancing and load testing conditions.

KEYWORDS

Client-Server Systems, Servers, Proxy Server, Edge Service.

INTRODUCTION
Consistent object sharing among the proxies enables them to export the same consistent view of the service to
the clients, in turn. However, achieving even just serializability for operations executed at these proxies using
standard replication approaches requires that a proxy involve either a centralized server or other (possibly
distant) proxies on the critical path of each update operation. Strict serializability via such techniques requires
widearea interactions for reads, as well.

Here we describe a system called VERGE that demonstrates an alternative approach to achieving consistent
access to objects by edge proxies, while retaining the proxies’ load-dispersing and latency reducing effects.
VERGE organizes the proxies in a tree rooted at the server; the tree is structured so that geographically close
proxies reside close to one another in the tree. To perform an operation of certain types, a proxy uses the tree
to migrate each involved object to itself and then performs the operation locally. Though this incurs the
expense of object migration for some operations—and so is reasonable only if objects are not too large and
operations involve only a few—it also promises performance benefits for two types of applications.

The first type are applications in which operations exhibit geographic locality: Once an object has been
migrated to a proxy, other operations (including updates) at that proxy involving this object can be performed
locally, in contrast to standard replication techniques. Even operations at nearby proxies benefit, since the
object is already close and need not be migrated far; our use of a tree, through which migrations occur, is key
to realizing this benefit. Given the diurnal pattern of application activity that is synchronized with the business
day, and the fact that the business day occupies different absolute times around the world, we believe that
exploiting workload locality through migration can play an important role in optimizing global applications.
Another example is an application that involves large amounts of data that would be expensive to send to the
server but for which objects remain small and so can be migrated. Another is one for which processing load
would overload a server but, because the operations involve diverse objects and are performed at different
proxies, the load is naturally dispersed across proxies.

If a proxy disconnects while holding an object, either because the proxy fails, because it can no longer
communicate with its central server, then operations that it recently applied to the object may be lost. In
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VERGE, however, the connected component of the tree containing the server can efficiently regenerate the
last version of the object seen in that component when such a disconnection is detected. Thus, the server never
loses control of the service objects, and once an object reaches a portion of the tree that stays connected
(except for voluntary departures), all operations it reflects become durable. Alternatively, an operation can be
forced to be durable when performed, though at additional cost.

LITERATURE  SURVEY
In computer networks, a proxy server is a server (a computer system or an application program) which
services the requests of its clients by forwarding requests to other servers. A client connects to the proxy
server, requesting some service, such as a file, connection, web page, or other resource, available from a
different server. The proxy server provides the resource by connecting to the specified server and requesting
the service on behalf of the client. A proxy server may optionally alter the client's request or the server's
response, and sometimes it may serve the request without contacting the specified server. In this case, it
would 'cache' the first request to the remote server, so it could save the information for later, and make
everything as fast as possible.

A proxy server that passes all requests and replies unmodified is usually called a gateway or sometimes
tunneling proxy. It can be placed in the user's local computer or at various points between the user and the
destination servers or the Internet.

Caching proxy server
A caching proxy server accelerates service requests by retrieving content saved from a previous request made
by the same client or even other clients. Caching proxies keep local copies of frequently requested resources,
allowing large organizations to significantly reduce their upstream bandwidth usage and cost, while
significantly increasing performance. Most ISPs and large businesses have a caching proxy. These machines
are built to deliver superb file system performance (often with RAID and journaling) and also contain hot-
rodded versions of TCP. Caching proxies were the first kind of proxy server. The HTTP 1.0 and later
protocols contain many types of headers for declaring static (cacheable) content and verifying content
freshness with an original server, e.g. ETAG (validation tags), If-Modified-Since (date-based validation),
Expiry (timeout-based invalidation), etc. Other protocols such as DNS support expiry only and contain no
support for validation. Some poorly-implemented caching proxies have had downsides (e.g., an inability to
use user authentication). Some problems are described in RFC 3143 (Known HTTP Proxy/Caching
Problems).

Web proxy
A proxy that focuses on WWW traffic is called a "web proxy". The most common use of a web proxy is to
serve as a web cache. Most proxy programs (e.g. Squid) provide a means to deny access to certain URLs in a
blacklist, thus providing content filtering. This is usually used in a corporate environment, though with the
increasing use of Linux in small businesses and homes, this function is no longer confined to large
corporations. Some web proxies reformat web pages for a specific purpose or audience (e.g., cell phones and
PDAs). AOL dialup customers used to have their requests routed through an extensible proxy that 'thinned' or
reduced the detail in JPEG pictures. This sped up performance, but caused trouble, either when more
resolution was needed or when the thinning program produced incorrect results. This is why in the early days
of the Internet many web pages would contain a link saying "AOL Users Click Here" to bypass the web proxy
and to avoid the bugs in the thinning software.

Content-filtering web proxy
A content-filtering web proxy server provides administrative control over the content that may be relayed
through the proxy. It is commonly used in commercial and non-commercial organizations (especially schools)
to ensure that Internet usage conforms to acceptable use policy. Common methods used for content filtering
include: URL or DNS blacklists, URL regex filtering, MIME filtering, or content keyword filtering. Some
products have been known to employ content analysis techniques to look for traits commonly used by certain
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types of content providers. A content filtering proxy will often support user authentication, to control web
access. It also usually produces logs, either to give detailed information about the URLs accessed by specific
users, or to monitor bandwidth usage statistics. It may also communicate to daemon based and/or ICAP based
antivirus software to provide security against virus and other malware by scanning incoming content in real
time before it enters the network.Intercepting proxies are commonly used in businesses to prevent avoidance
of acceptable use policy, and to ease administrative burden, since no client browser configuration is required.
It is often possible to detect the use of an intercepting proxy server by comparing the external IP address to
the address seen by an external web server, or by examining the HTTP headers on the server side.

Transparent and non-transparent proxy server
The term "transparent proxy" is most often used incorrectly to mean "intercepting proxy" (because the client
does not need to configure a proxy and cannot directly detect that its requests are being proxied). Transparent
proxies can be implemented using Cisco's WCCP (Web Cache Control Protocol). This proprietary protocol
resides on the router and is configured from the cache, allowing the cache to determine what ports and traffic
is sent to it via transparent redirection from the router. This redirection can occur in one of two ways: GRE
Tunneling (OSI Layer 3) or MAC rewrites (OSI Layer 2).

However, RFC 2616 (Hypertext Transfer Protocol -- HTTP/1.1) offers different definitions:

"A 'transparent proxy' is a proxy that does not modify the request or response beyond what is required for
proxy authentication and identification".

"A 'non-transparent proxy' is a proxy that modifies the request or response in order to provide some added
service to the user agent, such as group annotation services, media type transformation, protocol reduction, or
anonymity filtering".  Portscanning the client host. Others consider the client to have solicited the scan by
connecting to a server whose terms of service include testing.

ARCHITECTURE
Our system implements a service with a designated server and an unbounded number of proxies. We
generically refer to the server and the proxies as processes. To support the service, a proxy joins the service;
in doing so, it is positioned within a tree rooted at the server. A proxy can also voluntarily leave the service.If
a process loses contact with one of its children, e.g., due to the failure of the child or of the communication
link to the child, then the child and all other proxies in the subtree rooted at the child are said to disconnect.

To simplify discussion, we treat the disconnection of a proxy as permanent, or more specifically, a
disconnected proxy may re-join the service but with a re-initialized state. A proxy that joins but does not
disconnect (though it might leave voluntarily) is called connected. The service enables proxies (on behalf of
clients) to invoke operations on objects. These operations may be reads or updates. Updates compute object
instances from other object instances. An object instance o is an immutable structure including an identifier
field o.id and a version field o.version. We refer to object instances with the same identifier as versions of the
same object. Any operation that produces an object instance o as output takes as input the previous version,

Our system applies operations consistently: for any system execution, there is a set of operations Durable that
includes all operations performed by connected processes (and possibly some by proxies that disconnect),
such that the connected processes perceive the operations in Durable (and no others) to be executed
sequentially. More precisely, we present two variations of our algorithm. One enforces serializability all
connected processes perceive the operations in Durable to be executed in the same sequential order. The other
enforces an even stronger property, strict serializability the same sequential order perceived by processes
preserves the real time order between operations.

This system forms the proxies in the tree structure. It shares the objects within the proxies. It reduces the
workload in the server. Quiver enables consistent multi-object operations and optimizations for single-object
reads that are not possible in these prior algorithms. This system recovers the proxy disconnection. The
disconnected proxies maintained by alternate proxies or it will be maintained through server. This System use
the Kruskal’s algorithm for maintaining tree structure. It reduces weightage  in the tree structure. It holds the
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object even when the proxy has been disconnected. Our system applies operations consistently: for any
system execution, there are a set of operations that manage all operations performed by connected processes
such that the connected processes perceive the operations of that system only and no others to be executed
sequentially.

MODULES
1. Central Server.

In this module we launch a centralized server which is responsible for managing and assigning operations to
the express proxies. This server will provide an application to all the clients wherein, incoming requests from
clients are processed and forwarded to an express proxy.

2. Express Proxy Servers.

This module deals with transferring our client application and operations from centralized server to the
proxies.  The server converts the whole application to an object. Then the parent proxies provides object to the
child proxies.

3. Express Service Structure.

This module uses the kruskal’s algorithm for constructing a tree of proxy servers where root node of the tree
is the central server, which handles incoming client requests. This structure mainly acquires the status of the
express servers in order to redirect the requests consistently from the central server

4. Server Maintenance.

Here we are going to maintain the depth of the tree using kruskal’s algorithm. This algorithm calculates the
round trip delay between the proxies .Through that it will found the data round trip delay.

IMPLEMENTATION
Here “n” number of clients send request to central server. Let us assume they are accessing our Web
Application concurrently.

Let us assume, our clients Are client-1, client-2 and client-n.

Central Server internally maintains a  limited number of express proxies in the form of a tree. Let us assume
“m” number of servers in server tree.
1. Central Server receives those requests one by one.
2. Central Server pickup Client-1 Request-1, Pickup one T-1 from Tree and assign this request to T-1
3. T-1 reads Client-1 Request-1 and process it
4. Client-1 Request-1 does not require any Blocking IO Operations
5. T-1 does necessary steps and prepares Response-1 and send it back to the Server
6. Central Server in-turn send this Response-1 to the Client-1

Central Server pickup another Client-2 Request-2, Pickup one Thread T-2 from server tree and assign this
request to T-2

1. T-2 reads Client-1 Request-2 and process it
2. Client-1 Request-2 does not require any Blocking IO Operations
3. T-2 does necessary steps and prepares Response-2 and send it back to the Server
4. Central Server in-turn send this Response-2 to the Client-2

Central Server pickups another Client-n Request-n, Pickup one T-n from server tree and assign this request to
T-n

T-n reads Client-n Request-n and process it

1. Client-n Request-n require heavy Blocking IO and computation Operations
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2. T-n takes more time to interact with external systems, does necessary steps and prepares Response-n and
send it back to the Server

3. Web Server in-turn send this Response-n to the Client-n

If “n” is greater than “m” (Most of the times, its true), then server assigns them to Client Requests up to
available servers. After all m servers are utilized, then remaining Client’s Request should wait in the Queue
until some of the busy Servers finish their Request-Processing Job and free to pick up next Request. If those
servers are busy with Blocking IO Tasks (For example, interacting with Database, file system, JMS Queue,
external services etc.) for longer time, then remaining clients should wait longer time.

Servers are programmed by using the ExpressJS javascript framework which provides a scalable and flexible
API to create the above mentioned server architecture. This framework works well with other javascript
frameworks. Hence, the combination of front-end (React) and back-end(NodeJS or Firebase) provides the
basic foundation of building web applications and also maintain the servers efficiently under high workload
and traffic.

CONCLUSION AND FUTURE SCOPE
Our concept of structuring proxy servers in the form of a tree where the central server is the root of the tree
and the nodes are express proxies that serve clients based on our methodology This architecture is scalable
and consistent for applications dealing with high traffic and load. Previous versions of proxies dealt with the
concept of caching, url redirecting, filtering etc, but the express proxy deals with handling requests and
operations that are invoked by the incoming client requests and central server is responsible for assigning the
express proxy from the structured list of servers.

To characterize future traffic as belonging to a certain application, say, to identify prohibited traffic on
nonstandard ports. In this setting, each contributing network includes a proxy. A coordination site acts as the
server (root of the tree), and the traffic classifiers being constructed are the objects. The proxies perform
update and read operations on the traffic classifiers. To update a particular classifier using new records, the
contributing network’s proxy migrates the classifier to itself and updates the classifier using its data. The
algorithms for incrementally updating the classifier require the updates to be serialized, an important property
achieved through this system. Furthermore, this strategy distributes the computational load of updating the
classifiers to all the networks and does not require any network to reveal its raw data to any other entity.

We presented this system called VERGE for implementing highly scalable object sharing with strong
consistency semantics (serializability or strict serializability). It is well suited to workloads where operations
typically access few objects and where operations involving each object exhibit geographic locality or are
computationally intensive. It migrates operations to proxies in order to perform update or multi-object
operations while supporting more efficient single-object reads. Proxies may join, leave, or disconnect from the
service. In case of disconnects, the service recovers objects whose latest versions are left unreachable.
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