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ABSTRACT
In this paper, we are going to propose the

intrusion detection model based on the user request. We
are going to predict the multiple requests and block the
particular user and analyze the auditing logs. When a
user induces the large number of request from his system,
he is trying to induce the DDOS attack; we are analyzing
the user Mac address and ip and will block them from
viewing other user’s data.
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INTRODUCTION
DDOS attack is becoming a wide spread[1] server
crashing technique used by attacker to  prevent the
view of accessing unauthorized files[2] of
legitimate users. So, in order to prevent this DDOS
attack a log based detection[6] takes place by
considering a log file. This log file monitors all the
events of the user to predict the unauthorized event
of user. If log file monitors user events are non-
legitimate then it blocks user for a particular
interval of time using his Mac and IP previously,
since there are a many IP blocking  Softwares
existing currently but using Mac and Ip[8] we are
going to block a non-legitimate user based on the
request and his events using log file.

EXISTING SYSTEM
➢ DDOS attack is induced to bring down the

whole service.
➢ DDOS is induced in the networking layer of the

OSI Layer.
➢ Multiple users request is not blocked.

PROPOSED SYSTEM
In this paper, we are going to propose the intrusion
detection model based on the user request. We are
going to predict the multiple requests and block

them that particular user and analyze the auditing
logs. When a user induces the large number of
request from his system, he is trying to induce the
DDOS attack; we will analyze the user Mac address
and ip and will block them viewing the other user’s
data.

MODULES DESCREPTION
1) Analyze Web logs

The intrusion detection model based on the
request which hit our firewall of the server and
processed by our application too. We are going to
predict the multiple requests and block them that
particular user and analyze the auditing logs.  The
logs contain various attacks such as DDOS, DOS,
Sniffer, Ip Spoofing, SQL injection, Xss, etc.

2) Block Attacker
When a user induces the large number of request
from his system, he is trying to induce the DDOS
attack; we will analyze the user Mac address and IP
will block them viewing the other user’s data. Then
server will trigger and email to the server admin,
regarding the attack induced on the server.

SOFTWARE FEASIBILITY
We use three feasibility techniques.
● ECONOMICAL FEASIBILITY
● TECHNICAL FEASIBILITY
● SOCIAL FEASIBILITY

ECONOMICAL FEASIBILITY
This study is carried out to check the

economic impact that the system will have on the
organization. The amount of fund that the company
can pour into the research and development of the
system is limited. The expenditures must be
justified. Thus the developed system as well within
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the budget and this was achieved because most of
the technologies used are freely available.

TECHNICAL FEASIBILITY
The technical feasibility is the technical

requirements of the system. Any system developed
must not have a high demand on the available
technical resources. This will lead to high demands
on the available technical resources. This will lead
to high demands being placed on the client. The
developed system  contains only minimal or null
changes  for implementing this system.

SOCIAL FEASIBILITY
This includes the process of training the user

to use the system efficiently.The user must consider
system as the necessity of checking for threats. This
feasibility study educates user about the system. His
level of confidence must be raised so that he is also
able to make some constructive criticism, which is
welcomed, as he is the final user of the system.

FUNCTIONAL REQUIREMENTS
This requirments tells  system that which

output file should be produced from the given file
they describe the relationship between the input and
output of the system, for each functional
requirement a detailed description of all data inputs
and their source and the range of valid inputs must
be specified.

NON FUNCTIONAL REQUIREMENTS
Describe user-visible aspects of the

system that are not directly related with the
functional behavior of the system. Non-Functional
requirements include quantitative constraints, such
as response time (i.e. how fast the system reacts to
user commands.) or accuracy ((.e. how precise are
the systems numerical answers.)

PSEUDO REQUIREMENTS:
These requirements are to check

implementation language and the platform on which
the system is  going to be implemented. These have
usually no direct effect on the user’s view of the
system.

SYSTEM TESTING
INTRODUCTION:
After finishing this system development next
process is  system testing. During the time of testing
only the development company can know that, how
far the user requirements have been met out, and so
on.

Following are the some of the testing methods
applied to this effective project:

SOURCE CODE TESTING:
This examines the logic of the system. If we are
getting the output that is required by the user, then
we can say that the logic is perfect.

SPECIFICATION TESTING:
We can set with, what program should do and how
it should perform under various condition. This
testing is a comparative study of evolution of
system performance and system requirements.

MODULE LEVEL TESTING:
In this the error will be found at each individual
module, it encourages the programmer to find and
rectify the errors without affecting the other
modules.

UNIT TESTING:
Unit testing focuses on verifying the effort on the
smallest unit of software-module. The local data
structure is examined to ensure that the date stored
temporarily maintains its integrity during all steps
in the algorithm’s execution. Boundary conditions
are checked to make sure that the module operates
correctly  at boundaries  to limit or restrict
processing.

VALIDATION TESTING:
It begins after the integration testing is successfully
assembled. Validation succeeds when the software
functions in a manner that can be reasonably
accepted by the client. In this the majority of the
validation is done during the data entry operation
where there is a maximum possibility of entering
wrong data. Other validation will be performed in
all process where correct details and data should be
entered to get the required results.
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RECOVERY TESTING:
Recovery Testing is a system that forces the
software to fail in variety of ways and verifies that
the recovery is properly performed. If recovery is
automatic, re-initialization, and data recovery are
each evaluated for correctness.

SECURITY TESTING:
Security testing  verifies the protection mechanism
built in the  system. whether it  protects  from
improper penetration. The tester attempts to acquire
password through external admin means, that  may
attack the system with artificial software design to
break down any defenses to others, and may
purposely cause errors.

PERFORMANCE TESTING:
Performance Testing is used to test runtime
performance of software within the context of an
integrated system. Performance test are often
coupled with stress testing and require both
software instrumentation.

OUTPUT TESTING:
After validation testing, the next testing is output
testing , no system is said to be useful until it
produces specified format of required output.
Output format is taken in two ways, the screen
format and printer format.

USER ACCEPTANCE TESTING:
User Acceptance Testing is the key factor for the
success of any system. The system is tested for user
acceptance testing by  keep in touch with intended
system users at the time of developing and make
changes if  required

Result Of The Experiment
In this paper, DDOS attack is analyzed by the

following way. First, a log file is used to record user
activities. The  log file works when a request made
by the user is recorded by the log file. it takes no of
entries of user request .if the user makes a number
of requests. Then log file records user activities, and
checks for validity of the user by checking whether
it is a bot file or a human request. So, for checking
purpose we use a first level of validating  system
called Captcha. Bot file cannot resolve captcha only

a human can resolve captcha then, user is taken to
next level of validation called legitimate request
finding these can be done by page redirection
concept .this means, user is taken to a random page
if he is not valid further, the non legitimate user is
directed to another page and blocks him for a
particular interval of time using Mac and Ip address.
As a result, non legitimate user is blocked to not
give any access of the secured information.

SCREEN SHOTS

CONCLUSION
In this paper, we are going to propose the intrusion
detection model based on the user request. We are
going to predict the multiple requests and block
them that belongs to a particular user and analyze
his auditing logs. When a user induces the large
number of request from his system, he is trying to
induce the DDOS attack and he is blocked for a
particular interval of time and his log will be stored
in logs. so, that if the same user is making the
DDOS attack for next time the log file checks for
user arrival in the previous log and blocks him.
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