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ABSTRACT:
Many of us connect to Wireless Fidelity (Wi-Fi) without knowing what specific threats one is vulnerable. The list of
vulnerabilities is large by nature, and most of these ignored by users. Computer networking has made collaboration
necessary to both attackers and defenders. Phishing attacks combine technology and social engineering to gain access to
restricted information. The most common phishing attacks today send mass email directing the victim to a web site of
some perceived authority. This paper is focused on wireless network and phishing attacks. It is a crime to practice
phishing by employing technical tricks and social engineering to exploit the innocence of unaware users. This
methodology usually covers up a trustworthy entity so as to influence a consumer to execute an action if asked by the
imitated entity. Most of the times, phishing attacks are being noticed by the practiced users but security is a main motive
for the basic users as they are not aware of such circumstances. However, some methodologies are limited to look after
the phishing attacks only and the delay in detection is mandatory. In this paper we emphasize the various techniques
used for the detection of phishing attacks. We have also discovered various techniques for detection and prevention of
phishing. Apart from that, we have introduced a new model for detection and prevention of phishing attack.
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1. INTRODUCTION
Phishing attacks combine technology and social engineering to gain access to restricted information. The most
common phishing attacks today send mass email directing the victim to a web site of some perceived
authority. These web sites typically spoof online banks, government agencies, electronic payment firms, and
virtual marketplaces. The fraudulent web page collects information from the victim under the guise of
“authentication," “security," or “account update." Some of these compromised hosts simply download
malware onto clients rather than collect information directly. Phishing is a type of deception designed to steal
your valuable personal data, such as credit card numbers, passwords, account data, or other information.

Con artists might send millions of fraudulent e-mail messages that appear to come from Web sites you trust,
like your bank or credit card company, and request that you provide personal information.  Phreaking +
Fishing = Phishing - Phreaking = making phone calls for free back in 70’s - Fishing = Use bait to lure the
target  Phishing in 1995 Target: AOL users Purpose: getting account passwords for free time Threat level:
low Techniques: Similar names (www.ao1.com for www.aol.com), social engineering  Phishing in 2001
Target: Ebayers and major.

1.1 ANATOMY OF AN ATTACK
Phishing attacks involve three major phases: The first is potential victims getting a phish; the next is the
victim captivating the suggested action in the message, usually to go to a fake Web site but can also include
installing malware or replying with responsive in order; and the third is the illegal monetizing stolen
information. Fake phishing email, most phishing email messages use social techniques quite than technical
actions to fool end users. Assigning necessity is a recognized method used by criminals to misdirect people's
consideration; an example is pretending to be a system administrator warning people about a novel assault,
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urging them to install the attached patch. Another is notifying people there have been several failed logins for
their account and they must confirm their account now or danger dire consequences, interesting to people's
sense of greed is an ancient procedure now modified to the digital world. One phish the author of this editorial
approximate fell for about five years ago was filling out a survey for a bank in return for a small amount of
money. The survey seemed inoffensive until it asked for a bank-account number for depositing funds. So-
called Nigerian 419 scams, offering "free" money in exchange for helping the dispatcher move big amounts of
money, also fall into this group. However, such obvious get-rich-quick scams are morphing to appeal to
further emotions. Phishers today strength pretense as a relief agency asking for help with a recent natural
disaster or as a random person appealing to prurient interests, as in, say, “sees Britney Spears naked."

1.2 CLASSIFICATION OF PHISHING ATTACKS
Various type of phishing attacks are shown in Figure: 1

Figure 1: Classification of Phishing Attacks

1.3 ORGANIZATION OF PAPER RELATED WORK
Section 1: Introduction- In this section we give brief introduction of phishing attacks and their classification.
Section 2: Review of Literature – In this section we studied various papers related to the previous
classification method and algorithm. Section 3: Phishing attacks and their potential impact- In this section we
have given brief introduction on Phishing attacks and their potential. Section 4: Detection of Phishing
Attacks- In this section we discuss various detection methods for Phishing Attacks. Section 5: Comparative
View of existing algorithm on Phishing attacks – In this section we studied comparative View of existing
algorithm on Phishing attacks. Section 6: Conclusion- In this section we describe the conclusion.

2. RELATED WORK
One of the first mass attacks on embedded software was performed by the Chernobyl virus in [5]. The
objective of this malware is purely obliteration. It attempts to erase the hard disk and overwrite the BIOS at
specified dates. Cell phones have also become targets for worms with the first reports in the wild in [6], the
same author in [7] predicted infectious malware for the Linksys line of home routers, switches and wireless
access points. Adelstein, Stillerman and Kozen identify non destructive malware in Open Firmware boot
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platforms as a threat. To assure portability, parts of the boot software are written in the stack based language,
Forth, and these scripts are executed via an interpreter. They propose a code analyzer the checks for malicious
code at load time and prevent aged code from running. Arbaugh, Farber, and Smith implement a
cryptographic access control system, AEGIS, to ensure that only sanctioned bootstrapping firmware can be
installed on the host platform.

This study explores a variant of email based phishing, where distribution occurs through online market places
and hardware is “spoofed" by maliciously compromising its embedded software. Our central example, the
malicious home network router, steals information not only by passive eavesdropping, but by Pharming or
DNS spoofing.

Browser toolbars at potential phishing web sites using a mixture of link analysis, content analysis, reputation
databases, and IP address information. Spoof Guard does two rounds of checks. If either of these tests fails, a
second round examines images and form boxes to determine if the page semantically represents a request for
information (e.g. login, credit card, etc.) Another system, PwdHash, generates per site passwords by hashing
domain name concatenated to the user password. When the domain names differ, the resulting string does not
reveal a usable passphrase [1]. Pharming attacks defeat both of these tactics because they assume correct
name resolution. The Net craft toolbar claims defends against Pharming attacks since it reveals the geographic
location of the server. While this can raise suspicion, it does not provide a strong defense. Criminal networks
have commoditized zombie machines with prices ranging from $0.02 to $0.10 per unit; attackers can choose
plausible locations for their hosts if this method ever becomes an effective defense [2].

3. PHISHING ATTACKS AND THEIR POTENTIAL IMPACTS
Phishing is a kind of social-engineering attack in which criminals use spoofed email messages to trick people
into sharing sensitive information or installing malware on their computers. Victims perceive these messages
as being associated with a trusted brand, while in reality they are only the work of con artists. Rather than
directly target the systems people use, phishing attacks target the people using the systems [2]. Phishing
cleverly circumvents the vast majority of an organization's or individual's security measures. It doesn't matter
how many firewalls, encryption software, certificates, or two-factor authentication mechanisms an
organization has if the person behind the keyboard falls for a phish.

The word “phishing” originally comes from the analogy that early Internet criminals used email lures to
“phish” for passwords and financial data from sea of Internet users. The use of “ph” in the terminology is
partly lost in the annals of time, but most likely linked to popular hacker naming conventions such as
“Phreaks” which traces back to early hackers who were involved in “Phreaking”– the hacking of telephone
systems. The term was coined in the 1996 timeframe by hackers who were stealing America Online (AOL)
accounts by scamming passwords from unsuspecting AOL users. The popularized first mention on the
Internet of phishing was made in alt. 2600 hacker newsgroup in January [4]; however the term may have been
used even earlier in the popular hacker newsletter “2600”.
Over time, the definition of what constitutes a phishing attack has blurred and expanded. The term Phishing
covers not only obtaining user account details, but now includes access to all personal and financial data.
What originally entailed tricking users into replying to emails for passwords and credit card details has now
expanded into fake websites, installation of Trojan horse key-loggers and screen captures, and man-in-the-
middle data proxies – delivered through any electronic communication channel.

Phishing has been classified into web-based phishing and exploit-based phishing. All the attacks which
exploit well-known vulnerabilities in popular web browsers to install malware on the victim’s machine come
under exploit-based phishing. Visually deceptive phishing can be further classified into using deceptive text,
or copying images in the URL [2]. Users can be fooled by making fake websites with a very minor difference
in the spelling of the domain name. For example, a difference between the letters “l” and “i” can escape the
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untrained eye, and “paypal.com”, and “paypai.com” can appear to be the same. Phishers also use non-printing
characters and non- ASCII Unicode characters [5].

4. DETECTION OF PHISHING ATTACKS
Wireless Fidelity connections to the Internetwork have provided near limitless computing convenience for
business and private users. These networks are easy to use and have a large variety of devices that can
connect. However, wireless connections can be more damaging to network security and user privacy than
their fellow wired connections. Although secure wireless connections can limit risk involved when connecting
devices to a Wi-Fi network, many of today's Wi-Fi’s are unsecured [2]. Today, Phishers move to wireless
connections to trick users' to give their personal information. Wi-Fi networks are vulnerable to a variety of
threats including the evil twin attack where an adversary clones a client's preset Set Service Identifier (SSID)
for identity theft or any other malicious activity.

4.1 GENERAL METHODS TO DETECT PHISHING ATTACKS
A “phish” is a term for a scam website that tries to look like a site that you know might well and visit often.
The act of all these sites trying to steal your account information is called phishing. While it’s very easy to
spot some sites as a phish, others aren’t nearly as easy [6, 7].

Here are four different anti-phishing methods you can use so that you don’t fall victim to phishing.

4.1.1 USE A CUSTOM DNS SERVICE
You need a DNS resolution service so that you can access all the sites that you go to. Your computer doesn’t
automatically know where Face book is (as far as its Internet address, or IP address, goes), so it needs to ask a
DNS resolution service for that IP address. The good thing is, all Internet users have this service, thanks to
their internet service provider [24]. The bad news is that’s all they do.
The DNS servers at ISPs do nothing else. However, there are some custom and independent DNS companies
that do more than just name resolution. They can also filter sites based on content and malware/phishing
concerns.

4.1.2 USE BROWSER’S PHISHING LIST
The browsers check the site visiting against the list to see if it’s possibly a phishing site. If it is then browser
will start freaking out about it in your face like a good boy. For possible phishing attacks, why not throw out a
big red page to warn you? [21, 24].

4.1.3 USE SITES TO CHECK LINKS
In case you’re presented a link but you’re not sure about clicking it, you can copy and check it on a number of
different sites. These can tell that whether there’s something bad about these sites, including malware and
phishing [22].

4.1.4 USE YOUR OWN NINJA SKILLS
This may sound like useless advice, but using your own skills to detect phishing sites can go a very long way
as well, and may even protect you from phishing sites that haven’t made it onto any lists that would throw an
immediate flags [20].

5. COMPARATIVE VIEW OF EXISTING ALGORITHMS ON PHISHING ATTACKS
Table 1 is showing the comparative view of existing algorithms on phishing attacks:
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Table: 1 Comparative View of Existing Algorithms
Author Contribution Summary Weaknesses Mechanisms Algorithms

Chandra
Sekaran, et. al.
[8]

Structural Feature Small size
datasetb200 emails
only time
consuming

The prototype
implementation site
between (MTA) and
(MUD)

Support  vector
machine (SVM)
Classifier

Ganger et. al.
[9]

Training smart screen -Low level of recall
measurement

-Working with fix
number of features

Uses the feedback
databases from the
uses of Microsoft

Bayesian statistics
100,000 emails
attributes

Bazargani gilani
[10]

Semantic ontology
concept, text
classification of phishing
emails using a heuristic
way

-Level of accuracy
is low compared
with other
technique

Model work in 5
steps

Semantic ontology
concept by (TFV)
method Information
gain (IG), Nave
Bayes algorithm
classifiers

Chandra
Sekaran
Chinchani et. al.
[11]

PHONEY: Mimicking
user response

-Collected data are
so small a size

-Time consuming

PHONEY:
Technique is installed
between a use’s
MTA and MUA

PHONEY:
Mimicking user
response

Feishtte, Sadeh
et. al. [12]

PILFERS Prototypes -Sizeable number
of phishing and
ham emails was not
well classified

10 different features
included WHOIS
query

Random forest and
support vector
machines (SVM) as
a classifiers

Bergholz et. al.
[13]

Study the statically
filtering of phishing
emails

-Large number of
features,

Time consuming

-High memory
requirement

Trained a classifier
by features obtained
based on dynamic
Markov  chain and
Class-Topic  Models

Dynamic Markov
chain and a class
Topic Models

Ma otoghi et. al.
[14]

Robust classifier model -Using a few
number of features

-Non  standard
dataset

7 hybrid features,
Model consist of 5
stages appears

Information gain
algorithms, Decision
tree algorithm, C4.5

6. CONCLUSION
Cybercriminals are continually finding new ways to avoid detection and develop techniques to and manipulate
communications and improve the success rates of phishing attack. There are multiple pre cautions already in
place such as web browsers taking preventative measures to blacklist compromised websites, although this
can also present further concerns for legitimate businesses who are also a victim of cyber fraud. There are
many preventative measures and precautions that organizations’ can also implement to ensure their websites
and networks remain secure. This has now become more vital than ever in ensuring that customer trust is not
damaged.
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