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ABSTRACT
Nowadays, more and more efforts have been started to improve road safety by applying intelligent systems. VANET are
considered as the most important wireless communication platform for the intelligent transportation systems (ITS). In
this paper we present a deep literature survey on the Intrusion detection systems in VANET(Vehicular Ad-hoc Network).
VANETs are important due to their vast possible and a number of applications. It is one of the equipment which is to
make ones lives and roads safer. In VANETs vehicles exchange information with each other and pass information about
the location and speed of vehicle and provide traffic condition around it. VANET facing many challenges that been
addressed in this research.  Rouge nodes are inserted in the system to disturb the network and IDS is use to detect this
rouge nodes.  This survey presents a categorized summary of security methodologies developed to secure sensing,
positioning, vision, and network technologies that can be equipped in VANET. This paper focuses on the advantages and
disadvantages of the existing system for IDS(Intrusion Detection System) in VANET with future research opportunities to
make the system more secure from rouge nodes.
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INTRODUCTION
The concept of using wireless communication in vehicles has fascinated researchers since the 1980s [1]. In the last few
years, researchers are gaining interest in research and development in this area. Various factors have led to this
development, including the wide adoption (and subsequent drop in cost) of IEEE 802.11 technologies; the interest of
vehicle manufactures of information technology to  cover the safety, environmental, and comfort issues of their vehicles;
and the commitment of large  national and regional governments to allocate wireless spectrum for vehicular wireless
communication. Even though cellular networks allows favorable voice communication & simple audiovisual services to
drivers and passengers, they are not well-suited for certain direct vehicle-to-vehicle or vehicle-to-infrastructure
communications. Direct communication between vehicles and to and from roadside units (RSUs) is offered by vehicular
ad hoc networks (VANETs), can send and receive hazard warnings or information on the current traffic situation with
minimal latency. With the availability since the late 1990s of low-cost, global-positioning system (GPS) receivers and
wireless local area network (WLAN) transceivers, research in the field of inter-vehicular communication gained
considerable momentum. The major goals of these activities are to increase road safety and transportation efficiency, as
well as to reduce the impact of transportation on the environment. These three classes of applications of VANET
technology are not completely orthogonal: for example, reducing the number of accidents can in turn reduce the number
of traffic jams, which could reduce the level of environmental impact (Fig. 1). Due to the importance of these goals for
both the individual and the nation, various projects are underway, or recently were completed, and several consortia were
set up to explore the potential of VANETs. These consortia projects involve several constituencies, including the
automotive industry, the road operators, tolling agencies, and other service providers. These projects are funded
substantially by national governments. National governments also contribute licensed spectrum, generally in the 5.8/5.9-
GHz band and at least in Japan, the 700-MHz band. The term VANET was originally followed to ponder the ad hoc
nature of these highly dynamic networks. However, because the term ad hoc network was associated widely with unicast
routing- related research, there is currently a debate among the pioneers of this field about redefining the acronym
VANET to deemphasize ad hoc networking. Because this discussion has not yet reached consensus, we will continue to
refer to vehicle-to-vehicle and vehicle-to-roadside communication based on wireless local area networking technology as
a VANET.
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Fig 1: By vehicle-to-vehicle and vehicle-to-roadside communication, accidents can be avoided [1]

Though VANET is having wide range of applications but there are chances of intrusion in the VANET which may
mislead the drivers. Vehicular networks are very fast moving and extremely dynamic because of which it is very decisive
that the information which is shared is authentic & actionable. It is also important that the reliability of the information is
determined quickly. The centralized trust in VANET is hard to use as it is difficult to maintain and update. All the
current message authentication mechanisms use cryptography and trust. Paired keys are used in cryptographic techniques
and it involve overhead in terms of computing cost, storage and time. Even these techniques are vulnerable to intrusion
because of stolen keys. When the attack is launched from within the system it is difficult to detect. Because of the
wireless and mobile nature of vehicular networks and its dynamic topology, it is impossible to use the same intrusion
detection mechanisms which are deployed in wired networks. Hence, it is essential that an intrusion detection system is
deployed to detect attacks and help secure VANETs.

A. CHARACTERISTICS OF VANET
Though VANET is similar to adhoc networks but some of its unique characteristics are:

1. Rapidly changing network topology

2. Frequent exchange of information

3. Wireless communication

4. Better physical Protection

B. SECURITY REQUIREMENTS

Number of security requirements must be considered. In order to have a secure and dependable vehicular network. Some
of these security requirements are as follows:

1. Confidentiality: As security in vehicular networks is related to safety, all network users should normally have full
access to network data, i.e. traffic information, road conditions, etc. in order to make informed decisions. Since messages
in VANETs don't contain any personal information, there is no need for encryption and confidentiality is not an
important issue.

2. Integrity All the messages which are exchanged on the network should be protected against alteration attacks. A
secure vehicular network must provide protection against alteration of message. A message can be altered in many ways
during its transmission from source to destinations and all possible attacks must be considered. When it comes to
integrity there are mainly three threats that are directly related to message contents.

The three threats regarding integrity are:
a) Wrong messages
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b) Messages that are modified during transmission

c) Replayed messages.

3. Availability The communication channel must be available at all times, since vehicular networks require real-time
responses; they are vulnerable to DoS attacks. So the channel must also be reliable otherwise attackers can launch DoS
attacks. Such attacks can disturb the complete network which will lead to failure in delivering network messages to other
vehicles within range. Although availability can never be guaranteed completely, but still there are a couple of security
measures such as channel monitoring which is a means to increase channel availability. These are the key security
requirements of the VANET.

Other security requirements are:
 Data Consistency
 Non Repudiation
 Privacy
 Anonymity
C. SECURITY ATTACKS IN VANET
Despite the various benefits offered by VANETs, VANETs are exposed to various threats and attacks. There can be
several malicious drivers who send false information or flood the network making the network unavailable for some
time. Some of these attacks are discussed below:

1. Security Attacks in VANET
Denial-of-service attack (DoS attack) is a cyber attack in which intruder seeks to make a network resource unavailable to
its intended user by temporarily or permanently disrupting services of a host connected to the Internet. Denial of service
is typically accomplished by flooding the targeted machine or resource with redundant requests in an attempt to overload
systems and prevent some or all rightful requests from being fulfilled. The another way of launching this attack is by
crashing the communication channel. The author in [2] proposes method to combat DOS

2. ID Disclosure Attack
In this attack, the capability of the node to hide its identity is broken and as a result its location also becomes visible to
the whole network. The intruder inject malware to the neighbors of the target node. These malwares are replicating in
nature and hence targets its neighbors. When the malware reaches the neighbor of the intruder, it notes the location of
target node as well as its identity is noted [3][4][5].

3. Sybil Attack
In this type of attack, duplicate nodes are formed by taking up the identities of the other nodes or by using illegal
identities therefore sending information to other nodes using different identities. As a result different nodes have
different impression about the same node. There are various techniques to handle this attack [4-6][7]. The author in [9]
and [10] proposes a method to control the Sybil attack in VANETS using statistical and probability approach.

4. Sending Illusory Message Attack
In this attack, a node purposely sends false messages like traffic jam or road accident to another node in the network in
order to create chaos. To detect the satisfied node various techniques have been projected [3][4-6][8].

LITERATURE SURVEY
In this section we gives the details about various research works that has been done in securing VANETs. The objective
of self-driving vehicles is to provide comfort, safety and convenience to road users. In this section, we identify some
previous work that is directly and indirect related to our research. Many previous works to secure VANETs were based
on IDS; however but many attackers were able to identify weak points that could exploited. Hence VANETs still suffer
from a many security problems [11].

Coussement et al. have presented a decision support system based on a clustering approach to protect external
communication in vehicles [12]. The authors have installed two IDSs, i.e. on vehicles and other on the RSUs. The IDS
on vehicles forward received packets to the cluster members (CMs), neighbouring clusters and to the RSUs for improved
detection of attackers. The IDS then generates alarms to notify vehicles and RSUs, to prevent and isolate the attacks
attempting to access the resource network. Khan et al. have proposed an algorithm to enhance a Detection of Malicious
Nodes (DMV) algorithm based on DMN-Detection of Malicious Nodes in VANETs [13].
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The proposed algorithm improves network rates and network performance in detection of attacks by enhancing rate of
verifiers. Gover et al. have proposed a novel security system to protect VANETs from Sybil attack [14]. The proposed
security system is based on distance and angle parameters to detect malicious vehicles. The system was installed on
RSUs to screen all passing vehicles and provided a high detection rate of 99 with low false positive rate of 0.5. Ali et al.
have presented an intelligent security system to protect external communication of self-driving vehicles [15]. The
proposed system had the ability to detect black hole attacks. The system is based on data that has been collected from a
trace file. This trace file was generated from the network simulator, it had high detection rate with low false alarms.

Bruno et al. explained an overview of researches related to intrusion detection concerned with Internet of Things (IoT),
which shares many similarities to the VANET environments. They classified intrusion detection systems according to
security, threat, validation, methods, and algorithms. In addition, they implemented their approach for IoT environments
[16]. Macedo et al. detailed an advanced time division multiple access based on wireless sensor network. This approach
aimed to increase the lifetime of networks supporting alarm-driven applications of delay-sensitive systems. Also, they
implemented performance evaluation of latency energy minimization medium access technology. In addition the
contributed a compensation for energy consumption and to minimize interference [17].

Vineeth V.V. et al. considered phasor measurement units as a sensor node when data is exchanged between these nodes.
They implemented intrusion detection approach for packet loss avoidance using time division multiple access protocols
and evaluated the improvement of system security. Attack detection algorithm is implemented via network simulator ns-
2 [18]. Tian et al. studied the 2D k-barrier concepts, then applied these concepts on a square region with sensors local
neighbor information via applied a distributed scheme. The implemented scheme aimed to lower detection delay and low
energy consumption. The barriers constructed in both directions improve the detection of crossing path intruder. This
approach is applied on the environment of the network simulator ns-2 in which showed the mechanism in both detection
delay and energy consumption [19].

Guo et al. explained that dynamic network topology and variation of routing protocols make it difficult to detect
intrusions in wireless sensor networks. This approach implemented a routing protocol based on process algebra applied
on wireless mesh networks. In addition, detection of the attack type is implemented via attack points. The strength of this
approach is based on the combination of attack points with the implemented protocol in high detection accuracy [20].

Al-Yaseen et al. implemented an adaptive system based on real-time multi-agent system, which is used for unknown
attacks in real-time, via an adaptive algorithm based both support vector machine and extreme learning machines. This
approach improved the accuracy of intrusion detection and speed up the detection process [21]. Efficient conditional
privacy preservation protocol (ECPP) in vehicular ad-hoc networks to figure out the issue on unknown authentication for
alert messages with assurance traceability is proposed in [22]. This protocol is distinguished by the generation of on-the-
fly short-time anonymous keys among on-board units (OBUs) & roadside units (RSUs), which can render fast
anonymous authentication and secrecy chasing while derogating the required storage for short-time anonymous keys.

Zaidi K et al. [23], statistical techniques are used in building intrusion detection systems for vehicular ad hoc networks to
identify rogue nodes. The authors can improve the IDS application layer that was based on CAMs for efficient detection
malicious of behavior for high change dynamic. Banerjee S et al. [24], proposed a security system to discover and
eliminate the grey hole and black hole attacks on the VANETs, where data are divided into equal blocks, and these
blocks are then sent to the destination node by different routes instead of sending every data along the same route. The
destination node examines the size of the sent data block; if the system detects differences in the size of the received
data, it can identify the malicious route. At this point, the source node will be used to prevent data from being sent via the
malicious route. Vuong et al. [25], developed traditional IDS for detecting cyber-attacks on robotic vehicles. Their IDS is
based on a decision tree method that relies on physical features and cyber in detecting malware codes. The system is
evaluated by injecting two types of malicious codes in different scenarios including DoS.

J. Hortelano et al. [26], proposed evaluates the usefulness of watchdog modules for intrusion detection. A watchdog is
the staple element for the building of majority of the intrusion detection systems proposed so far for self-organizing
wireless networking systems like VANETs. Threefold is the contribution of this work 1) the component is designed to be
protocol independent, thus adjustable with any several types of ad-hoc routing protocols 2) it encompasses high detection
coverage with a less sensing latency 3) the former properties are assured while lessening the number of generated false
positives & negatives.

All the above studied system were having accuracy issue in detecting the rouge nodes and faulty messages, studying their
disadvantages Authors in [27] proposes a Intrusion Detection System (IDS) for vehicular ad-hoc networks (VANETs) to
detect the false information reporting is done by the rogue nodes in the network using anomaly based detection approach.
To evaluate the system, Road Side Unit (RSU) is implemented within the communication ranges so that the entire test
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geographic region is covered as shown in fig 2. With this every node, which is calculating the global parameter flow will
get meta-information from RSUs in whose communication range remains the node. Hence, the anonymity of the location
of the vehicle can be assured.

Fig 2. Architecture for IDS in VANET[27]

DISCUSSION
To make VANET more secure intrusion detection systems are needed, an intrusion detection system (IDS) monitors
network traffic and monitors for doubtful activity and alerts the system or network administrator. In some cases the IDS
may also respond to abnormal or malicious traffic by taking action such as blocking the user. There are some functions
of Intrusion Detection System that are shown in figure 3. There are three factors that can be used to determine the
performance of IDS. First one is False Positive (FP) that takes place when IDS accidentally recognize normal node as
intruder. Second is False Negative (FN) that takes place when the IDS accidentally recognize abnormal node as normal.
Third and last is Detection rate. The detection occurs when the IDS recognize the intruder node.

Fig 3. Function of IDS
The systems studied in the Section II uses IDS for detecting the intruders but still some research is missing in those
methods and hence there is still scope to make VANET more secure with innovative ideas.
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CONCLUSION
In this paper we studied a deep literature study on the existing intrusion detection systems in VANET. As the researchers
are gaining more interest in VANET many new methods are proposed by the researchers to make VANET more reliable
and secure, still some intruders try to disturb the network by passing false information. Studying the disadvantages of the
existing system how they can be overcome is mentioned in the section III.

In future intrusion detection can be makes more strong by enhancing the existing systems disadvantages with new
techniques to give 100% security from rouge nodes.
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